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ROUTINE 1417082 JUL 83
FROM CABINET OFFICE LONDON
TO CDR WHCA

ZEM

CONF IDENT | AL

MISC 177 OF 14 JULY 1983,
FOR COL TUCK FROM WRIGHT

SUBJECT: KY 70 EQUIPMENT AT CHEQUERS.

YOUR MAY KNOW THAT THIS EQUIPMENT WAS GENEROUSLY SUPPL IED BY

THE J.S. DURING THE FALKLAND ISLANDS DISPUTE TO EHNABLE THE

PRIME MINISTER AT CHEQUERS TO SPEAK SECURELY TO THE PRESIDENT,
FOR PLANNING PURPOSES, IT WOULD BE HELPFUL TO KNOW IF IT IS

THE INTENTION TO LEAVE IT WITH US ON LONG-=TERM LO AN 01 = i
LIKELY TO BE WITHDRAWN PRESENTLY. | WOULD RBE GRATEFUL IF YOU wWILL
MAKE ENQUIRIES AND LET ME KNOW THE OUTCOME.

REGARDS.

BT

NINNN




CONFIDENTIAL

Ref. A08340

MR COLBS/ A (o

R

I have seen Paris telegram number 425 of 5 May, in which our

Ambassador in Paris says that the Prime Minister's letter of 26 April to the

President of the French Republic only arrived in Paris by bag on 4 May and had
in large part been overtaken by events,

2 This prompts me to remind you that we have secure telex communications
with the Elysee in Paris and the Federal Chancellor's office in Bonn, which can
be used to convey messages very quickly,

3. We are hoping also to make arrangements for secure speech communica-
tions with the Elysee and the Chancellor's office, but these systems are not yet

available for use,

ROBERT ARMSTRONG

7 May 1982

CONFIDENTIAL




"

L,
A\

N ey
i
A, VY VoA
;‘.

WHITMORE : . o e caaas .¢c. Mr., Davies-Jones

Moty

\ phae duble vy MK W W Ly r\I : A
Secure Telephone Link to the White House """

WA e [r- At Ly L iy \ ¢ A

ehaa
L y .
¥iAd

JeAAa i AP ‘ \ n B a—d A Z\
cause to set up the secure
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to the White House, for which as you know there are just the two

line
extensions.

This was the first time that I had had to set up the
equipment, and I was surprised that there was no facility to record
the conversation. The link is secured via the communications
officer in the Cabinet Office, and therefore bypasses our switchboard,
effectively ruling out the possibility of recording. I was
assured by the Cabinet Office that they too would be unable to
record the call; indeed, if any problems were encountered during
the call it would be necessary to alert them to the problem by
re-dialling '3'.

The omission of such a facility seems to me to pose a
number of problems - not least that there is no fool-proof system
to later check what has been said. Of course, during normal
working hours there would be the opportunity for a Private Secretary
to listen in to the call by using the extension by your desk.
However, out of office hours, the Duty Clerk could be called upon
to monitor a conversation on sensitive material with which he is
not totally familiar. This could lead to problems when later

called upon to write up the conversation.

This was something that the Prime Minister was obviously
unaware of, and does seem to represent a weak link in the system.
I can appreciate that for security reasons, it is impossible to
link a Private Secretary at home into the call, but a tape
recorder within the building would not surely represent a threat

to security.




I wonder if you are therefore content for the present
system to continue or whether consideration could be given to
installing recording equipment similar to that used for routine

calls. I am told that the old BELGARD system previously installed
had this capability.

igince drafting this minute I have now learnt from Mr. Wright

in the Cabinet Office that British Telecommunications are due to

provide a recording system, but to date have failed to do so./

( ') ¥ 2
\

/4 0

P. EWING

21 April, 1982.




C.A, Whitmore, Esq.

CABINET OFFICE

With the compliments r@ c

Sir Robert Armstrong KCB, CVO q;

Secretary of the Cabinet lk('g

70 Whitehall, London SW1A 2AS
Telephone: 01-233 8319




 CONFIDENTIAL

Ref. A02892

MR, J.L. WRIGHT

Secure Speech Equipment for Heads of
Government Use

I think that I did mention this matter to
M. Wahl at 2 meeting last year; but, if I did, it was
very much in passing, and I do not think that we can
rest on that. I will certainly speak to him when we
next meet, which will probably be in the margins of
the Prime Minister's meeting with President Giscard
in Paris on 19th September.
Z. I am sending copies of this minute to

Mr. Whitmore and Mr. Wade-Gery.

ROBERY ARMSTRONG

ROBERT ARMSTRONG
14th August, 1980

CONFIDENTIAL
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10 DOWNING STREET

From the Principal Private Secretary

MR. WRIGHT
CABINET OFFICE

US OFFER OF SECURE SPEECH EQUIPMENT
FOR HEADS OF GOVERNMENT USE

We had a word this afternoon about
Mr. Wright's minute of 3 July 1980.

As I said then, I think there is a good
case for putting the third of the three
extension instruments on offer in the Private
Office in No. 10: otherwise I do not see how
we would be able to monitor any conversation
which the Prime Minister might have from the
Study with another Head of Government. But
perhaps I have got the technicalities wrong?

I am sending copies of this minute to
Mr. Wade-Gery and Mr. Wright.

CLIVE WHITMORE

8 July 1980

CONFIDENTIAL
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10 DOWNING STREET

From the Principal Private Secretary

SIR ROBERT ARMSTRONG

The Prime Minister has seen your

minute A0651 of 14 November.

She agrees that we should accept the
American offer and also seek to use their
equipment for our links with Paris and Bonn.

She is content for you to pursue your pro-

~
posals with the Americans, the Germans and

the TFrench.

20 November 1979




Sir Robert Armstrong
Mr Wade—-Gery

‘Mr Whitmore

Mr Johnson (GCHQ)

NOTE FOR THE RECORD

LONDON~-BONN SECURE TELEGRAPH AND SPEECH HOT LINES

Secure Telegraph

Accompanied by Mr Donald Holder from the British Bmbassy, Bonn, I
discussed London-Bonn secure telegraph and speech arrangements with
Herr Karscheiss, Herr Klammer and technical representatives from the
Bundeskanzleramt on 14 and 15 November 1979, Considering the exchange
of letters between Herr Karscheiss and myself, my telephone conversations
with Herr Xlammer and the discussion Sir Robert Armstrong had with Herr Schuler,
I was surprised when Herr Karscheiss started by inviting me to explain why it
was thought necessary to have a secure teleprinter link between No 10
and the Chancellery. Having done so, I was informed that the teleprinter
Hot Line between Pa“ig and Bonn had never been used in the year since it had
been establiched. ﬂ“s it likely that any use would be made of a London-Bonn
link;I was asked. We agreed that that remained to be seen and discussion
turned to means of establishing a link., The CGermans made much of the
problems for them if the UK's ALVIS equipment were used io provide security
and put up a very strong case for our adopting their ELCROTEL equipment which I
turned down. This left us with the French equipment which we each hold for use
with Paris. This proved to be something of a sticking point until it emerged that
the only way the Germans could conceive of using this equipment was by asking
the French to link together the existing Born-Paris and London=Paris circuits
giving the French the means, as they saw it, to read messages between
London and Bonn, I said that there could be no question of u ing existing
circuits with Paris and that there was no nead to involve the French in any
way since all that would be necessary would be to extend one of the existing
London-Bad Neuenahr circuits over the relatively short distance to the

Chancellery and use the French equipment for which we would provide unique cypher

,/mterial.. see




CONFIDENTIAL

materiales The Germans said that they would have "legal difficulties" with the
Bundesposte if they tried to extend a circuit from Bad Neuenahr., They

would see if they could find some way round this but asked if, meantime,

I could suggest another way of providing a link, When I said that we could
easily set up a new, direct, London-Born link, they expressed concern at the
cost and returned to the theme of the amount of use likely to be made of a
direct link, International TELEX being the only altermative remaining

to us, it was left that, subject to resolution of a technical difficulty

on their side ( to do with use of the French equipment in the mode

appropriate to TELEX operation ) we will start by using TELEX, They will try
to resolve the problem of extending a circuit from Bad Neuenahr and, if

they can do so, we will use this route instead of TELEX if the amount of traffic
between London and Bomn shows this to be necessary. I undertook to provide
cypher material to enable tests to be carried out in the week commencing

26 November,

Secure Speech

2 Herr Karscheiss said he had been surprised to hear that Herr Schuler

and Sir Robert Armstrong had discussed use of an equipment other than

ELCROVOXe He asked if I would explain our objection to ELCROVOX and if I

could tell him about the alternative equipment we had in mind, I s2id that

it was well known that EICROVOX (like most narrow-band gecure voice

systems) was not sympathetic to the female voice at which Karscheiss expressed
doubts as to its sympathy with any voice! On the US offer of XKY70 for

Heads of Government use with the President, he claimed to have no information other
than that their Ministry of Foreign Affairs had mentioned it to Herr Schuler,

As the US offer had not yet formally been passed on to the Chancellery, he said he
did not feel that he was in a position to pursue in any detail the question

of a change in our secure speech arrangements. Nevertheless it was left

between us that if the Germans do accept the US offer, we will use the

US equipment between London and Bonn instead of ELCROVOXe It is implicit in

this understanding that we will supply the cypher material,

Ik, N qhy

J L WRIGHT
16 Yovember 1979
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Mr, Wade-Gery sent you a copy of a letter of 29th October from

Mr. Streator in the United States Embassy offering United States equipment on
free loan for secure speech between the President and the Prime Minister,
the Federal German Chancellor and the French President. I am advised that
the equipment is better in terms of speech quality than that now used with the
White House. I therefore recommend that we accept the United States offer.

2. I1f we, the Germans and the French all take up the United States offer,
it would make sense to use the equipment also between the three European
capitals. The offer makes no provision for such use, but I understand that all
that is necessary to be able to do this is to provide suitable cypher key material

and that this can be arranged. Herr Schiller told me during our recent visit to

Bonn that the Germans intend to accept the offer and that he would be prepared

to consider using the United States equipment rather than the West German

ELCROVOX between No. 10 and the Chancellery., We do not yet know if the

French intend to accept the United States offer. But if they do we can safely
assume that they will arrange for a link between Paris and Bonn., So I think we
ought to go for one between London and Paris as well. So far we have had only

a secure teleprinter link with the Elysee. But the cost of a secure speech link

would in the new circumstances be negligible; and though we might not use the
facility much it would surely be wrong in principle to leave London-Paris as the
sole exception to a system under which the Head of Government in each of the
four capitals could otherwise talk securely to each of the other three.

3. We have already established that the Americans would have no objection
to our using for these extra lateral purposes the equipment they are offering to
supply. They would not be able to listen in to our conversations with Bonn or

Paris; each link would have its own unique cypher key, and we would not use

an American-supplied key except for our link with Washington,




CONFIDENTIAL

4. If the Prime Minister agrees, we will pursue accordingly with the

Americans, the Germans and the French. The Foreign and Commonwealth

Office and GCHQ have been consulted and concur.

(Robert Armstrong)

14th November, 1979
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CABINET OFFICE |
Mr. Robert Wade-Gery

Deputy Secretary

Cabinet Office

Whitehall, SW1l 2AS

Dear Robert:

As you know President Carter has expressed interest
in establishing a secure voice link between himself and
the Prime Minister, the German Chancellor and the French
President. Washington has been examining the feasibility
of such an arrangement and is now prepared to proceed.
The Embassy has been asked to encourage your government's
participation in such a system.

The secure voice system which the United States is
now proposing will have good voice quality including
voice recognition. Utilizing ordinary international
and local dial telephone systems, this secure voice 1link
will use the most modern equipment available. It will
be simple to operate, much like a regular telephone.
When operational, each Head of State will have secure
voice capability with the President. The United States
proposes to provide hardware, installation, and mainte-
nance for the system. Commercial telephone toll charges
will be incurred with each use of the secure voice
telephones. The side placing the call would bear the
expense of the call.

I understand your experts have already had an
opportunity to discuss with ours some of the technical
aspects of the system we are proposing. If you require
any further information, please let us know. We 1look

Iforward to receiving your reaction to this proposal.

Sincerely,

2
Edward J. Streator
Minister

« SECRET
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