


M7

idontial Filing

HOME AFFAIKS

Pae T |
NOVEMBEL 1980

Referred to

Referred to

Referred to

Referred to

¥

2214







TO BE RETAINED AS TOP ENCLOSURE

Cabinet / Cabinet Committee Documents

Reference

Date

H(80) 77

27.11.80

H(80) 79

28.11.80

H(80) 25" Meeting, Minute 1

02.12.80

H(81) 8

05.02.81

H(81) 4" Meeting, Minute 1

10.02.81

IT(82) 5

08.02.82

H(82) 6

16.02.82

H(82) 4™ Meeting, Minute 1

23.02.82

H(82) 33

29.06.82

H(82) 12" Meeting, Minutes

07.07.82

CC(82) 48" Conclusions, Minute 1 (extract)

11.11.82

H(82) 51

22.11.82

H(82) 52

24.11.82

H(82) 21°* Meeting, Minutes

29.11.82

L(82) 104

13.12.82

L(82) 21* Meeting, Minutes

21.12.82

L(83) 65

15.06.83

The documents listed above, which were enclosed on this file, have been
removed and destroyed. Such documents are the responsibility of the
Cabinet Office. When released they are available in the appropriate CAB
(CABINET OFFICE) CLASSES

Signed ( (‘7(1%40/] (LZ/L(,{ Date QJ/ October D o/5

PREM Records Team




Published Papers

The following published paper(s) enclosed on this file have been
removed and destroyed. Copies may be found elsewhere in The
National Archives.

House of Commons Hansard, 30 January 1984,
Columns 30-110 “Data Protection Bill”

Signed ( (7, p({-a/ 1L Date .09 O bey 22005

PREM Records Team




Treasury Chambers, Parliament Street. SWIP 3AG

The Rt Hon Douglas Hurd CBE MP

Secretary of State

Home Office

50 Queen Anne's Gate

LONDON SW1H 9AT 30 September 1987

;I>¢4n”1>cv§|&éu

DATA PROTECTION

I recently met Eric Howe, the Data Protection Registrar, at his
request. The focus for the meeting was the passage in his last
annual report (extract attached) about the proposed Government
Data Network, for which I am the Chairman of the Steering
Committee. I explained my role in this multi-Departmental project,
and made clear to him that it has not yet been finally decided
whether to proceed.

However, the meeting broadened out to discuss the issues raised
in the fifth paragraph of the extract, which are relevant to
any personal data held by Government Departments in automated
form, and not simply to those applications which are currently
planned to be put onto the GDN. I made it clear to Mr Howe
that these issues went beyond my own responsibilities, and were
a matter for individual Departments - within the constraints
laid down by statute and any assurances which Ministers have
given to Parliament. Mr Howe accepted this, but indicated that
he would wish to discuss the issues with officials in individual
Departments. As you will see from the extract, he is seeking
greater visibility for the rules which govern data interchange
and the way in which they are managed. He also has it in mind
to establish a code of practice.

He may therefore be approaching your officials in due course.
How you would wish your officials to handle such an approach
is of course a matter for you. But my belief is that the
Government's record on data interchange is generally a good one,
and that we have much to gain by proving this to the independent
Data Protection Registrar. I1f you agree, then you may wish to
ask your officials to respond as constructively as possible to




any approach from Mr Howe, and to keep CCTA in touch with
discussions.

I am copying this letter to Ministers in charge of Departments.

Rk

E@C\

PETER BROOKE




(iv) The Proposed
Government Data
Network

There has also been public debate about the proposed Government Data
Network. This network has the objective of reducing costs and providing more
effective administration for four major Government departments—Health
and Social Security, Customs and Excise, Inland Revenue, and the Home
Office.

Advancing communications technology can facilitate the cross-connection
of different collections of information. Concern has been expressed that this
could lead to the creation of what are effectively massive and comprehensive
databases of information, possibly concerning the whole population.

The Government Data Network is important therefore, not simply in its
own right, but because it potentially allows the wider use of information across
Government departments. Whether this potential should be created is a matter
for Government and Parliament. In reaching a decision, the issues of data
protection are important factors as well as questions of efficiency and cost.

Obviously, it will be very important for the network to maintain the integrity
of the information passing across it by preventing it from being lost, destroyed,
stolen, tampered with or corrupted. But it is in the use of the network that the
key issues lie. Even without the network, disclosures of personal data by
Government departments can raise sensitive issues. With the network, these
issues come into sharper focus. I am sure it would be helpful if the public could
clearly see how these issues are resolved. The Data Protection Register can be of
some limited help here. An analysis of the entries for the various Government
departments concerned can give a broad indication of the general pattern of
disclosures, but it cannot give a precise picture.

I have been pleased by statements that Government departments impose
their own strict rules on disclosures of personal data from one to another. I
believe it would be valuable if these rules were published. This would help to
ensure an informed public debate on data protection and privacy issues. It
would also be helpful if the ways in which the rules were managed were made
known. Are there exceptions to them? At what level are decisions made on the
rules and the application of them? Are there disciplinary proceedings for
breaches of the rules? What review and monitoring procedure is in operation?
Are reports made available on the way in which the rules work in practice?

I was approached in September 1986 by the Director of the Central Comput-
ing and Telecommunications Agency (CCTA) to see what assistance and advice
I might provide in connection with proposals for protecting the security of
personal data passing across the proposed network. I welcome this approach
and the concern it shows for an important Data Protection Principle and have
offered to comment on proposals at a general level. This is similar to the
assistance given to trade associations which are developing data protection
codes of practice. I do not have the resources to give deeper support. There is
also the question as to how far I should devote significant resources, ultimately
to be paid for by registration fees from Data Users generally, to the problems
of one Data User, albeit those problems may be very significant.

. enCe register” raise important
issues. Whilst proposals do not se€ - y defined as yet, I am concerned
to ensure that the ob_)ecuvcs and-requi - of the Data Protection Act are




CONFIDENTIAL

10 DOWNING STREET

From the Principal Private Secretary

SIR ROBERT ARMSTRONG

DATA PROTECTION ACT

I have shown the Prime Minister your minute
of 21 May in which you ask her to sign a
certificate required under the Data Protection

Act relating to information held on the

computer regarding reports on leak investigations.

The Prime Minister has now signed the certificate

which I herewith return.

N.L. WICKS
22 May 1986

CONFIDENTIAL
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MRS. COLE

DATA PROTECTION ACT

MPO have invited me to attend a meeting to discuss registration
under the DPA. I have been invited as the No. 10 representative.

The meeting is due to take place at 1030 on 24 January.

I wonder if this is not something which it would be more approp-
riate for you to take on. Let us have a word about this if

you like. Gloria Ryan is the MPO contact: telephone 233 4415.

on

Mark Addison

13 January 1986

(DSG.43)




PERSONAL RECORDS: TEN MINUTE RULE MOTION: TUESDAY 10 JULY

P
Thank you for your letter of 29/3une about Chris Smith's
motion next Tuesday to introduce an Access to Personal
Files Bill.

I note that you draw a clear distinction between individuals'
access to information about them and the general statutory
right of access to official information which is proposed
in David Steel's Bill. Nevertheless, I agree that any
legislation on this difficult issue must be preceded by
thorough preparation and consultation; and that it would
not be right for the Government to allow a Bill to make
progress until it is satisfied that change is desirable
and feasible. I agree therefore that this Bill should

be blocked at Second Reading, and that Ministers should
abstain if the House divides on Tuesday.

7/

) /
l/{ulv v

JOHN BIFFEN

Rt Hon the Earl of Gowrie
Minister for the Arts
Cabinet Office




Copies of this letter go to:

Prime Minister

Members of Legislation Committee

Secretary of State for Foreign and Commonwealth Affairs

Secretary of State for the Home Department
Chancellor of the Exchequer

Secretary of State for Education and Science
Secretary of State for Energy

Secretary of State for Defence

Secretary State for the Environment
Secretary State for Social Services
Secretary State for Employment

Secretary State for Trade and Industry
Secretary State for Transport

Minister for Agriculture, Fisheries and Foods
Chief Secretary, Treasury

Sir.Robert Armstrong

Minister for Overseas Department, Foreign and Commonwealth Office

Fist C?LJdcuﬁveqjtrj onsa







CABINET OFFICE

From the Minister of State MANAGEMENT AND PERSONNEL OFFICE
Great George Street

London SWIP 3AL

Telephone 01-233 8610

Lord Gowrie

The Rt Hon John Biffen MP
Lord Privy Seal
Whitehall
London SW1
29 June 1984

o 0

PERSONAL RECORDS: TEN MINUTE RULE MOTION: TUESDAY 10 JULY

On Tuesday 10 July, Chris Smith will seek to bring in a Bill to
give individuals a right of access to certain kinds of personal
data about themselves. The Motion reads,

ACCESS TO PERSONAL FILES: That leave be given to
bring in a Bill to provide access for private
individuals to certain classes of information
maintained by certain authorities and institutions.

The Bill is a further move by the Campaign for Freedom of
Information. David Steel's Freedom of Information Bill is down
for Second Reading on the previous Friday, 6 July, when we have
agreed that it should be blocked (your letter to me of
5 March). Simon Hughes' Local Government (Access to
Information) Bill, the Campaign's third Bill, will, I
understand, also be blocked at Second Reading on 6 July.
The Campaign have not made clear exactly what Chris Smith's
Bill will cover. Their literature earlier this year suggested
that the likely areas were

a. education

b. social services

local authority housing, and

medical records,

1
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but that the Bill might go wider and even into the private
sector. Parliamentary Questions by Chris Smith in April tended
to confirm that the main areas would be as above, with the
possible addition of social security benefits, tax assessments
under appeal, criminal records, and visiting allowances for
prisoners' families.

The David Steel Bill (though as I write it has still not been
published) is unacceptable in principle; there are overriding
constitutional objections to a statutory right of access to
official information in general. But the same objections do
not necessarily apply to individuals' access to their own
records. The Data Protection Bill will bring about a ma jor
advance in this direction. It does not apply to manual
records, but the arguments for restricting it to computerised
data are ones of practicality rather than of principle;
moreover, we have always recognised that it would be beneficial
if the data protection principles (including access by the
"data subject') that will be enforceable in respect of
computerised data came to be applied to manually-held
information also.

We would not want therefore to appear unsympathetic to the
Bill's aims. It will in fact be helpful to us in resisting
general freedom of information legislation (a Ballot Bill next
session is extremely likely) if we can separate in the public

mind access to personal records from access to information
generally.

Nevertheless I think we are justified in rejecting this Bill.
Preliminary work by my officials, in consultation with other
departments, as indicated that the field is enormous and
enormously complex. It is doubtful whether the Bill's authors
have focused adequately on the problems, and inconceivable that
they have undertaken the consultations that would be necessary
if legislation on these lines were to have a chance of working.
If we were criticised, I think we could simply point out that
the Government could not give a fair wind to a Bill of this
importance when it had had no time to consider the Bill
properly or undertake the necessary consultations.

As to tactics, I suggest we should treat this Bill exactly like
the David Steel Bill, ie not oppose the motion (and abstain if
there is a Division) but ensure that it is blocked at Second
Reading.

CONFIDENTIAL
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I am sending copies of this letter to the Prime Minister,
members of Legislation Committee, other Ministers in charge of
Departments, Sir Robert Armstrong and First Parliamentary

Counsel.

tz WJ\/
V'

-

LORD GOWRIE

CONFIDENTIAL
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Introduction to the Bill

The issue of statutory protection for personal information that is handled
automatically was first assessed in the Report of the Younger Committee in
1972, set up by the Conservative Government in 1970 to examine the whole issue.
It established a series of principles to apply to the handling of informationm.

The Council of Europe analysed the issues at length throughout the following
decade, and produced in 1981 the European Convention for "the Protection of
Individuals with regard to Automatic Processing of Personal Data". This was
signed by the UK in May 198l; consequently it became necessary to introduce
legislation so that the Convention could be ratified.

The Bill was drafted in the light of the Report of the Lindop Committee of
1978, which had been set up by the Labour Govermnment in 1976 to examine the
issues and make proposals for possible legislation. This Report was an
extensive analysis of the problems of operating a satisfactory scheme of
privacy safeguards, and contained a wide review of data protection matters.
It proposed the establishing of legislation based upon the principles
outlined by the Younger Committee, but also contained two sections which the
Covermment could not accept.

Firstly, it proposed a multi-member Data Protection Authority to enforce the
legislation. The Government rejected this in favour of an individual Registrar,
independent of Government. Lord Whitelaw, then Home Secretary, argued:

"Je see this as by far and away the most economical use of resources.
Since the scheme will be funded by the data users themselves, this is of
particular importance to them. We believe that an individual registrar
will be able to act more rapidly, authoritatively and comsistently in
this complex and infinitely varied field than could a committee"
(Hansard, llth April 1983, Col. 557).

Secondly, the Report recommended codes of practice which would have created a host
of new of fences in criminal law. The Government did not consider that it was
constitutionally right to confer responsibility for drafting a whole sector of
criminal law on an independent authority, who would not have the competence to
undertake a task that is properly one for Government and Parliament. Mr

Timothy Raison, then Minister of State at the Home Department, summed EE this
view:

"In our approach ... we concentrated on putting the responsibilities

where we believe they belong ... Our concern will be to establish a sound
basic framework capable of being built on and expanded progressively with
more detailed provisions as we gain experience.” (Speech to BMA Conference
on Data Protection, 15th September 1981).

The Bill will enable Data Protection arrangements in this country to be

consistent with standards adopted in other European countries. It will ensure

an atmosphere in which there is the highest possible degree of confidence that

the individual citizens are not being put at risk by the spread of new technology.




The original Data Protection Bill fell at the announcement of the General Election.
The Bill as reintroduced contains a number of changes, designed firstly to simplify
the provisions as they relate to companies, and secondly to provide additional
safeguards governing the exercise of the Registrar's powers of entry to the premises
of data users. Mr David Waddington, Minister of State at the Home Office, summed

up the purposes of these changes:

"These changes will make the Bill simpler to operate and, by easing the
Registrar's workload, will enable him to devote more of his resources to the
general oversight of data protection" (Home Office Press Release, 24th June
1983).

The Bill's Proposals

Part I of the Bill establishes an independent Data Protection Registrar,
appointed by the Crown, to enforce certain principles relating to personal
data held on computers. These "Data Protection principles" are set out in
clause 2 and Schedule 1, and provide that:

(1) Data shall be obtained and processed fairly and lawfully;

(2) It shall be held only for one or more specified and lawful purpose;

(3) It shall be adequate, relevant and not excessive in relation to that purpose;

(4) It shall be accurate and kept up to date;

(5) 1t shall not be used or disclosed im any way incompatible with its purpose,
nor held longer than is necessary for that purpose.

A data subject will be entitled at reasonable intervals without undue delay or
expense, to access to data of which he is the subject, and, where appropriate,
he may have such data corrected or erased. Unauthorized access to, or
alteration, disclosure, or destruction of data, and accidental loss or
destruction of data shall be subject to appropriate security measures. The
provisions of the Bill will not apply to the use of word processors for the
preparation of documents.

part II of the Bill deals with the registration and supervision of data users
and computer bureaux.

(1) The Register

Data users will be required to register the following informationm:

(a) their name and address;

(b) description of the data held by them and the purposes for which the
data are to be held or used;

(¢) a description of the source of the data;

(d) a description of any persons (other than the data subjects in question)
to whom the data may be disclosed;

(e) the names of any countries outside the UK to which the data may be
transferred;
the name and address of an individual who will be responsible for
dealing with requests from data subjects for access to the data.
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Those who have applied to register, or to change their registered particulars,
will in most cases be able to commence the activity in question immediately
upon application to the Registrar.

(2) Duties and Powers of the Registrar

(a) The Registrar will be required to maintain a register of specified
details of users and the personal details they hold, which will be
open to public scrutiny. It will be an offence to operate unregistered
or in contravention of the registered details. Further to this, as
Mr Timothy Raisin, then Minister of State at the Home Office, stressed:

"The Registrar will have real teeth. He will have two key powers in
relation to registered users. He will be able to serve notices
requiring users to change their procedures to bring them into
compliance with the general principles; and he will be able to strike
a user off the register" (4th May 1982).

In circumstances where data is being transferred or will be eventually
transferred to another country not bound by the Eurcpean Convention

if the use of the information is liable to breach the data protection
principles, the Registrar may prohibit the transfer.

Schedule &4 of the Bill sets out the powers of entry and inspection
available to the Registrar. A circuit judge may issue a warrant
authorizing the Registrar, within 7 days of the issue, to access to
premises if he is satisfied that there are reasonable grounds for
suspecting an offence or breach of the data protection principles is
being committed.

He may not issue a warrant unless the Registrar has given the occupier
of the premises 7 days notice in writing demanding access at a
reasonable hour; this access has then been refused unreasonably,

and following this the Registrar has given notice of the application
for a warrant so that the occupier has the opportunity to be heard
by the judge.

The Data Protection Tribunal

Appeals against the Registrar's decision will be heard by a specially
constituted Data Protection Tribunal, with a legally qualified Chairman.

Mr Raison summed up the Bill's proposals for a graduated response from
the Registrar in cases of breaches of the principles:

"In most cases, discussion, advice and persuasion will be all that is
needed. A user who is ready to comply with the principles will face
nothing more. But in those cases - I hope few - where the Registrar will
need to exert more than that, he has the tools readily to hand" (4th May
1982, addressing the Parliamentary Information Technology Committee).




Part III of the Bill enables individuals to obtain details of personal data
held about them, and to seek compensation from the courts for damage suffered
by reason of inaccuracy or as a result of loss or unauthorised destruction or
disclosure; or as a result of unauthorized access. Compensation will not be
possible firstly in cases of inaccurate data which has been properly marked as
'received' information, and secondly in cases where the user has marked the
data as being in dispute. Courts will have powers to ensure that the accuracy
of such information is recorded as being in dispute.

Part IV of the Bill provides for exemptions from the Bill. These can be
divided into two categories - total (those involving national security) and

partial exemption.

(1) National Security

Personal data held or disclosed for national security purposes are to be exempt
from the Bill. Clause 27 (4) provides that a certificate signed by a

Minister of the Crown certifying this shall be conclusive evidence of the

fact. A Minister of the Crown is defined as a member of the Cabinet, the
Attorney General or Lord Advocate.

Partial exemptions

There will be exemptions from certain provisions of the Bill where their
application would be prejudicial to the prevention or detection of crime,
the apprehension or prosecution of of fenders, the assessment or collection
of any tax or duty. These exemptions have proved to be very contentious.
Mr Raison stressed:

"The ability of our law enforcement agencies to prevent and detect crime
must be protected. We will therefore provide, in accordance with Article
9 of the Council of Europe Convention, for data used for certain limited
purposes to be exempt from the requirement to be registered. This will
not mean that the police will be exempt. They will not be wholly exempt
«e« Much of the information held on the Police National Computer System
will be fully within the scheme, fully accessible by the Registrar and
fully accessible by data subjects.

Apart from these exemptions, all public users will be registered. But in
some areas, again in accordance with the Convention, we believe it will

be necessary to limit the right of data subjects to information about

them. For example, we could not justify telling subjects about information
which may be held on them during a murder enquiry " (Londom, 23rd June 1982).

Companies

Data held by companies for paying staff or calculating their pay, and
data held for accounting purposes will be excluded from registration.

Health and Social Data

The Secretary of State may, by order, exempt from the subject access
provisions data concerning the physical or mental health of the data
subject, or data held for, or acquired during social work carried out
relation to the data subject.




Judicial appointments and legal professional privilege

Exemptions from subject access provisions will also apply to data held by
Government departments making judicial appointments, and data where there
is a claim to legal professional privilege.

Statistical and research data

This will be exempt from subject access provisions, provided that the
results when made available are not in such a form that they identify the
data subjects.

Data held for domestic purposes

Data held by an individual and concerned only with the management of his
personal, family or household affairs, are exempt from Parts II and III
of the Bill.

The exemption which previously applied to statistics concerned wtih
immigration has been removed. Although this did not contravene the
Council of Europe Convention (as suggested by some commentators) because
it applied to employment protection, it was felt that such an exemption
posed a risk to good race relations.

Part V of the Bill contains general provisions, including a requirement that
the Registrar provide annual reports to Parliament. Additionally, Clause 36
deals with the application of the Bill to Government Departments and police
forces. They will be subject to the same obligations under Parts II and III
of the Bill as a private person, but will not be liable to prosecution. In
some instances, however, it will be possible to take proceedings against
individuals in the breach the Data Protection provisions.

The Secretary of State is empowered to appoint the day on which the registration
process is to begin, and the Bill provides for a further 2 years transitional
period before the Registrar's powers become fully operational.

Labour's Position

The Labour Party are in favour of the Data Protection principles, but are in
favour of a Data Protection Authority as opposed to a Registrar. On the issue
of exemptions from provisions of the Bill, their position has been vague;
Labour's Programme 1982 states:

"There would be some necessary exemptions; for instance, certain information
relating to defence and foreign relations, to criminal investigations, etc.,
would need to be protected".




The Labour Party are also in favour of including all manually held data within
the provisions of the Bill, Mr David Waddington summed up the Government's
objection to this:

"To include manual data would add enormously to the work of the Registrar,
and it is not the use of manual data but the computer's ability to
retrieve, collate and transfer large amounts of data at high speed which
poses the greatest potential threat to personal privacy and which has
generated public concern" (Home Office Press Release, 24th June 1983).

The Labour Manifesto 1983 contained no detail and merely promised some form of
legislation. The Labour Party abstained on 2nd Reading of the original Bill
on 11th April 1983.

Ratification of the Council of Europe Convention

It is proposed that the Convention will be ratified by the UK at the end of
the two year transitional period when all the proposals of the Bill are fully
operational,




Com

immediate introduction of the Bi in which case I should be grateful if you

arrange for its int iction in the name of Lord Elton in the House of Lords

Thursday, 2: e, with publication later that day if possible.

We are not having a Press Conference at the time of publication but there will be
scme press briefing and it be helpful if 25 copies of the Bill addressed
to Lord Elton could be available in the Printed Paper Office at the time of
publication.

I am sending

”
copies of this letter to Willie Rickett (Prime Minister's Office),

Richard Watson (Cabinet Office), David Heyhoe (Lord President's Office),
Murdo Maclean (Chief Whip's Office, Commons), David Beamish (Chief Whip's Office,

Lords) and Brian Shillito.

%

T C MORRIS
Parliamen C
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10 DOWNING STREET

From the Principal Private Secretary 24 February 1983

el 1o

DATA PROTECTION BILL : HONOURS AND APPOINTMENTS

Thank you for your letter of 21 February enclosing

a note about the problems of amending the Data
Protection Bill to exemnt from subject access records
relating to honours and crown appointments. I have
shown this to the Prime Minister, who has noted

that in present circumstances it would be difficult
to move an amendment to the Bill to provide these
exemptions. It would be helpful, however, if you
could keep this possibility under review if develop-
ments during the course of the passage of the Bill
indicate that wider exemptions to subject access

may be acceptable, since the present provisions

will debar us indefinitely from introducing electronic
methods for the access and retrieval of honours and
appointments material in this office, at some cost in
efficiency

I am copying this letter to Richard Hatfield (Cabinet
Office).

\&Vﬂd ﬁaixﬂ&z

ﬁ‘n’l\ B He

A R Rawsthorne Esq.,
Home Office.




PRIME MINISTER c.c. Mr, Catford
Mr. Flesher

DATA PROTECTION BILL: HONOURS AND APPOINTMENTS Yv*1/

Fusk
When you saw my minute of 8 February, you suggested that I should
seek the Home Office's advice about the prospects of getting
an amendment to the Data Protection Bill to exempt Crown appoint-
ments and honours from the requirement to give to individuals

covered by such information access to it.

I have now discussed this with the Home Office, with the help of
Robin Catford and Tim Flesher. The Home Office see difficulties
in amending the Bill to provide exemptions for either honours

or Crown appointments. Their reasons are set out in the attached

note.

I understand the Home Office's difficulties about extending any
further the exemption already given in respect of judicial
appointments. The arguments used by the Lord Chancellor for
exemption of information about judicial appointments apply to
our honours and appointments, but they must also apply to
information held in the personnel divisions of companies and
other bodies up and down the land. Why should we be let off
if they cannot be?

I am afraid that the trouble is the principle that a person can
only be protected in respect of computer information held about

him if he is gi to that information. In my view,
That is a silly principle: why should people be given access

to computer records about themselves but be denied access to
manual records? The effect of it is that records which could
have been stored efficiently using the sort of system we have

put into our Correspondence Section will have to go on being

kept manually, not just in this officé—but in hundreds of

“ -
comparable offices.

It is maddening to think how that will inhibit the use of more
efficient methods of storage and retrieval which computers give -

and hdw much business will be lost to the computer industry as

/ a result.




a result. But I am afraid that this principle is at the heart
of the Council of Europe Convention on Data Protection, and

consequently of the Data Protection Bill.

So we have two options:-

(i) to advise you to press the Home Secretary further

» —— - -
for an exemption for either honours or Crown
————

appointments, or both, despite the difficulties
-

in the Home Office note;

to accept the arguments of the Home Office' about
the difficulty of extending the exemptions in this
way and to deny ourselves the opportunity of
bringing in the sort of system we have introduced
in the Correspondence Section for the indefinite

future.
With great reluctance, I am afraid that my conclusion is that
we do not have a strong enough case to argue for (i) and that
we therefore have to accept option (ii).
Do you agree?

Een

-

23 February 1983




From: THE PRIVATE SECRETARY

HOME OFFICE
QUEEN ANNE'S GATE LONDON SWiH AT

21 February 1983

DATA PROTECTION BILL: HONOURS AND CROWN APPOINTMENTS

I understand that following your letter of 10February
to John Halliday, Ralph Shuffrey and David Chesterton discussed
with you the problems about amending the Data Protection Bill
to exempt from subject access records relating to honours and
crown appointments. I now enclose a note setting out the
difficulties as we see them.

I am afraid you will regard our response as very negative.
But the Home Secretary feels that amendments to the Bill for
this purpose would take us a long way down a very slippery slope.
The exemption for judges took us over the top, but it has so
far proved possible to hold the line there.

I am sending a copy of this letter to Richard Hatfield.

30*«49

/

A\
/Qu,,j

A R RAWSTHORNE

F E R Butler, Esg
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cc Mr. Butler

' Mr. Catford

NOTE FOR THE RECORD

We met Mr. Shuffrey and Mr. Chesterton of the Home Office
today to discuss the Data Protection Bill in relation to our
honours and appointments records. We argued that an exemption
for honours and crown appointments was necessary to preserve
the integrity of the systems of nomination for honours and appoint-
ments. Without an exemption we would be obliged to maintain on
manual records information which could quite easily be computerised.
Mr. Shuffrey and Mr. Chesterton made a number of points and I record

the main ones below:

(a) The range of crown appointments is extremely wide. It
included for example fire inspectors as well as bishops and it
would be difficult to maintain the case for their exemption from

the provisions of the Bill.

(b) The main purpose of the Bill was to enable this country to
ratify the European Convention. Too wide an exemption would make

us out-of-step with European practice.

(c) If there was an exemption for honours and appointments the
questions would arise of how far it should extend; should it extend
for example to records held in the private sector as well as to

Government departments?

(d) The principal problem of presenting the Bill was the extent
to which exemptions were already given for the public sector as
opposed to the private sector. Any further exemptions would

exacerbate the problem.

It was agreed that the Home Office would re-examine the case
for exemptions for honours and/or crown appointments and should
provide a note before amendments had to be tabled for the report

stage of the Bill (3 March) for the Prime Minister's consideration.

Ja-

Tim Flesher

17 February 1983




10 DOWNING STREET

From the Principal Private Secretary 10 February 1983

RESTRICTED

j)zar'i[vVMq

DATA PROTECTION BILL

Tim Flesher wrote to Lesley Pallett on 8 December about
the implications for No 10 of the Data Protection Bill. In
her reply of 17 December she said that it would be difficult
to exempt the kind of material held here from the provisions
of the Bill.

I have now had a chance to discuss this with the Prime
Minister and I fear that I must seek your advice once again.
As you know, the only material currently held on computer at
No 10 is that connected with our correspondence system. This
system holds only such information as the names and addresses
of the Prime Minister's correspondents and microfilmed records
of their letters. We see no difficulty in giving the subjects
of such data access to it, as required by the Bill.

We could not, however, contemplate giving similar access
to the subjects of the records which we hold on honours and
Crown appointments. In these circumstances, unless an
exemption were made for these records in the Bill, we would be
compelled to retain our records on paper files. We are reluctant
to contemplate this; computerisation could improve the
efficiency of our storage and retrieval of these records con-
siderably. It is particularly difficult for our Appointments
Unit, who deal both with judicial appointments and other Crown
appointments, to discern the basis for distinguishing between
the two.

Mrs Thatcher has therefore asked me to seek your advice on
whether it might be possible to amend the Data Protection Bill
to provide an exemption for records of honours and appointments
similar to that provided for judicial appointments in Clause 30
of the Bill. She recognises that amendments for this purpose,
and particularly for recommendations for honours, are likely
to. attract attention and no doubt opposition in some quarters
in Parliament. Nevertheless there is a strong case for the
exemption of recommendations for honours as those on the
Opposition side, who have maintained a system of honours when
they were in Government, must surely concede. The same applies
to Crown appointments to which many of the same considerations
which led the Lord Chancellor to press for an exemption for
judicial appointments are also relevant.




I apologise for raising this matter at this stage: as
you know we did not have the chance of considering it when
the Bill was being drafted.

I should be ready to discuss it with your officials
should you think that desirable in view of the progress of
the Committee Stage of the Bill in the House of Lords.

I am copying this letter to Sir Robert Armstrong.

YoM &ver,

John Halliday Esq.,
Home Office.
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PRIME MINISTER

DATA PROTECTION BILL : HONOURS AND APPOINTMENTS

As you know, the Data Protection Bill is awaiting
Committee Stage in the Lords. Amongst other things, the Bill
provides that an individual shall be entitled to be informed

by a user of data of whether such data includes personal in-

formation about him and to receive a copy of any such in-

formation. There are exemptions in the Bill for:

i) national security
ii) prevention or detection of crime
iii) the apprehension or prosecution of offenders
iv) the assessment or collection of any tax or duty
v) the control of immigration
vi) data on the physical or mental health of the subject
vii) judicial appointments

The Bill has implications for No 10. We already have put

records of correspondence on computer and the Bill will require

—

us to give subjects of such data access to it. Since this will

only mean giving writers of letters access to the records of

——
their own correspondence, it is not likely to create any

problems. What would create difficulties is if honours and

appointments records were put on a similar computer system. This

is a nuisance because I think that there may well be considerable

scope for improving the efficiency of our storage and retrieval

of these records by introducing a computer system.

As regards honours, we could not contemplate allowing
the subject of honours recommendations access to the records
about them: wunless we can preserve the confidentiality of
nominations and cemmggts on the nominations, the honours system

would be destroyed.

The same is true of information provided by third parties

on Crown appointments: for Robin Catford's unit, it is nonsense




that the Bill should contain an exemption for information on

judicial appointments but no exemption for the other Crown

appointments with which they deal.

We have two options:-

i) to seek an exemption from the provisions
of the Date. Protection Bill for honours and
Crown appointments in the same wd§_zzr?he Lord
Chancellor has secured one for judicial appoint-
ments - not easy, especially since an amendment
to the Bill would now be necessary (although
I expect that it should be easier to insert such
amendments in the Lords, who are taking the Bill

first, than in the Commons);

to continue to hold honours and appointments records

on paper files and to abandon any notion of putting
mm————

them on a computer: I see that Sir Robert Armstrong

has said of the &#ffect of the Bill on senior appoint-

ments in the Civil Service "I have taken the view that

we shall simply have to continue to keep the records

manually".
T ————
I recommend option (i), notwithstanding the difficulties:
it would be a great pity to abandon the prospect of a more
efficient system for holding and retrieving our records on

honours and appointments.

I suggest therefore, if you agree, that I write to the
Home Office seeking an exemption in the Bill for honours and
crown appointments records, and propose that an amendment to
the Bill be introduced in the House of Lords for this purpose.

Do you agree ?

V= b
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MR. BUTLER

DATA PROTECTION

I am conscious of having neglected this subject since our
exchanges at the beginning of the year. I think that we ought
to decide now whether we are going to take up the issue of
whether to seek exemption for honours records from the

provisions of the Data Protection Bill. You already know these,

but to recap: under the Bill (Clause 21): "An individual shall

be entitled to be informed by any data user whether the data

held by him includes personal data of which that individual is
the data subject" and '"to be supplied by any data user with a
copy in writing of the information constituting any such personal
data held by him". There are a number of qualifications, but

this is as close to being a right as makes no difference.

We have agreed that such a right for honours would be

unacceptable. We have therefore two options:

(i) to seek an exemption in the Bill for

honours records; or

to retain honours records on naper files
and hope that the principle of data

protection does not extend that far.

I prefer option (i) since we can always fall back on
expediency if that fails. Moreover, an exemption for honours
would I think be relatively easy to incorporate in the Bill.
Clause 30, a copy of which is attached, makes an exemption for
judicial appointments. That.clause could simply be amended, for
example, by the addition of the words at the end: '"and the

granting of honours by the Crown" or something along those lines.
If you agree, the question remains of how to proceed. 1

think we should put the matter to the Prime Minister to obtain

her authority for an approach to the Home Secretary, and I

/ suggest




suggest that such an approach should be at Private Secretary

level in the first instance.

A note canvassing the options for the Prime Minister is
attached. If we are going to move we should do so quickly,
because the Bill is now awaiting its Committee Stage in the

Lords, which would be the most convenient time for an amendment.

I also considered whether we should seek an exemption for
appointments. I believe that there is a strong case for this,
but to some extent the pass has already been sold by Sir Robert
Armstrong's letter of 8 December, copy attached, which abjures
any exemption for Government appointments. It may be that
Mr. Catford would wish to press the case for Church appointments
and on this point he will know far more than I. Prima facie
I cannot see a real distinction between clerical and judicial

appointments justifying different treatment.

I am sending copies of this minute to Robin Catford,
Joan Porter and Daphne Edmunds. Perhaps we could discuss this

urgently in view of the stage at which the Bill is in the Lords.

14

8 February 1983




Data Protection 17

(4) Subject to subsection (5) below, the court by or before  ParrIl
which a person is convicted of an offence under section 5, 10,
12 or 15 above may order any data material appearing to the
court to be connected with the commission of the offence to be
5 forfeited, destroyed or erased.

(5) The court shall not make an order under subsection (4)
above in relation to any material where a person (other than the
offender) claiming to be the owner or otherwise interested in it
applies to be heard by the court unless an opportunity is given

10 to him to show cause why the order should not be made.

20.—(1) Where an offence under this Part of this Act has been Liability of
committed by a body corporate and is proved to have been com- directors etc.
mitted with the consent or connivance of or to be attributable
to any neglect on the part of any director, manager, secretary or

15 similar officer of the body corporate or any person who was pur-
porting to act in any such capacity, he as well as the body cor-
porate shall be guilty of that offence and be liable to be pro-
ceeded against and punished accordingly.

(2) Where the affairs of a body corporate are managed by

20 its members subsection (1) above shall apply in relation to the

acts and defaults of a member in connection with his functions
of management as if he were a director of the body corporate.

ParT 111

RIGHTS OF DATA SUBJECTS

25 21.—(1) Subject to the provisions of this section, an indi- Right of

vidual shall be entitled— access to
personal data.

(@) to be informed by any data user whether the data
held by him includes personal data of which that indi-
vidual is the data subject ; and

30 (b) to be supplied by any data user with a copy in writing
of the information constituting any such personal data
held by him.

(2) A data user shall not be obliged to supply any informa-

tion as aforesaid except in response to a request in writing and

35 on payment of such fee (not exceeding the prescribed maximum)
as he may require.

(3) In the case of a data user having separate entries in the
register in respect of data held for different purposes a separate
request must be made and a separate fee paid under this section

40 in respect of the data to which each entry relates.

5 D




18 Data Protection

ParT 111 (4) A data user shall not be obliged to comply with a request
under this section—

(a) unless he is supplied with such information as he may
reasonably require in order to satisfy himself as to the
identity of the person making the request and to locate
the information which he seeks ; and

(b) if he cannot comply with the request without disclosing
information relating to another individual who can be
identified from that information, unless he is satisfied
that the other individual has consented to the disclosure 10
of the information to the person making the request.

(5) In paragraph (b) of subsection (4) above the reference to
information relating to another individual includes a reference
to information identifying that individual as the source of the
information sought by the request; and that paragraph shall 15
not be construed as excusing a data user from supplying so
much of the information sought by the request as can be
supplied without disclosing the identity of the other individual
concerned, whether by the omission of names or other identify-
ing particulars or otherwise. 20

(6) A data user shall comply with a request under this sec-
tion within twenty-cight days of receiving the request or, if later,
receiving the information referred to in paragraph (a) of sub-
section (4) above and, in a case where it is required, the consent
referred to in paragraph (b) of that subsection.

(7) The information to be supplied pursuant to a request
under this section shall be supplied by reference to the data in
question at the time when the request is received except that it
may take account of any amendment made between that time and
the time when the information is supplied, being an amendment 30
for keeping the data accurate and up to date and made by virtue
of instructions stored for automatic processing before the receipt
of the request.

(8) If a court is satisfied on the application of any person who
has made a request under the foregoing provisions of this section 35
that the data user in question has failed to comply with the
request in contravention of those provisions, the court may
order him to comply with the request; but a court shall not
make an order under this subsection it if considers that it would
in all the circumstances be unreasonable to do so. 40

(9) The Secretary of State may by order provide for enabling
a request under this section to be made on behalf of any indi-
vidual who is incapable by reason of mental disorder of manag-
ing his own affairs.




Data Protection 19

22.— (1) A data subject who suffers damage by reason of the  Part 1l
inaccuracy of personal data held by a data user shall be entitled Compensation

to compensation for that damage from the data user. for
inaccuracy.

(2) In proceedings brought against any person by virtue of this

5 section it shall be a defence to prove that he had taken such

care as in all the circumstances was reasonably required to en-
sure the accuracy of the data at the material time.

(3) For the purposes of this section data are inaccurate if

incorrect or mislecading as to any matter of fact, but data accur-

10 ately recording information received or obtained by the data

user from the data subject or a third party and indicating that

it consists of such information shall not be regarded as inaccurate
because that information was itself incorrect or misleading.

23.—(1) A data subject who suffers damage by reason of— Compensation
for loss or

15 (a) the loss of personal data hed by a data user or of unauthorised
personal data in respect of which services are pro- disclosure.
vided by person carrying on a computer bureau ;

(b) the destruction of any such data without the authority
of the data user or, as the case may be, of the person
carrying on the bureau ; or

(c) subject to subsection (2) below, the disclosure of any
such data without such authority as aforesaid,

shall be entitled to compensation for that damage from the data
user or, as the case may be, the person carrying on the bureau.

25 (2) In the case of a registered data user, subsection (1)(c)
above does not apply to disclosure to any person falling within
a description specified in that behalf in an entry in the register
relating to that data user.

(3) In proceedings brought against any person by virtue of

30 this section it shall be a defence to prove that he had taken

such care as in all the circumstances was reasonably required
to prevent the loss, destruction or disclosure in question.

24.—(1) If a court is satisfied on the application of a data Rectification
subject— and erasure.

35 (a) that he has suffered damage by reason of the inaccuracy
of personal data in circumstances entitling him to com-
pensation under section 22 above ; or

(b) that he has suffered damage by reason of the disclosure
of personal data in circumstances entitling him to com-
pensation under section 23 above and that there is a
substantial risk of further unauthorised disclosure,

D2
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20 Data Protection

the court may order the rectification or erasure of the data and,
in a case within paragraph (@) above, make such further order,
if any, as it thinks just in respect of any other data appearing to
the court to be based on the inaccurate data.

25. The jurisdiction conferred by sections 21 and 24 above
shall be exercisable by the High Court or a county court or, in
Scotland, by the Court of Session or the sheriff.

PaArT IV

EXEMPTIONS

26.—(1) References in any provision of Part II or III of
this Act to personal data do not include references to data which
by virtue of this Part of this Act are exempt from that pro-
vision.

(2) In this Part of this Act *“the subject access provisions ”
means— 15

(a) section 21 above ; and

(b) any provision of Part II of this Act conferring a power
on the Registrar to the extent to which it is exercisable
by reference to the seventh data protection principle.

(3) In this Part of this Act “ the non-disclosure provisions ™ 20
means—

(a) sections 5(2)(d) and 15 above ; and

(b) any provision of Part II of this Act conferring a power
on the Registrar to the extent to which it is exercisable
by reference to any data protection principle inconsis- 25
tent with the disclosure in question.

(4) Except as provided by this Part of this Act the subject
access provisions shall apply notwithstanding any enactment or
rule of law prohibiting or restricting the disclosure, or authoris-
ing the withholding, of information. 30

27.—(1) Personal data held by a government department are
exempt from the provisions of Parts II and III of this Act if a
Minister of the Crown certifies that the exemption is required
for the purpose of safeguarding national security.

(2) Personal data held otherwise than by a government depart- 35
ment are exempt from those provisions if held for the purpose
of safeguarding national security.
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(3) Personal data held otherwise than for the purpose of ParTIV
safeguarding national security are exempt from the non-disclosure
provisions in any case in which the disclosure of the data is for
that purpose.

5 (4) For the purposes of subsections (2) and (3) above a certifi-
cate signed by or on behalf of a Minister of the Crown and
certifying that personal data are or have been held or disclosed
for the purpose of safeguarding national security shall be con-
clusive evidence of that fact.

10 (5 A document purporting to be such a certificate as is
mentioned in this section shall be received in evidence and
deemed to be such a certificate unless the contrary is proved.

28.—(1) Personal data held for any of the following pur- Crime,
poses— !axat_ion and
15 (a) the prevention or detection of crime ; ::errmrtl;%rl?uon
(b) the apprehension or prosecution of offenders ;
(¢) the assessment or collection of any tax or duty ; or
(d) the control of immigration,
are exempt from the subject access provisions in any case in
20 which the application of those provisions to the data would be
likely to prejudice any of the matters mentioned in this sub-
section.

(2) Personal data are exempt from the non-disclosure pro-
visions in any case in which—

25 (@) the disclosure is for any of the purposes mentioned

in subsection (1) above ; and

(b) the application of those provisions in relation to the
disclosure would be likely to prejudice any of the
matters mentioned in that subsection ;

30 and in proceedings against any person for contravening a pro-
vision mentioned in section 26(3)(a) above it shall be a defence
to prove that he had reasonable grounds for believing that
failure to make the disclosure in question would have been likely
to prejudice any of those matters.

35 (3) Personal data are exempt from the provisions mentioned
in subsection (4) below in any case in which the application of
those provisions to the data would be likely to prejudice any of
the matters mentioned in subsection (1) above.

(4) The provisions referred to in subsection (3) above are the
40 provisions of Part II of this Act conferring powers on the
Registrar to the extent to which they are exercisable by reference

to the first data protection principle.
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22 Data Protection

29.—(1) The Secretary of State may by order exempt from
the subject access provisions, or modify those provisions in
relation to, personal data consisting of information as to the
physical or mental health of the data subject.

(2) The Secretary of State may by order exempt from the
subject access provisions, or modify those provisions in relation
to, personal data of such other descriptions as may be specified
in the order, being information—

(a) held by government departments or local authorities or
by voluntary organisations or other bodies designated
by or under the order ; and

(b) appearing to him to be held for, or acquired in the
course of, carrying out social work in relation to the
data subject or other individuals ;

but the Secretary of State shall not under this subsection confer
any exemption or make any modification except so far as he
considers that those provisions (or those provisions without
modification) would be likely to prejudice the carrying out of
that work.

(3) An order under this section may make different provision
in relation to data consisting of information of different descrip-
tions.

30. Personal data held by a government department are
exempt from the subject access provisions if the data consist of
information which has been received from a third party and is 25

held as information relevant to the making of judicial appoint-
ments.

31.—(1) Personal data held by an individual and concerned
only with the management of his personal, family or household
affairs are exempt from the provisions of Parts II and IIT of this 30
Act.

(2) Subject to subsection (3) below—

(a) personal data held by an unincorporated members’ club
and relating only to the members of the club ; and

(b) personal data held only for the purpose of distributing, 35
or recording the distribution of, articles to the data
subjects and consisting only of their names and
addresses,

are exempt from the provisions of Parts II and III of this Act.

(3) Neither paragraph (a) nor paragraph (b) of subsection (2) 40
above applies to personal data relating to any data subject unless
he has been asked whether he objects to the data relating to him
being held as mentioned in that paragraph and has not objected.
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32.—(1) The Secretary of State may by order exempt from  PartIV
the subject access provisions personal data consisting of infor- Other
mation— exemptions,

(a) the disclosure of which is prohibited or restricted by
or under any enactment ; and

(b) which appears to him to be of such a nature that its
confidentiality ought to be preserved or that the pro-
visions prohibiting or restricting its disclosure ought
for any other reason to prevail over the subject access
provisions.

(2) Personal data are exempt from the subject access pro-
visions if the data consist of information in respect of which
a claim to legal professional privilege could be maintained in
legal proceedings.

15 (3) Personal data held only for—
(@) preparing statistics ; or
(b) carrying out research,

are exempt from the subject access provisions unless the result-
ing statistics or the results of the research are made available
20 in a form which identifies the data subjects or any of them.

(4) Personal data are exempt from the non-disclosure pro-
visions in any case in which—

(a) the data subject has requested or consented to the par-
ticular disclosure in question ; or

25 (b) the disclosure is required by or under any enactment
or by the order of a court.

(5) Personal data are exempt from the non-disclosure pro-
visions in any case in which the disclosure is urgently required
for preventing injury or other damage to the health of any person

30 or persons; and in proceedings against any person for contraven-
ing a provision mentioned in section 26(3)(a) above it shall be
a defence to prove that he had reasonable grounds for believing
that the disclosure in question was urgently required for that

purpose.

35 (6) A person need not comply with a notice, request or order
under the subject access provisions if compliance would expose
him to proceedings for any offence other than an offence under
Part 1T of this Act; and information disclosed by any person
in compliance with such a notice, request or order shall not be

40 admissible against him in proceedings for an offence under that
Part.




Home OFricE
QUEEN ANNE'S GATE
LONDON SWIH 9AT

20th December,

DATA PROTECTION BILL

As you know this Bill is to be considered by the Legislation
Committee tomorrow morning, Tuesday, 21st December. We are hopeful
that the Committee will approve the immediate introduction of the
Bill, in which case I should be grateful if you would arrange for
the introduction of the Bill in the name of Lord Elton in the
House of Lords tomorrow afternoon, with publication by 11 a.m on
Wednesday, 22nd December.

We are not having a Press Conference at the time of
publication but there will be some press briefing and it would be
helpful if 80 copies of the Bill addressed to Lord Elton could be
available in the Printed Paper Office at the time of publication.

I am sending copies of this letter to Willie Rickett
(Prime Minister's Office), Leonard Harris (Cabinet Office),
David Heyhoe (Lord President's Cffice), Murdo Maclean (Chief Whip's
Office, Commons), Michael Pownall (Chief Whip's Office, Lords) and
Brian Shillito.

P Do T (‘,«,',/1,-_//’{'1/1; 7

T. C. MORRIS
Parliamentary Clerk

C. H. de Waal Esq., C.B.
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DATA PROTECTION

You may be interested to see the attached correspondence
between myself and the Home Office about the implications for this

office of the Data Protection Bill, I also enclose a copy of

those provisions of the Bill which will bear upon us should our

honours and appointments records be computerised. The correspondence
is self-explanatory and my note of 17 December sets out what I
think are the main considerations. As you will see, Robin Butler

has asked that we should have a word at some stage.

20 December, 1982
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DATA PROTECTION

You asked that we should have a word about the implications
of the Data Protection Bill for this office and I have given Robin

Catford a copy of the relevant correspondence,

You may be interested to see as a preliminary to our discussion
the attached copy of the relevant provisions of the Data Protection
Bill. The reason for the Bill is to enable the United Kingdom to
ratify the Council of Europe Convention on Data Protection which is
thought to be essential to the protection of our data industry. A
particular need is to guard against the possibility of countries
which already have data protection legislation prohibiting the transfer
of personal data to the United Kingdom. In domestic political terms
the Bill is to meet the widespread concern of those particular risks
to privacy from the ability of computers rapidly to process and

retrieve data held in such a way.

The Bill provides that an individual shall be entitled to be
informed by a data user of whether that data includes personal
information about him and to receive a copy of such information. The

exemptions are for:-

national security;

the prevention or detection of crime;

the apprehension or prosecution of offenders;
the assessment or collection of any tax or duty;
the control of immigration;

data on the physical or mental health of the subject;

/(vii)




(vii) data relating to judicial appointments.

Several of these exemptions will be challenged in the
House possibly successfully. There is, moreover, likely to be
an attempt to extend the right of access provisions to paper
files, There is probably a majority in the House in favour of

this kind of legislation and the distinction between data held

on paper files is politically attractive but intellectually

untenable.

20 December, 1982
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(4) Subject to subsection (5) below, the court by or before  ParrIl
which a person is convicted of an offence under section 5, 10,
12 or 15 above may order any data material appearing to the
court to be connected with the commission of the offence to be
5 forfeited, destroyed or erased.

(5) The court shall not make an order under subsection (4)
above in relation to any material where a person (other than the
offender) claiming to be the owner or otherwise interested in it
applies to be heard by the court unless an opportunity is given

10 to him to show cause why the order should not be made.

20.—(1) Where an offence under this Part of this Act has been Liability of
committed by a body corporate and is proved to have been com- directors etc.
mitted with the consent or connivance of or to be attributable
to any neglect on the part of any director, manager, secretary or

15 similar officer of the body corporate or any person who was pur-
porting to act in any such capacity, he as well as the body cor-
porate shall be guilty of that offence and be liable to be pro-
ceeded against and punished accordingly.

(2) Where the affairs of a body corporate are managed by

20 its members subsection (1) above shall apply in relation to the

acts and defaults of a member in connection with his functions
of management as if he were a director of the body corporate.

PArT III

RIGHTS OF DATA SUBJECTS

25 21.—(1) Subject to the provisions of this section, an indi- Right of

vidual shall be entitled— access to
personal data.

(a) to be informed by any data user whether the data
held by him includes personal data of which that indi-
vidual is the data subject ; and

30 (b) to be supplied by any data user with a copy in writing
of the information constituting any such personal data
held by him.

(2) A data user shall not be obliged to supply any informa-

tion as aforesaid except in response to a request in writing and

35 on payment of such fee (not exceeding the prescribed maximum)
as he may require.

(3) In the case of a data user having separate entries in the
register in respect of data held for different purposes a separate
request must be made and a separate fee paid under this section

40 in respect of the data to which each entry relates.

- D
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Part 11T (4) A data user shall not be obliged to comply with a request
under this section—

(@) unless he is supplied with such information as he may
reasonably require in order to satisfy himself as to the
identity of the person making the request and to locate 5§
the information which he seeks ; and

(b) if he cannot comply with the request without disclosing
information relating to another individual who can be
identified from that information, unless he is satisfied
that the other individual has consented to the disclosure 10
of the information to the person making the request.

(5) In paragraph (b) of subsection (4) above the reference to
information relating to another individual includes a reference
to information identifying that individual as the source of the
information sought by the request; and that paragraph shall
not be construed as excusing a data user from supplying so
much of the information sought by the request as can be
supplied without disclosing the identity of the other individual
concerned, whether by the omission of names or other identify-
ing particulars or otherwise. 20

(6) A data user shall comply with a request under this sec-
tion within twenty-cight days of receiving the request or, if later,
receiving the information referred to in paragraph (a) of sub-
section (4) above and, in a case where it is required, the consent
referred to in paragraph () of that subsection.

(7) The information to be supplied pursuant to a request
under this section shall be supplied by reference to the data in
question at the time when the request is received except that it
may take account of any amendment made between that time and
the time when the information is supplied, being an amendment 30
for keeping the data accurate and up to date and made by virtue
of instructions stored for automatic processing before the receipt
of the request.

(8) If a court is satisfied on the application of any person who
has made a request under the foregoing provisions of this section 35
that the data user in question has failed to comply with the
request in contravention of those provisions, the court may
order him to comply with the request; but a court shall not
make an order under this subsection it if considers that it would
in all the circumstances be unreasonable to do so. 40

(9) The Secretary of State may by order provide for enabling
a request under this section to be made on behalf of any indi-
vidual who is incapable by reason of mental disorder of manag-
ing his own affairs.
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22.—(1) A data subject who suffers damage by reason of the  PartIII
inaccuracy of personal data held by a data user shall be entitled Compensation

to compensation for that damage from the data user. for
inaccuracy.

(2) In proceedings brought against any person by virtue of this

5 section it shall be a defence to prove that he had taken such

care as in all the circumstances was reasonably required to en-
sure the accuracy of the data at the material time.

(3) For the purposes of this section data are inaccurate if

incorrect or misleading as to any matter of fact, but data accur-

10 ately recording information received or obtained by the data

user from the data subject or a third party and indicating that

it consists of such information shall not be regarded as inaccurate
because that information was itself incorrect or misleading.

23.—(1) A data subject who suffers damage by reason of— Compensation
for loss or
15 (a) the loss of personal data hed by a data user or of ypauthorised

personal data in respect of which services are pro- disclosure.
vided by person carrying on a computer bureau ;
(b) the destruction of any such data without the authority
of the data user or, as the case may be, of the person
carrying on the bureau; or

(c) subject to subsection (2) below, the disclosure of any
such data without such authority as aforesaid,

shall be entitled to compensation for that damage from the data
user or, as the case may be, the person carrying on the bureau.

25 (2) In the case of a registered data user, subsection (1)(c)
above does not apply to disclosure to any person falling within
a description specified in that behalf in an entry in the register
relating to that data user.

(3) In proceedings brought against any person by virtue of

30 this section it shall be a defence to prove that he had taken

such care as in all the circumstances was reasonably required
to prevent the loss, destruction or disclosure in question.

24.(1) If a court is satisfied on the application of a data Rectification
subject— and erasure.

35 (@) that he has suffered damage by reason of the inaccuracy
of personal data in circumstances entitling him to com-
pensation under section 22 above ; or

(b) that he has suffered damage by reason of the disclosure
of personal data in circumstances entitling him to com-
pensation under section 23 above and that there is a
substantial risk of further unauthorised disclosure,

D2
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the court may order the rectification or erasure of the data and,
in a case within paragraph (@) above, make such further order,
if any, as it thinks just in respect of any other data appearing to
the court to be based on the inaccurate data.

25. The jurisdiction conferred by sections 21 and 24 above
shall be exercisable by the High Court or a county court or, in
Scotland, by the Court of Session or the sheriff.

PART IV

EXEMPTIONS

26.—(1) References in any provision of Part II or III of
this Act to personal data do not include references to data which
by virtue of this Part of this Act are exempt from that pro-
vision.

(2) In this Part of this Act “the subject access provisions ”
means— 15

(a) section 21 above ; and
(b) any provision of Part II of this Act conferring a power

on the Registrar to the extent to which it is exercisable
by reference to the seventh data protection principle.

(3) In this Part of this Act “the non-disclosure provisions ” 20
means—
(@) sections 5(2)(d) and 15 above ; and
(b) any provision of Part II of this Act conferring a power
on the Registrar to the extent to which it is exercisable
by reference to any data protection principle inconsis- 25
tent with the disclosure in question.

(4) Except as provided by this Part of this Act the subject
access provisions shall apply notwithstanding any enactment or
rule of law prohibiting or restricting the disclosure, or authoris-
ing the withholding, of information. 30

27.—(1) Personal data held by a government department are
exempt from the provisions of Parts II and III of this Act if a
Minister of the Crown certifies that the exemption is required
for the purpose of safeguarding national security.

(2) Personal data held otherwise than by a government depart- 35
ment are exempt from those provisions if held for the purpose
of safeguarding national security.
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(3) Personal data held otherwise than for the purpose of ParTIV
safeguarding national security are exempt from the non-disclosure
provisions in any case in which the disclosure of the data is for
that purpose.

5 (4) For the purposes of subsections (2) and (3) above a certifi-
cate signed by or on behalf of a Minister of the Crown and
certifying that personal data are or have been held or disclosed
for the purpose of safeguarding national security shall be con-
clusive evidence of that fact.

10 (5 A document purporting to be such a certificate as is
mentioned in this section shall be received in evidence and
deemed to be such a certificate unless the contrary is proved.

28.—(1) Personal data held for any of the following pur- Crime,
poses— taxation and
15 (a) the prevention or detection of crime ; lcmiﬁrfnon
(b) the apprehension or prosecution of offenders ;
(¢) the assessment or collection of any tax or duty ; or
(d) the control of immigration,

are exempt from the subject access provisions in any case in

20 which the application of those provisions to the data would be
likely to prejudice any of the matters mentioned in this sub-
section.

(2) Personal data are exempt from the non-disclosure pro-
visions in any case in which—

25 (a) the disclosure is for any of the purposes mentioned

in subsection (1) above ; and

(b) the application of those provisions in relation to the
disclosure would be likely to prejudice any of the
matters mentioned in that subsection ;

30 and in proceedings against any person for contravening a pro-
vision mentioned in section 26(3)(a) above it shall be a defence
to prove that he had reasonable grounds for believing that
failure to make the disclosure in question would have been likely
to prejudice any of those matters.

35 (3) Personal data are exempt from the provisions mentioned
in subsection (4) below in any case in which the application of
those provisions to the data would be likely to prejudice any of
the matters mentioned in subsection (1) above.

(4) The provisions referred to in subsection (3) above are the
40 provisions of Part II of this Act conferring powers on the
Registrar to the extent to which they are exercisable by reference

to the first data protection principle.
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29.—(1) The Secretary of State may by order exempt from
the subject access provisions, or modify those provisions in
relation to, personal data consisting of information as to the
physical or mental health of the data subject.

(2) The Secretary of State may by order exempt from the
subject access provisions, or modify those provisions in relation
to, personal data of such other descriptions as may be specified
in the order, being information—

(a) held by government departments or local authorities or
by voluntary organisations or other bodies designated
by or under the order ; and

(b) appearing to him to be held for, or acquired in the
course of, carrying out social work in relation to the
data subject or other individuals ;

but the Secretary of State shall not under this subsection confer
any exemption or make any modification except so far as he
considers that those provisions (or those provisions without
modification) would be likely to prejudice the carrying out of
that work.

(3) An order under this section may make differCnt provision
in relation to data consisting of information of different descrip-
tions.

30. Personal data held by a government department are
exempt from the subject access provisions if the data consist of
information which has been received from a third party and is 25
held as information relevant to the making of judicial appoint-
ments.

31.—(1) Personal data held by an individual and concerned
only with the management of his personal, family or household
affairs are exempt from the provisions of Parts II and III of this 30
Act.

(2) Subject to subsection (3) below—
(a) personal data held by an unincorporated members’ club
and relating only to the members of the club ; and
(b) personal data held only for the purpose of distributing, 35
or recording the distribution of, articles to the data
subjects and consisting only of their names and
addresses,

are exempt from the provisions of Parts IT and III of this Act.

(3) Neither paragraph (a) nor paragraph (b) of subsection (2) 40
above applies to personal data relating to any data subject unless
he has been asked whether he objects to the data relating to him
being held as mentioned in that paragraph and has not objected.
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32.—(1) The Secretary of State may by order exempt from  ParTIV
the subject access provisions personal data consisting of infor- Other
mation— exemptions.

(a) the disclosure of which is prohibited or restricted by
or under any enactment ; and

(b) which appears to him to be of such a nature that its
confidentiality ought to be preserved or that the pro-
visions prohibiting or restricting its disclosure ought
for any other reason to prevail over the subject access
provisions.

(2) Personal data are exempt from the subject access pro-
visions if the data consist of information in respect of which
a claim to legal professional privilege could be maintained in
legal proceedings.

15 (3) Personal data held only for—
(a) preparing statistics ; or
(b) carrying out research,

are exempt from the subject access provisions unless the result-
ing statistics or the results of the research are made available
20 in a form which identifies the data subjects or any of them.

(4) Personal data are exempt from the non-disclosure pro-
visions in any case in which—

(a) the data subject has requested or consented to the par-
ticular disclosure in question ; or

25 (b) the disclosure is required by or under any enactment
or by the order of a court.

(5) Personal data are exempt from the non-disclosure pro-
visions in any case in which the disclosure is urgently required
for preventing injury or other damage to the health of any person

30 or persons; and in proceedings against any person for contraven-
ing a provision mentioned in section 26(3)(a) above it shall be
a defence to prove that he had reasonable grounds for believing
that the disclosure in question was urgently required for that

purpose.

35 (6) A person need not comply with a notice, request or order
under the subject access provisions if compliance would expose
him to proceedings for any offence other than an offence under
Part II of this Act; and information disclosed by any person
in compliance with such a notice, request or order shall not be

40 admissible against him in proceedings for an offence under that
Part.




From: THE PRIVATE SECRETARY

Home OFFicE
QUEEN ANNE'S GATE
LONDON SWIH 9AT

17 December 1982

DATA PROTECTION BILL

Thank you for your letter of 8 December.

I fear that I must confirm your view that it would be
extremely difficult to make special provision in the Bill
to exempt the kind of data that you hold at No.10. This
means either that the particularly sensitive data are not
put onto a computer (much of your material is, of course,
straightforward factual information which presumably poses
no problems) or that the computerised records comply with
the provisions of the Bill, including the requirement to
give subject access.

You may be aware that Sir Robert Armstrong has written
to Sir Brian Cubbon making clear his view that special
exemptions cannot be given in the Bill to data concerning
senior appointments in the Civil Service. If necessary,
certain data will have to continue to be held manually.
However, the Lord Chancellor (as the attached copies of
recent correspondence show) does hold to the view that
Judicial appointments can be distinguished from other senior
appointments and that exemption is essential. On that basis
the Home Secretary has accepted that an exemption limited to
Jjudicial appointments should be included in the Bill. That
in itself will be difficult enough to defend. To take the
exemption any wider would greatly multiply the difficulties.

I am copying this letter to Richard Hatfield.

Yovrs ‘“Mlﬂ

MRS L PALLETT

T. J. Flesher, Esq.
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(4) Subject to subsection (5) below, the court by or before  ParrII
which a person is convicted of an offence under section 5, 10,
12 or 15 above may order any data material appearing to the
court to be connected with the commission of the offence to be
5 forfeited, destroyed or erased.

(5) The court shall not make an order under subsection (4)
above in relation to any material where a person (other than the
offender) claiming to be the owner or otherwise interested in it
applies to be heard by the court unless an opportunity is given

10 to him to show cause why the order should not be made.

20.—(1) Where an offence under this Part of this Act has been Liability of
committed by a body corporate and is proved to have been com- directors etc.
mitted with the consent or connivance of or to be attributable
to any neglect on the part of any director, manager, secretary or

15 similar officer of the body corporate or any person who was pur-
porting to act in any such capacity, he as well as the body cor-
porate shall be guilty of that offence and be liable to be pro-
ceeded against and punished accordingly.

(2) Where the affairs of a boGy corporate are managed by

20 its members subsection (1) above shall apply in relation to the

acts and defaults of a member in connection with his functions
of management as if he were a director of the body corporate.

PArT II1

RI1GHTS OF DATA SUBJECTS

25 21.—(1) Subject to the provisions of this section, an indi- Right of
vidual shall be entitled— access to

;. personal data.
(@) to be informed by any data user whether the data

held by him includes personal data of which that indi-
vidual is the data subject ; and

30 (b) to be supplied by any data user with a copy in writing
of the information constituting any such personal data
held by him.

(2) A data user shall not be obliged to supply any informa-

tion as aforesaid except in response to a request in writing and

35 on payment of such fee (not exceeding the prescribed maximum)
as he may require.

(3) In the case of a data user having separate entries in the
register in respect of data held for different purposes a separate
request must be made and a separate fee paid under this section

40 in respect of the data to which each entry relates.

5 D
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(4) A data user shall not be obliged to comply with a request
under this section—

(a) unless he is supplied with such information as he may
reasonably require in order to satisfy himself as to the
identity of the person making the request and to locate §
the information which he seeks ; and

(b) if he cannot comply with the request without disclosing
information relating to another individual who can be
identified from that information, unless he is satisfied
that the other individual has consented to the disclosure 10
of the information to the person making the request.

(5) In paragraph (b) of subsection (4) above the reference to
information relating to another individual includes a reference
to information identifying that individual as the source of the
information sought by the request; and that paragraph shall
not be construed as excusing a data user from supplying so
much of the information sought by the request as can be
supplied without disclosing the identity of the other individual
concerned, whether by the omission of names or other identify-
ing particulars or otherwise. 20

(6) A data user shall comply with a request under this sec-
tion within twenty-eight days of receiving the request or, if later,
receiving the information referred to in paragraph (a) of sub-
section (4) above and, in a case where it is required, the consent
referred to in paragraph (b) of that subsection.

(7) The information to be supplied pursuant to a request
under this section shall be supplied by reference to the data in
question at the time when the request is received except that it
may take account of any amendment made between that time and
the time when the information is supplied, being an amendment 30
for keeping the data accurate and up to date and made by virtue
of instructions stored for automatic processing before the receipt
of the request.

(8) If a court is satisfied on the application of any person who
has made a request under the foregoing provisions of this section 35
that the data user in question has failed to comply with the
request in contravention of those provisions, the court may
order him to comply with the request; but a court shall not
make an order under this subsection it if considers that it would
in all the circumstances be unreasonable to do so. 40

(9) The Secretary of State may by order provide for enabling
a request under this section to be made on behalf of any indi-
vidual who is incapable by reason of mental disorder of manag-
ing his own affairs.
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22.—(1) A data subject who suffers damage by reason of the  Part Il
inaccuracy of personal data held by a data user shall be entitled Compensation
to compensation for that damage from the data user. for

inaccuracy.

(2) In proceedings brought against any person by virtue of this
section it shall be a defence to prove that he had taken such
care as in all the circumstances was reasonably required to en-
sure the accuracy of the data at the material time.

(3) For the purposes of this section data are inaccurate if
incorrect or misleading as to any matter of fact, but data accur-
ately recording information received or obtained by the data
user from the data subject or a third party and indicating that
it consists of such information shall not be regarded as inaccurate
because that information was itself incorrect or misleading.

23.—(1) A data subject who suffers damage by reason of— ‘@on;pcnsation
T
15 (a) the loss of personal data hed by a data user or of u‘;au‘:;so‘r’iged

personal data in respect of which services are pro- disclosure.
vided by person carrying on a computer bureau ;

(b) the destruction of any such data without {ae authority
of the data user or, as the case may be, of the person
carrying on the bureau ; or

(c) subject to subsection (2) below, the disclosure of any
such data without such authority as aforesaid,

shall be entitled to compensation for that damage from the data
user or, as the case may be, the person carrying on the bureau.

25 (2) In the case of a registered data user, subsection (1)(c)
above does not apply to disclosure to any person falling within
a description specified in that behalf in an entry in the register
relating to that data user.

(3) In proceedings brought against any person by virtue of

30 this section it shall be a defence to prove that he had taken

such care as in all the circumstances was reasonably required
to prevent the loss, destruction or disclosure in question.

24.(1) If a court is satisfied on the application of a data Rectification
subject— and erasure.

35 (a) that he has suffered damage by reason of the inaccuracy
of personal data in circumstances entitling him to com-
pensation under section 22 above ; or

(b) that he has suffered damage by reason of the disclosure
of personal data in circumstances entitling him to com-
pensation under section 23 above and that there is a
substantial risk of further unauthorised disclosure,
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the court may order the rectification or erasure of the data and,
in a case within paragraph (a) above, make such further order,
if any, as it thinks just in respect of any other data appearing to
the court to be based on the inaccurate data.

25. The jurisdiction conferred by sections 21 and 24 above
shall be exercisable by the High Court or a county court or, in
Scotland, by the Court of Session or the sheriff.

PARrT 1V

EXEMPTIONS

26.—(1) References in any provision of Part II or III of
this Act to personal data do not include references to data which
by virtue of this Part of this Act are exempt from that pro-
vision.

(2) In this Part of this Act “the subject access provisions ”
means— 15
(a) section 21 above ; and
(b) any provision of Part II of this Act conferring a power
on the Registrar to the extent to which it is exercisable
by reference to the seventh data protection principle.

(3) In this Part of this Act “ the non-disclosure provisions ” 20
means—
(a) sections 5(2)(d) and 15 above ; and
(b) any provision of Part II of this Act conferring a power
on the Registrar to the extent to which it is exercisable
by reference to any data protection principle inconsis- 25
tent with the disclosure in question.

(4) Except as provided by this Part of this Act the subject
access provisions shall apply notwithstanding any enactment or
rule of law prohibiting or restricting the disclosure, or authoris-
ing the withholding, of information. 30

27.—(1) Personal data held by a government department are
exempt from the provisions of Parts II and III of this Act if a
Minister of the Crown certifies that the exemption is required
for the purpose of safeguarding national security.

(2) Personal data held otherwise than by a government depart- 35
ment are exempt from those provisions if held for the purpose
of safeguarding national security.
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(3) Personal data held otherwise than for the purpose of
safeguarding national security are exempt from the non-disclosure
provisions in any case in which the disclosure of the data is for
that purpose.

5 (4) For the purposes of subsections (2) and (3) above a certifi-
cate signed by or on behalf of a Minister of the Crown and
certifying that personal data are or have been held or disclosed
for the purpose of safeguarding national security shall be con-
clusive evidence of that fact.

10 (5 A document purporting to be such a certificate as is
mentioned in this section shall be received in evidence and
deemed to be such a certificate unless the contrary is proved.

28.—(1) Personal data held for any of the following pur- Crime,
poses— taxation and

. ' 4 immigration
15 (a) the prevention or detection of crime ; control.

(b) the apprehension or prosecution of offenders ;
(¢) the assessment or collection of any tax or duty ; or
(d) the control of immigration,

are exempt from the subject access provisions in any case in

20 which the application of those provisions to the data would be
likely to prejudice any of the matters mentioned in this sub-
section.

(2) Personal data are exempt from the non-disclosure pro-
visions in any case in which—

25 (@) the disclosure is for any of the purposes mentioned
in subsection (1) above ; and
(b) the application of those provisions in relation to the
disclosure would be likely to prejudice any of the
matters mentioned in that subsection ;

30 and in proceedings against any person for contravening a pro-
vision mentioned in section 26(3)(a) above it shall be a defence
to prove that he had reasonable grounds for believing that
failure to make the disclosure in question would have been likely
to prejudice any of those matters.

35 (3) Personal data are exempt from the provisions mentioned
in subsection (4) below in any case in which the application of
those provisions to the data would be likely to prejudice any of
the matters mentioned in subsection (1) above.

(4) The provisions referred to in subsection (3) above are the
40 provisions of Part II of this Act conferring powers on the
Registrar to the extent to which they are exercisable by reference

to the first data protection principle.




ParT IV
Health and
social work.

Judicial
appointments.

Domestic
or other
limited
purposes.

22 Data Protection

29.—(1) The Secretary of State may by order exempt from
the subject access provisions, or modify those provisions in
relation to, personal data consisting of information as to the
physical or mental health of the data subject.

(2) The Secretary of State may by order exempt from the
subject access provisions, or modify those provisions in relation
to, personal data of such other descriptions as may be specified
in the order, being information—

(a) held by government departments or local authorities or
by voluntary organisations or other bodies designated
by or under the order ; and

(b) appearing to him to be held for, or acquired in the
course of, carrying out social work in relation to the
data subject or other individuals ;

but the Secretary of State shall not under this subsection confer
any exemption or make any modification except so far as he
considers that those provisions (or those provisions without
modification) would be likely to prejudice the carrying out of
that work.

(3) An order under this section “nay make different provision
in relation to data consisting of information of different descrip-
tions.

30. Personal data held by a government department are
exempt from the subject access provisions if the data consist of
information which has been received from a third party and is 25
held as information relevant to the making of judicial appoint-
ments.

31.—(1) Personal data held by an individual and concerned
only with the management of his personal, family or household
affairs are exempt from the provisions of Parts II and III of this 30
Act.

(2) Subject to subsection (3) below—
(@) personal data held by an unincorporated members’ club
and relating only to the members of the club ; and
(b) personal data held only for the purpose of distributing, 35
or recording the distribution of, articles to the data
subjects and consisting only of their names and
addresses,

are exempt from the provisions of Parts II and III of this Act.

(3) Neither paragraph (a) nor paragraph (b) of subsection (2) 40
above applies to personal data relating to any data subject unless
he has been asked whether he objects to the data relating to him
being held as mentioned in that paragraph and has not objected.
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32.—(1) The Secretary of State may by order exempt from  ParTIV
the subject access provisions personal data consisting of infor- Other
mation— exemptions.

(a) the disclosure of which is prohibited or restricted by
or under any enactment ; and

(b) which appears to him to be of such a nature that its
confidentiality ought to be preserved or that the pro-
visions prohibiting or restricting its disclosure ought
for any other reason to prevail over the subject access
provisions.

(2) Personal data are exempt from the subject access pro-
visions if the data consist of information in respect of which
a claim to legal professional privilege could be maintained in
legal proceedings.

15 (3) Personal data held only for—
(a) preparing statistics ; or
(b) carrying out research,

are exempt from the subject access provisions unless the result-
ing statistics or the results of the research are made available
20 in a form which identifies the data subjects or any of them.

(4) Personal data are exempt from the non-disclosure pro-
visions in any case in which—

(a) the data subject has requested or consented to the par-
ticular disclosure in question ; or

25 (b) the disclosure is required by or under any enactment
or by the order of a court.

(5) Personal data are exempt from the non-disclosure pro-
visions in any case in which the disclosure is urgently required
for preventing injury or other damage to the health of any person

30 or persons; and in proceedings against any person for contraven-
ing a provision mentioned in section 26(3)(a) above it shall be
a defence to prove that he had reasonable grounds for believing
that the disclosure in question was urgently required for that

purpose.

35 (6) A person need not comply with a notice, request or order
under the subject access provisions if compliance would expose
him to proceedings for any offence other than an offence under
Part II of this Act; and information disclosed by any person
in compliance with such a notice, request or order shall not be

40 admissible against him in proceedings for an offence under that
Part.
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You may be interested to see the attached letter from
the Home Office which follows my inquiry about the status of our
honours and appointments records in relation to the Data Protection
Bill. As you will see, the Home Secretary has agreed reluctantly to
the Lord Chancellor's request that there should be an exemption in
the Bill for judicial appointments; Sir Robert Armstrong has, however,
indicated his view that Civil Service appointments cannot be exempted.
On appointments I think that the Lord Chancellor's justification for
distinctions between judicial and other Crown appointments is rather
tenuous. I do not see, for example, that the processes involved in
the appointment of a judge are in any real sense different from or
more confidential than those involved in say the appointment of a

chairman of a Royal Commission,

I think this applies to an even greater extent to honours.
Although I do not have a detailed knowledge of the way in which the
system of recommendations for honours are processed I cannot believe
that it would not be widely accepted that these should be exempt from
access by their subjects. Indeed, there would be little point in

a system of honours with such access.

If you agree with the foregoing we have two choices. First,
we could return to the charge and press the Home Secretary to accept
a formal exemption in the Bill for honours records and possibly
appointments, (although I am Léagj.%oncerned about the latter). Such
a course would be politically difficult but would at least have the
advantage of establishing the principle that honours are different
from other kinds of record. Second, we could simply accept that for
the foreseeable future we could not computerise honours and appointments

records, This is, of course, the line of least resistance but would

effectively prevent us from thoroughly modernising our office practices.

It is moreover entirely possible that we should have to fight the
confidentiality battle at a later stage if there is ever an attempt to

extend the data protection principle to manual records.




My preference is for the first course, if only to place

our position on record. Can we discuss possibly with a view to

consulting the Prime Minister?

17 December, 1982
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Tie RT. HoN. LorD HAILSHAM OF ST. MARYLEBONE, C.H., F.R.S., D.C.L.
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8th December, 1982

The Right Ilonourable

William Whitelaw, CHMC MP

Secretary of State f the Home Dept.,
Home Office,

Queen Anne's Gate,

Loncdon, SW1,.
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_j Data Protection Bill

Thank you for your letter of 7th December. I am grateful
for the consideration that you and your officials have given to
this, and glad that you accept that a suitable provision to mecet
my needs should be inserted in the Bill. Letl us proceed as you
propose.

Without going back over the arguments, I had better make it
clear for the record (in view of what you say in your letter)
that although I have not myself sought to make any distinction
principle between the records for whith 1 am responsible relatii
to judicial appointments and others relating to other Crown
appointments I would find it possible to argue that in one sei
they were dilferent in that judicial officers constitute a separat
branch of Government in accordance with the doctrine of the
separation of powers, and that at all costs judicial appeintments
must be seen in an unique light. To this I add, and quite
independently, that the records for which I am responsible cannot
in any circumstances be shown to the subjects concerned, and that
it would be extremely improvident to prevent ourselves forever
putting it onto any kind of computer.

nse

For these reasons, I am afraid I cannot agree to your
suggestion that, if the provision upon which we have agreed were
challenged or used as an argument for other proposed exemptions,
it should be dropped.

I am copying this to members of I Commitiee and to Sir

Robert Armstrong.
oAl
s,




MANAGEMENT AND PERSONNEL OFFICE

~.79 Whitehall, London swia 2as  Telephone o1-233 8319
Permanent Secretary: Sir Robert Armstrong KCB cvO

8 December 1982

FILE No.

Data Protection Bill

I have seen a copy of the Home Secretary's letter of
7 December about the possibility of 1nc]ud1ng in the Data
Protection Bill a provision exempting from subject access data
relating to judicial appointments.

We have very similar problems and concerns in reldtion to
senior appointments in the Civil Service. Material is held in my
office and in the Management and Personnel Office which it could
well be convenient at some time to put on to a computer. Many of
the arguments for exempting judicial appointments would apply also
to the appointments with which I am concerned. 1 have, however,
taken the view that, if there is no comparable exemption for
senior appointments in other walks of life, it would be very
difficult to justify an exemption in respect of senior civil
servants. 1 must say that I share the Home Secretary's view that
it would be difficult to draw any valid distinction for this
purpose between judicial appointments and other senior appoint-
ments in the public and private sectors. In respect of senior
appointments in the Civil Service, 1 have taken the view that we
shall simply have to continue to keep the records manually. 1 do
not have much enthusiasm for the idea of making special provision
for judicial appointments only, particularly if the Government
would in practice be ready to drop the provision if it came under
sustained challenge or query.

I am sending a copy of this letter to Derek Oulton.

ROLERT ARMSTRAONG

Sir Brian Cubbon KCB







CONFIDENTIAL

10 DOWNING STREET

From the Private Secretary 8 December, 1982
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I mentioned to you recently the position of No. 10
in relation to the Data Protection Bill. As you know, we have
already installed a micro-computer system for records of
the Prime Minister's correspondence which will hold approximately
150,000 names and addresses. For the future, we have been
considering whether we might extend such a system to hold
our honours and appointments records. At present these records
are, of course, held on paper files. Clearly, these records
are subject to the same considerations as judicial appointments,
to which the Lord Chancellor drew attention at the meeting of
H Committee on Monday, 29 November. Such is the need for
confidentiality of these records that unless they could be
exempt from the provisions of the Data Protection Bill on subject
access, we should have to retain them in manual form.

I should be grateful if you could arrange to look into
the position of our records, including those of correspondence,
honours and appointments, in relation to the Bill and let me
know whether, as I suspect, exemption would be as difficult
for our records as H Committee decided it was for those of
judicial appointments.

I am copying this to Richard Hatfield (Cabinet Office).

\

~A
AR RUSRA
/

m———=

e,
TIMOTHY FLESHER

Mrs. Lesley Pallett,
Home Office

CONFIDENTIAL
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PRIME MINISTER

DATA PROTECTION: H COMMITTEE DISCUSSION

Attached are the minutes of H Committee which discussed

the Data Protection Bill. The Committee reluctantly agreed that

police and tax records should be brought within the scope of the

——

registration system proposed in the Bill subject only to

restrictions on access by the subject and on disclosure. They did

not agree that judicial appointments should be exempted from the

provisions of the Bill and it was noted that material on a number

of senggtlve appointments and ho?igfs would have to be kept on

paper f{;es. This has, of course, implications for No.10. Although
— s

we have no proposals at present to put our honours and appointments

records on computer we hope that this might be possible at some stage
in the not too distant future. We could not, therefore, fall in with

the requirement of the Bill on disclosure and access by subjects.

I am exploring the position with the Home Office.

a—

e

S

3 December, 1982




PRIME MINISTER

H Committee: Data Protection Bill

Attached are two papers which are being taken at H

next week on the Data Protection Bill. The first, by the

Home Secretary, proposes that data used for the prevention
—

or detection of crime or the assessment and collection of

tax should be subject to the same process of registration

%S other data instead of being exempt by Ministerial

ST .
certificate in the same way as security information. Such

Information would continue to be exempt from the requirement
to give subjects access to their data. This will not be
popular with the police but the Home Secretary considers that
the safeguards for them are adequate and that in any event

without the change the Bill would be in Parliamentary danger.

The second paper, by the Lord Chancellor, asks for
two more exemptions from the "Right to Know'" provisions in

the Bill. The first is information given to a leﬁal adviser;

the second is information on judicial appointments.

T

Tim Flesher

26 November 1982
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Ref. A082/0094

/
MR BYTKER

An article in The Times of 8 November by
___its Science Editor (copy attached) claimed that
a review of security methods used for computer-
stored data banks had been ordered by '"the

Cabinet joint committee on intelligence'.

2. The JIC has not ordered any such review.

This appears to be a garbled account of the

decision, taken on the recommendation of the
Security Commission, to set up a senior
security committee on electronic information

processing.

ROBERT ARMSTRONG

12 November 1982
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10 DOWNING STREET

From the Principal Private Secretary

SIR ROBERT ARMSTRONG

SECURITY COMMITTEE ON
ELECTRONIC INFORMATION PROCESSING

The Prime Minister has seen your
minute of 11 October (A09692) about the
membership of this committee. She is
now content that the committee should
proceed, with the support outlined in
your minute,

FeR.

12 October 1982
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Ref: A09692

Security Committee on Electronic Information Processing

Mr. Whitmore's minute of 28t July recorded the Prime Minister's
concern about the lack of technical expertise available to this Committee.
2, The new Committee, like its predecessor, is being supported by a

number of technical sub-groups whose members have been selected for their

knowledge and practical experience in computing and communication security.
Many have graduate or post-graduate degrees in Computer Science, Mathematics
and Physics. Between them, the members have extensive knowledge and
experience in protective and "offensive'' security, including such subjects as
Cryptography, Electr onic Counter-measures and Radio Warfare,

e This fund of qualifications and experience will be available to the main
Committee., In order that the main Committee's resident expertise should be
strengthened we have added to it Mr. Adrian Norman, a computer consultant

R )
working at present with the Information Technology Unit in the Cabinet Office.

| —

Mr. Norman has extensive practical experience of computers, having previously
T T ——

been a systems engineer with IBM and a programme/systems manager for a firm
*

of stockbrokers before becoming a consultant with Interbank Research
Organisation and, latterly, a senior management consultant with Arthur D, Little
from whom he was seconded to the CPRS in 1980, He is an acknowledged expert

= . et neete ]
on computer frauds, he has published many articles and two books on computer

security, and gave evidence to both the Data Protection Committee and the

National Committee on Computer Networks,

R’EAV

Robert Armstrong

11th October 1982

CONFIDENTIAL







10 DOWNING STREET

From the Principal Private Secretary

SIR ROBERT. ARMSTRONG

SECURITY COMMITTEE ON
ELECTRONIC INFORMATION PROCESSING

I have shown the Prime Minister your minutes
A09111 and A09114 of 26 July 1982 about the composition
of the Security Committee on Electronic Information
Processing.

She has read these papers carefully, including
the annex to your minute A09114. Nonetheless, she
has minuted as follows:-

"With all due respect, my doubts remain.
Unless membership of the British Computer
Society requires a high computer qualifi-
cation, the Committee itself is short on
expertise'.

Is there any more you can tell the Prime Minister
about the qualifications and experience of the members
of the Committee which might convince her that the
Committee is well equipped to undertake the tasks set
in its terms of reference ?

JM

28 July 1982

CONFIDENTIAL
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Ref: A09114

MR, WHITMORE

Security Committee on Electronic Information Processing

In the course of preparing herself for supplementaries following the
statement on the Prime case, the Prime Minister asked about arrangements
for implementing the Security Commission's recommendations for improving
the arrangements at official level for dealing with the security risks involved
in electronic information processing.

Lo A sub-committee of the Official Committee on Security on Electronic
Information Processing has been set up under the chairmanship of Mr Colin
Peterson, the Under Secretary in the MPO within whose responsibilities security
comes, Mr Peterson also chairs the other two sub-committees on security,
ie the Personnel Security Committee and the Security Policy and Methods
Committee, A list of the departmental representatives nominated by Permanent
Secretaries for SCEIP is attached, They are all at about Assistant Secretary
level, and have a wide range of background experience covering both physical and
communications security and the technological aspects of computing,

3, Other Departments and experts will be invited to attend meetings of the
Committee as necessary,

4, The terms of reference of the Committee are as follows:

) To keep under review policy and practice for the protection
of classified information processed by Automatic Data
Processing systems, including office electronic equipment,

As a secondary concern, to consider the protection of
unclassified information similarly processed.

To maintain close liaison with experts who have a corresponding
responsibility for security of electronic information
processing in the United States of America,

To report to the Official Committee on Security any changes
required in existing policy, practice and guidance for
Departments,

To submit a report annually to the Official Committee on

Security,

Robert Armstrong

26th July 1982

CONFIDENTIAL
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PERSONAL AND CONFIDENTIAL
STAFF IN CONFIBENCE

Ref, A09111

A
MR WHITMORE M &-;{
N oy

I attach a note about the cornp051t1on of the new Secur1ty Committee on

Electronic Information Processing.

2, When we were discussing the Prime Minister's statement last week, she
expressed doubt - if that is not too mild a word - whether Mr Peterson was
suitably qualified to be the Chairman of this Committee,

3. Of course he is new to security matters, as to other things in the MPO for
which he now has some responsibility, But he is intelligent, conscientious and
well-supported, and he is as capable as any one of making himself the master of
the subject in general,

4, A committee on computer security will require, in addition to expertise
on security, expertise on computers, That is well catered for in the list of
members of the new Committee, attached to my minute, With respect, I do not
think that it is necessary for the Chairman to be an expert in computers. Indeed
the Security Commission said that one of the difficulties was that the existing
instructions on computer security were so technical that they might not be readily
understood by security officers in Departments who would be called upon to apply
them. There will be much to be said for having a Chairman who will have
available to him the advice which will enable him to ensure that the instructions
are technically correct and will also have the skill to ensure that they are clear

and comprehensible to those whose technical knowledge may be limited.

ROBERT ARMSTRONG

26 July 1982

PERSONAL AND CONFIDENTIAL
STAFF IN CONFIDENCE
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PRIME MINISTER

H Committee Minutes

You will already have seen the Home Secretary's paper on

data protection which was discussed by the H Committee meeting
——

on 7 July. As you will see, subject to a number of relatively

minor points together with the major fear that the right of

h -
access to data would impose manpower burdens on some departments,

the Home Secretary's proposals were agreed. The Committee

however were in no doubts that legislation would be contentious

-
and proposed therefore that the Data Protection Bill should,

subject to discussion in Legislation Committee, be ready as

early as possible in the 1982/3 Session and should be introduced

in the House of Lords.

—

1

8 July 1982




PRIME MINISTER

DATA PROTECTION

You may be interested to see the attached note of a consideration

by H Committee on the bill embodying the Government's proposals

on data protection. The main points are:-

(1) the establishment of a data protection registrar, independent
P —————
of government;

(2) the requirement that all users of automatically processed
T
personal data should register;

S ——————————

(3) that the only exemptions should be for small-scale or

domestic use or for sensitive, or law enforcement use.

Exemptions are to be ratified by ministerial certificate;

(4) the absence of any general legal requirements in data

users; the sanction for inappropriate use will be the registrar's
Y

power to refuse registration;
e e

(5) provision for access by subjects to data held on them
(other than in exempt cases) on payment of a fee;

e S e i)

(6) funding of the registrar to be by grant and aid, recoverable

through fees charged to users.

30 June 1982
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principles form a starting point for enforceable rules of law applying to

—

both the private and the public sectors.

4. In 1975 the Government of the day announced in 2 White Paper ("Computers
and Privacy", Cmnd 6353 and its supplement, "Compuiers: Safeguards for
Privacy", Cmnd 6354) its decision to prepare legislation settinrg out the
standards governing the use of computers process personzl information
g a statutory data protection authority to oversee the use

of computers with regard to privacy. A Data Protection Committee under the

chairmanship Marman Lindop was appointed to advise on the legislation.
The Lindop Committee reported in 1978 (Cmnd 7341). ‘The report contains
helpful background information and a valuable analysis of ways of overcom

the problems involved.

Se In the meantime the Council of Europe has prepared a Convention on De

-

Protection* which was opened for signature in January 1981 and was sizned
by the United Kingdom in May of that year. In addition the Orgenisation fo
Economic Co—uperation and Development has prepared guidelines on privacy

protection and transborder data flows which the United Xingdom endorsed in

September 1981. The Convention and the Cuidelines are reproduced as

Armexes A an to this Vhite Paper. Eight European
3

France, De celand, Luxembourg, Norway, Sweden
of Gcrmaty) now have data protection legislation

inland, the Netherlands and Switzerlanc » abeut to
1cgislative proposzis. Eleven States (Austria r.mark, France, Luxembourg,
Yorway, Sweden, Turkey, the Federal Republic of Germanj Portugal, the United
Kingdom and Spain) have signed the Council of Europe Convention, but none
yet ratified it, and the Convention has not yei entered into force. I{ will

do so whnen five States have ratified it.

The gene rzl princiv

6. The general inci : t out in the Younger Report (see pzra
were broadly endorsed indop Committee and have been embodied
Data Protection Convention. Tre principles (following Articles 5,

of the Convention) are as follo:

*re Converntion for the Protection or Tndividuzl




The informzatio

fairly and lawfully;

It shall be held for

Urpose or purposes;

adequate, relevant,

to the specified

accurate and, where ne

shall be kept in name linked form for mo longer

~+ for the specified purposes;

sh2ll have access to information held

about him and be entitled to its correction or erasure

where the legal provisions safeguarding personal data

have not been complied with.

tppropriate security measures must be
unavthorised access, alteration or dissemina
accidentzl loss and accident

destruciion of cdata.

7. The Government proposes that these principles should be embodied in the
legislation. The sanctions provided by the legislation (see paragraph 19 below)
esigned to ensure so far as possible, and subject to any exempticns
permitted by the 1egislation¢CJ by regulations made under it, that data W20
comply with the principles. The term 'data user' includes those who collect

data, collate or otherwise process data by automatic means, and dissemin

ecommended that the Data Protection Authority
jce which would be laid before Parliane
codes wonld apply ‘the

in which personzl
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and criminal

Some of these categories ¢

well need to be covered by re: tions whi mignt, for example

special restrictions on the collection, processing, holding or disclosure

of information from

The collection and use of data solely for statistical or research
10t threaten the privacy of da t= subjects, provided that in
ealing
information about an identifiazble individuzal.
principle that the data subject should have ess to informat
about him need not apply to records held solely for these purposes
need the information be ahsolutely accurate and up to date. This
to data specially collected for a statistical or research
purpose lata originally collected for administrative or other
purposes.
16. The collection of information for the purposes o lic records and
other archives is already governed by specific legislation i not
intended that the data protection legislation sho

preservation of historically valuable data for

derogation from the

ensure the security of

protecting State security, public safety
rests of the State or the suppression

nces;

3

b. protecting the data subject or the rights and

freedoms of others."

provicions at a. above

apply to data that need e safeguarded for the

purposes of natior security. The use of certain other data relating to

the matters TYe at a. above will be exempt from registration.




These exemptions will include some data needed by the police and other law
enforcement agencies for the prevention and detection of crime. But the
intention will be to keep exemptions from registration to the minimum that

concerned
consistent with the proper functioning of the agencieg’. Similarly, registered
- o - v 9 o

data users who make information available to the authorities in connection with
these matters will not be required to register such disclosures of information.
To register them would tend to defeat the purpose for which they are made.
rovisions at b. above are likely to apply in the case of medical records and
sibly in certain other areas such as sensitive information recorded by social
some:within the scope of (a) - the user will
have to be t it ma > appropriate to restrict access by the data

subject.

18. Those who use computer

burezux themselves. The

with some of the general p iples beczuse it i ot . y the burea

but the user who controls th urpose, lection, dissemination, and

access to the data.

‘,L‘_‘_n(\ L’ ons

Criminal and civi : 5 Wil > tailored to fit the general
ement the powers given to the Registrar.
an offence io make a false statement to the
Registrar;

registerei or

whether provision

information, ref

information for 2 purpose

0. The mzain purpose civil remedies
bjects who have suffered damage because of

governing daia use can secure compensation, a




to restrain breaches of =a atutory recquirement where damage is
ed but has not yet been suffe ; is ' not envisaged
have any role to play in
vhich will be the responsibility of the individu=a
suffered ink: . It is for consideration what form the liabilitiy

3

take. Liability dependent upon proof.of fault would present
for the plaintiff who would not often be in a position to adduce
detailed techniczl idence zbout ihe data user's operatio From the
point of view of

most effectiv

wnether statutory

to avoid or limiv

the circumstances

faulte.

e Whether or not there appears to be a breach of data protection legislatio
complaints about public sector data s ems which allege injustice caused by
maladministration may also fall to be stigated under the relevant legislati

the Parliamentary Commissioner for Administration or where appropriate the Northern
Ireland Parliamentary Commissioner for Administration. Where relevant legislation
applies complaints may alsc be taken up with the Health Services Commissioners or
the Commissioner for local Administration as the case may be. Similarly, complaints
relating to the health service or various local services in Northern Ireland may be

investigated by the Northern Ireland Commissioner for Complaints.

to otker

enable the Covernment %o yestrict the treansfer of
to spec:..ed countries vhose laws do no! provide

ised personal

Costs

o e

23‘ In acco ance with he Coverrment's 'ﬂ‘“l" >t 4 re 'l"'

on resources e minimur everything possible will be done to ensure that

stions made under it imrose unnecessarily

and marpover

if this mezns




application of the legislation in some areas. The initial cost of the
Registrar and his staff (see para 11 above) is likely to be of the order
of £500,000 a year at 1981/82 prices. It i intenti the fees charged
by the Register will recover all his costs, i ing . of setting up the
register. Every effort will be made to keep iown 1d the registration
fees will represent only a minute proportion total t of a data

systemn.

24, Where a data subject is granted access to information relating to him
he will normally be exvected to pay a fee. The access fee is a common feature
of all European schemes. Charges made to data subjects generally on access
to information should be based on the principle that the costs for the demands

are fully recovered.

25 An effective data protection system, however simple, is going to mean
that some users incur increased capital costs for developing their hardware
or software systems, and increased running costs as a result of responding
to requests for access. But these implementation costs have to be balanced
against the potentiazl benefits. n pai ula protection

is needed to ensure that the United Kingdor

information, and its key role as a

data highway, are not compromised.

Qrf/. e & Yas

: L5
26. The registration process will take a considerable time., ] u,ro over users

of particular categories of data may not be able, for financial or other
reasons (see para wgraph 23 above) to meet the full requirements of
until some time after registration. The European Conventicn

implementation of data protection arrangements.

An Advisory Committee

27 Once the legislation is in force it might be appropriate to appoint

an Advisory Committee to advise the Government on the preparation of
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The member States of the Council of Europe, signatory hereto,

Considering that the aim ¢ Counci Surcpe is to achieve greater unity between its

members, based in ;wrricu!:z: on respe or i ile of law, as well as human rights and

fundanental

Considering that it is desirable to extend the safeguards for everyone's rights and funda

e Ponadav= evpl 3o camembga -~ ) - . H H 3
inental frecdoms, sarticular the risht {o°ths respect for privacy, toking account of the

¢

M 1 £3 ... T e -y o i Aar : 3 -
ICI€asiyg 1ow aclioss fronticrs of personal ata unaergoing antomatic nroceccing *

Reaffirming e St ime their commitment to freedom of information regardless of
frontiers ;

Recognising that it is necessary to reconcile the fundamenial values of the respect for

privacy and the free flow of information between peoples,

Have agreed as follows :

CHAPTER ! — GENERAL PROVISIONS

Article 1
Object and purpose

The purpose of this convention is to secure in th srritory ol e: Party for every
individual, whatever his nationality or residence, respect for his rights and { reedoms,
and in particular his right to privacy, with regard to autom

relating to him (“data protection™).

Article 2
Definitions

For the purposes of this convention :

4

a. “personal data’ means any information relati ing to an identified or identifiable individ-
ual ( ‘data subject™) ;

b. “automated data file” means any set of data undergoing automatic processing ;

c. “automatic processing” includes the following o tions ii carried out in whole or in
part by automated means : storage of data, carrying out ical end/or arithmetical operations
on those data, their alteration, erasure, retrieval or dissen

1

d. “controller of the file" means the natural ¢ al perscn. public authority, agency or
any other body who is competent according he national law to decide what should
purpose of the automated data file, which categories
operations should be applied to them.




Article 3
Scope

1 The Parties undertake to apply this convention to automated personal data files and
automatic processing of personal data in the public and privaie sectors.

. Any State may, at the time of signature or when depositing its instrument of ratification,
acceptance, approval or accession, or at any later time, give notice by a declaration addressed to
the Sccretary General of the Council of Europe : Wl t

a. that it will not apply this convention to certain categorics of avtomated personal data
files, a list of which will be deposited. In this list it shall nef include, however, categories of
automated data files subject under its domestic law to data protection provisicns. Consequently,
it shall amend this list by a new declaration whenever additional categories of automated
personal data files are subjected to data protection provisions under its domestic law ;

b. shat it will also apply this convention to informatlion
associations, foundations, companies, corporations and any other bedies consisting directly or
indirectly of individuals, whether or not such bodies possess legal personality ;

c. that it will also apply this convention to personal data files which are not processed
automatically. :

.
8 Any State which has extended the scope of this convention by any of the declarations
provided for in sub-paragraph 2.5 or ¢ above may give notice in the said declaration that such
exiensions shall apply only o certain categories of personal data files, a list of which will be
deposited.

4. Any Party which has excluded certain categories of avtomated personal data fiies by 2
declaration provided for in sub-paragraph 2.a above may not claim the application of this
convention to such catcgories by a Parly which has not excluded them.

S5y Likewise, a Party which has not made one or othcr of the extensions provided for in sub-
paragraphs 2.5 and ¢ above may not claim the application of this convention on these points
with respect to a Parly which has made such extensions.

6. The declarations provided for in paragraph 2 above shall take efiect from the moment of
the entry into force of the convention with regard to the State which has made them if they have
been made at the time of signature or deposit of its instrument of ratiiication, acceptance,
approval or accession, or three months after their receipt by the Secretary General of the Council
of Europe if they have been made at any later time. These declarations may be withdrawn, in
whole or in part, by a notification addressed to the Secretary General of the Council of Europe.
Such withdrawals shall take cifect threc months after the date of receipt of such notification.

CHAPTER II — BASIC PRINCIPLES FOR DATA PROTECTION

Article 4

Duties of the Parties

7 Each Party shali take the necessary measures in its domestic law to give eficct to the basic
principles for data protection set out in this chapter.

2. These measures shzll be taken at the latest at the time of eatry into force of this
convention in respect of that Party.
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Article §
Quu['h' of data

Personal data undergoing automatic processing shall be :

a. obtained and processed fairly and lawfully ;

b. stored for specified and legitimate purposes and not used in a way incompatible with
those purposes ;

c. adequate, relevant and not excessive in relation te the purposes for which they are
stored ; "

d. accurate and, where necessary, kept up to date ;

e. preserved in a form which permits identification of the data subjects for no longer than
is required for the purpose for which those data are stored.

Article 6

[ v elnd a4 i s i PP
QLI Lt uic) ) udiu

»in, political opinions or religious or other beliefs, as well

Personzl data rumlmg racial orig
s personal data concerning health or sexual life, may not be processed automatically unless

ela

domestic law provides :-.ppropn:xl' safeguards. The same shall apply to personal data relating to

criminal convictions.

Article 7
Data security
Appropriate security measures shall be taken for the protection of personal data stored in

automated data files against accidental or unauthorised destruction or accidental loss as well as
against unauthorised access, alteration or dissemination.

Article 8
Additionel safeguards for the data subject

Any person shall be enabled :

a. to establish the existence of an automated personal data file, its main purposes, as well
as the identity and habitual residence or principal place of business of the-controller of the file ;

b. to obtain at reasonable intervals and without excessive delay or expense confirmation of
whether personal data relating to him are stored in the automated data file as well as communi-
cation to him of such data in an intelligibie form ;

c. to obtain, as the case may be, rectification or erasure of such data if these have
been processed contrary to the provisions of domestic law giving effect to the basic principles set
out in Articles S and 6 of this convention ;

d. to have a remedy if a request for confirmation or, as the case may be, communication,
rectification or erasure as referred to in paragraphs b and ¢ of this article is not complied with.

Article 9
Exceptions and restrictions

1 4] No exception to the provisions of Articles S, 6 and 8 of this convention shall be allowed

except within the limits defined in this article.




24 Deropation from the provisions of Articles 5, 6 and 8 of this convention shall be aliowed
when such derogation is provided for by the law of the Party and constitutes a necessary measure
in a democratic society in the interests of :

a. protecting State securily, public safety, the monctary interests of the State or the
of

suppression of criminal offences ;

b. protecting the data subject or the rights and freedoms of others.

3 Restrictions on the exercise of the rights specified in Article 8, paragraphs b, ¢ and d,
may be provided by law with respect to automated personal data files used for statistics or for
scientific research purposes when there is obviously no risk of an infringement of the privacy of
the data subjects.

Article 10
Sanctions and remedies

Each Party undertakes to estahlish appropriate sanctions and remedies for violations of

provisions of domestic law giving effect to the basic principles for data protection set out in this
chapter.

Article 11
Extended prorection

None of the provisions of this chapter shall be interpreied a
affecting the possibility for a Party to grant data snbjccls a wider measure of p: uuc'
stipulated in this convention.

CHAPTER III — TRANSBORDER DATA FLOWS

Article 12
Transtorder flows of personal data and domestic law

i. The following provisions shall apply to the transfer across national borders, by whatever
medium, o" personal data undergoing automatic processing or collected with a view to their being

automatically processed. ¢

7. A Party shall not, for the sole purpose of the protection of privacy, prohibit or subject to
special authorisation transborder flows of personal data going to the territory of another Party.

Nevertheless, each Party shall be entitled to derogate from the provisions of paragraph 2 :
a. insofar as its legislation includes specific regulations for certain categories of personal

data or of automated personal data files, because of the nature of those data or those files,
except where the regulations of the other Party provide an equivalent protection ;

b. when the transfer is made from its territory to the territory of a nan-('ontrncti 1g S
through the intermediary of the territory of another Party, in order to avoid such t:
resulting in circumvention of the legislation of the Party referred to at the bcg}m:im'
paragraph.
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CHAPTER IV — MUTUAL ASSISTANCE

Article 13

Co-operation between Parties

1 The Parties agree to render each other mutual assistance in order to implement
convention.
2; For that purpose :

a. cach Party shall designate one or more authorities, the name and address of cach of
which it shall communicate to the Secretary General of the Council of Eurepe ;

b. cach Party which has designated more than one authority sl specify in its com-
munication referred to in the previous sub-paragraph the competence

3. An authority designated by a Party shall at the request of an authority designate
another Party :

e. furnish information on its law and administrative practice in the
protection ;

b. take, in conformity with its domestic law and for the sole purpose
privacy, all appropriate measures for furnishing factual information relating
processing carried out in its territory, with the exception however of the

processed.

Arficle 14
Assistance to data subjects resident abroad

i. Each Party shall assist any person resident abroad to exe
domestic law giving effect to the principles set out in Article 8 ¢ :' x) convention.

2. When such a person resides in the territory of another Party he shall be given the

of submitting his request through the intermediary of the authority designated by that P.n‘.;.’

s, T8 The request for assistance shall contain all the necessary particulars, relating inter alia
{o:

a. the name, address and any other relevant particulars identifving the person making the
request ;

b. the automated personal data file to which the request pertains, or its controller ;
the purpose of the request.

Article 15
Safeguards concerning assistance rendered by designated authorities

IR An authority designated by a Party which has received information from an authority
designated by another Party either accompanying a 1 est for assistance or in reply to its own

request for assistance shall not use that information for purposes other than those specified

the request for assistance

2 Each Party shall see to it that the persons belonging to or acting on behaif of the
designated authority shall be bound by appropriate obligations of secrecy or confidentiality with

regard to that information

i o T
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3 In no case may a designated autherity be allowed to make under Article 14, paragraph 2,
a request for assistance on behaif of a data subject resident abroad. of its own accord and

without the express consent of the person concerned.

Article 16
Refusal of requests for assistance

A designated authority to which a request for assistance is addressed under Articles 13 or
14 of this convention may not refuse to comply with it unless :

a. the request is not compatible with the powers in the field of data protection of the
authorities responsible for replying ;

b. the request does not comply with the provisions of this convention ;

¢. compliance with the request would be incompatible with the sovereignty,
public policy (ordre pubiic) of the Fany by which it was designated, or wiih the

fundamental {reedoms of persons under the jurisdiction of that Party.

Article 17
Costs and procedures of assistance

8 Mutual assistance which the Parties render each other under Article 13 and assistance
they render to data subjects abroad under Article 14 shall not give rise to the payment of any

costs or fees other than those incurred for experts and interpreters. The latter cests or fees shall
ﬂ

be borne by the Party which has designated the authority making the request for assistance.

2. The data subject may not be charged costs or fees in connection with the steps taken on
his behalf in the territory of another Party other than those lawfully payable by residents of that
Party.

3. Other details concerning the assistance relating in particular to the forms and procedures
and the languages to be used, shall be established dircctly beiween the Parties concerned.

CHAPTER V — CONSULTATIVE COMMITTEE
Article 18
Composition of the commiitee
I. A Consultative Committee shall be set up after the entry into force of this convention.

A

2. Each Party shall appoint a representative to the committee and a deputy representative.
Any member State of the Council of Europe which is not a Party to the convention shall have the
right to be represented on the committee by an observer.

3. The Consultative Committee may. by unanimous decision, invite any non-member State of
the Council of Evrope which is not a Party to the convention to be represented by an observer at

a given meeting.
Article 19
Functions of the committee
The Consuliative Committee :

a. may make proposals with a view to facilitating or improving the application of the

convention ;
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b. may make preposals for amendment of this convention in accordance with Article 21 ;

c. shall formulate its opinion on any proposal for amendment of this convention which is
referred to it in accordance with Article 21, paragraph 3 ;

d. may. at the request of a Party, express an opinion on any question concerning the
application of this convention.

Article 20
Procedure

& The Consultative Committee shall be convened by the Secre

]
Europe. Tts first meeting shall be held within twelve months of

convention. It shall subsequently meet at least once every two years and in a
third of the representatives of the Parties request its convocation.

Lo

2 A majority of representatives of the Parties shall constitute a quorum for a meeting of the
Consultative Conunittee.

3 After each of its meetings, the Consultative Commitiee shall submit to the Commitiee of
Ministers of the Council of Europe a report on its work and on the functioning of the convention.

1
i

4. Subject to the provisions of this convention, the Consultative Commitice shall draw up its

own Rules of Procedure.

CHAPTER VI — AMENDMENTS

Amendments

b Amendments to this convention may be proposed by a Party, the Committee of Ministers
of the Council of Europe or the Consultative Committee.

Ze Any proposal for amendment shall be communicated by the Secretary General of the
Council of Europe to the member States of the Council of Europe and to every non-member
State which has acceded to or has been invited to accede to this convention in accordznce with
the provisions of Article 23. '

< Moreover, any amendment proposed by a Party or the Committee of Ministers shall be
communicated to the Consultative Committee, which shall submit to the Committee of Ministess

its opinion on that propesed amendment.

4. The Committee of Ministers shall consider the proposed amendment and any op

d
submitted by the Consultative Committee and may approve the amendment.

o The text of any amendment approved by the Commiitee of Ministers in accordance
paragraph 4 of this article shall be forwarded to the Parties for acceptance.

6. Any amendment approved in accordance with paragraph 4 of this article shall come
force on the thirtieth day after all Parties have informed the Secretary General of their accept-

ance thereof.

T TRt et 1 et g . 4y g e o g Y e e A W e e =




CHAPTER VII — FINAL CLAUSES

Article 22
Entry into force

) 48 This convention shall be open for signature by the member States of the Ceouncil of
Europe. It is subject to ratification, acceptance or approval. Instruments of ratification, accept-
ance or approval shall be deposited with the Secretary General of the Council of Europe.

y This convention shall enter into force on the first day of the month following the
expiration of a period of three months after the date on which five member ‘\1:‘ es of the Council
of Europe have expressed their consent to be bound by the convention in accordance with the
provisions of the preceding paragraph.

s member State which subsequently expresses cc

it, the convention snal' enter into force on the first day of the month iO!m‘-‘.'ng the expiratic
period of three months after the d;i‘.: of the deposit of the instrument of ratification, acceptance
or approval.
Article 23

Accession by non-member States
i After the entry into force of this convention, the Committee of Ministers of the Council of
Europe may invite any §:;*tc not a member of the Council of Eurcpe to accede 1o this convention
by a decision taken by the majority provided for in Article 20.d of the Statute of the Council of
Europe and by the unanimous vote of the representatives of the Contracting States entitled to sit
on the committee.

o In respect of any acceding State, the convention shall enter into force on the first day of

the month following the expiration of a period of three months after the date of deposit of the
accession with the Secretary General of the Council of Europe.

Article 24
Territorial clause

3. Any State may at the time of signature or when depositing its instrumeni of ratification,
acceplance, approval or accession, specify the territory or territories to which this convention
shall apply.

2. Any State may at any later date, by a declaration addressed to the Secretary General of

(hc Council of Europe, extend the application of this convention to any other territory specified
1 the declaration. In respect of such territory the convention shall enter into force on the first
da)' of the month following the expiration of a period of three months after the date of receipt of

such declaration by the Secretary General.

35 Any declaration made under the two preceding paragraphs may, in respect of any territory
specified in such declaration, be withdrawn by a notification addressed to the Secretary General.
The withdrawazl shall become effective on the first day of the month following the expiration of a

period of six months after the date of receipt of such notification by the Secretary General.

Article 25
Reservations

No reservation mmay be made in respect of the provisions of this convention.
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Article 26

Denunciation
1. Any Party may at any time denounce this convention by means of a notification addressed
to the Secretary Genera! of the Council of Europe.

2 Such denunciation shali become effective on the first day of the month following the

expiration of a period of six months after the date of receipt of th: ification by the Secretary

General.
Article 27

Notifications

The Secretary General of the Council of Europe shall notify the member States of the
Council and any State which has acceded to this convention of

a. any signature ;

b. the deposit of any instrument of ratification, acceptance, approval er accession ;

c. any date of entry into force of this cc in accordance with Articles
and 24 ;

3

d. any other act, notification or communication relating to this convention.
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Treasurvy Chambers, Parhament Sireet. SWIP 3AG

A P Jackson Esg

Private Secretary to

Rt Hon William Whitelaw CH MC MP

Secretary of State

Home Office

50 Queen Anne's Gate

London SW1H 9AT 29 March 1982

:EQZQF AVMAW&A)

DATA PROTECTION WHITE PAPER

Thank you for sending us a copy of your letter of 19 March
inviting comments on the draft White Paper on data protection
legislation.

We have a couple of points which we should like to see taken
in the draft. The first concerns the position of the Revenue
vepartments. Paragraph 17 seems to have been written almost
entirely from the viewpoint of national security and law enforce-
ment agencies. That is, of course, understandable. But there
are clear cut cases where in "the monetary interests of the
State" both the Customs and Excise and the Inland Revenue will
store data of valuable criminal intelligence use that goes
wider than revenue evasion. To take these points the fourth
sentence of paragraph 17 (at the top of page 7) should be
amended to read:

"These exemptions will include, for example, some data
needed by the police and analogous law enforcement
bodies for the prevention and detection of crime."

And the fourth sentence on this page should finish as follows:=

", eee the minimum that is consistent with the proper
functioning of the enforcement agencies concerned."

Your approach to cases in (a) in paragraph 17 deals with the
concept of exemption from registration. In certain cases it
might be appropriate to register a system but to impose




restrictions on access. This could certainly be feasible for
the Inland Revenue, and for other applications. This alterna-
tive should be made clear, particularly as it affects both

the rights of the State and those of the data subject. The
point would be met if the final sentence of paragraph 17 was
amended to read:-

"In such cases - as for some within (a) = the user will
have to be registered, but it may be appropriate to
restrict access by the data subject."

The second comment concerns the recovery of certain costs by
fees. Our discussions have been based on the concept of full
cost recovery, both for fees set by the Registrar and those
charged by data users on data subjects. The policy on the
former is clearly set out in paragraph 23. But paragraph 24 is
unsatisfactory because it implies that a different principle
may apply in the case of charges to data subjects. We should
not want such a hostage to fortune in the White Paper, as it
runs contrary to general policy. Recognising that in some
instances there may be initial capital costs which could not
reasonably be charged to a small number of initial users, we
suggest that the first sentence of paragraph 24 (which might
become the final sentence of paragraph 23) could read as follows:=

"Charges made to data subjects generally on access to
information should be based on the principle that the
costs of the demands they make are fully recovered."

Because of the implication it carries that fees might be
subsidised we should prefer the final sentence of paragraph 24
to be deleted. This applies also, we think, to the second
part of the first sentence in paragraph 25.

Finally, we should like to comment on the potential conflict
between statements in paragraph 23 and paragraph 26. Paragraph
23 properly says that it may be necessary to defer application

of the system in the public sector if this cannot be contained
within existing planned totals. However, paragraph 26 suggests
that the register should be fully operative within two yvears. 1
understand that officials have agreed that the next sentence of
paragraph 26 ('a longer period may be necessary') may not adequa-
tely qualify the suggestion that 'up to two years' may be needed,
and that the latter needs to be amended.

I am sending copies of this letter to the Private Secretaries to
the Prime Minister, other members of the Cabinet, the Chief
Whips (Lords and Commons) and to Sir Robert Armstrong.

%b\“, Sivcove

To Yt

T F MATHEWS
Private Secretary




DEPARTMENT OF HEALTH AND SOCIAL SECURITY
ALEXANDER FLEMING HOUSE
ELEPHANT AND CASTLE LONDON SE1 6BY

TELEPHONE 01-407 5522 EXT

Andrew Jackson Esq
Private Secretary to
Secretary of State for the Home Department

Home Office
50 Queen Anne's Gate ,2é M Iq(ﬁl

London SW1
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DATA PROTECTION nidiie b e priinc Lyl

You sent me a copy of the latest draft of the White Paper on 13,M£;;h. My L1(}
Secretary of State agrees that publication should now go ahead”quickly and has
no comments on the content of the draft White Paper itself., There are however
one or two general points which he thinks it would be useful to make at this
stage on the effects of publication of the White Paper.

There is the question of the manpower needed if a significant number of people

seek to_be informed about the content of their records. As you will realise,

there is a social security record of one sort or another for virtually every

person in the country. It is very difficult to estimate the percentage of those
people who would seek details of the information we are holding and comparison

of estimates from other countries may not prove to be a reliable basis. However,

if even one per cent sought details of those records we would need on present
estimates some 350 extra staff. Even if, by charging for provision of the informa-
tion, the scheme could be made self-financing it would nevertheless affect the
headcount of staffi and the total number of civil servants would inevitably increase.
In this connection we already give national insurance contributors details of their
record, free of charge, if they ask for it. Ve do not think it would be appropriate
to charge for this - some people need the details in order to plan their future -
on the other hand we would not want legislation in another field to encourage
frivolous or unnecessary applications. These points are made now by way of markers
on items which will need to be watched when legislation comes to be drafted.

One final small presentational point is that it seems odd to ask for comments in a
footnote. If comments are to be sought - even though this is a White Paper - it
would seem best to do so in a final paragraph to the conclusion as in an earlier
draft; this is after all a matter of considerable political interest.

- s (oA ?‘ec.rc'w',w;r Yo
iw‘”ﬁ“‘l s Wit K uflj\f

Y eJev

Brerelan

BRENDAN O'GORMAN
Private Secretary
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Fromthe Secretary of State

A P Jackson Esq

Private Secretary to the

Home Secretary

Home Office

Queen Anne's Gate

London SWIH 9AT 26U March 1982
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DATA PROTECTION

Your letter of 19 March to Brendon O'Gorman invited comments on the draft White
Paper the Home Secretary had asked to be circulated. My Secretary of State is

broadly content but has asked for a number of points to be considered.

The first, which is certainly of substance, occurs at paragraph 7 of the draft.
Surely the point of the legislation, and of regulations made under it, will be to
'require' data users to comply with the principles. My Secretary of State fears
that the use of the word 'expected' in this critical passage in the draft will give
the wrong impression of the discipline which is intended, both to commercial
interests at home and authorities overseas. After all, an important objective of
this legislation is to ensure that data in the UK is regarded as sufficiently well

protected for overseas interests to be free to send it here for processing.

Next, also with some bearing on the impression the draft conveys about the nature
of the scheme being proposed, we think third sentence of paragraph 8 would give a .
better impression of the distance of what is intended from Lindop Codes of Practice
and concomitant machinery, if it were to read 'The Government sees some value
in codes of practice in this field and expects that some professional bodies, trade

associations and other organisations may wish to prepare such codes as a guide to

their members.'




Fromthe Secretary of State

In the same vein, paragraph 9 reads as though the Registrar will closely peruse the
detail of all registration documents, and it gives no indication, as my Secretary of
State believes is intended, that registration per se will not imply that the Registrar
is content that a system being registered actually complies with the principles. To
this end he suggests the words 'capable of registration' should replace 'registered’
at line 10, and that a disclaimer about the Registrar's accepting registration should
be inserted towards the end of the paragraph, perhaps by adding the words ', but
the fact that he accepts a set of particulars for registration will not mean that he
is satisfied the system being registered necessarily meets the principles.' to the

penultimate sentence as presented drafted.

A further point that concerns my Secretary of State is that paragraph 22 on the
transfer of data to other countries makes no mention of the Government's thinking
on who will exercise power to restrict transfer, or what, if any, appeal there may
be. This, he thinks, will be a matter of some concern to commercial interests, and
he would see advantage if thinking on the matter could be indicated. His view is

that power should be vested in a Secretary of State, advised by the Registrar.

Finally, he has questioned the inclusion of the phrase 'designed to offset the costs
of access' in the first sentence of paragraph 24, which is about fees. The phrase
lies oddly with the remainder of the paragraph, and with the reference to some
users incurring increased running costs as a result of responding to requests for

access in the following paragraph.

Subject to these points, my Secretary of State will be glad to see the White Paper

published as quickly as possible, as you record, the Home Secretary intends.

I am copying this letter to Private Secretaries to the Prime Minister, other members

of the Cabinet, Chief Whips (Lords and Commons) and to, Sir Robert Armstrong.
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From: THE PRIVATE SECRETARY

NORTHERN IRELAND OFFICE
GREAT GEORGE STREET,
LONDON SWIP 3AJ

w/‘jy;/;

A P Jackson Esq

Private Secretary to
the Home Secretary

Home Office

Queen Anne's Gate

LONDON

SW1H 9AT

2.5- March 1982

MA'V\W’

DATA PROTECTION

Thank you for sending me a copy of your letter of 19 ch to
Brendon O'Gorman to which you attached a copy of the draft
White Paper on data protection legislation.

I understand that in further discussions between officials it has
~been agreed that in order to distinguish more clearly between the
jurisdictions of the various 'ombudsmen' mentioned in paragraph 21
it would be helpful if that paragraph could be revised to read as
follows:

"Whether or not there appears to be a breach of data
protection legislation, complaints about public

sector data systems which allege injustice caused

by maladministration may also fall to be investigated
under the relevant legislation by the Parliamentary
Commissioner for Administration or where appropriate

the Northern Ireland Parliamentary Commissioner for
Administration. Where relevant legislation applies
complaints may also be taken up with the Health Services
Commissioners or the Commissioner for Local Administration
as the case may be. Similarly, complaints relating to the
health service or various local services in Northern
Ireland may be investigated by the Northern Ireland
Commissioner for Complaints'.

Subject to this revision being incorporated in the final revise
we are content with the draft.

I am copying this letter to Private Secretaries to the Prime Minister
and other members of the Cabinet, and to David Wright (Cabinet Office).

M W HOPKINS
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From: THE PRIVATE SECRETARY WV\ A, wn

Home Ogrrice
QUEEN ANNE'S GATE
LONDON SWIH 9AT

19 March 1982 | %

Prne Maanisker e '”‘ZI%
Thas g Bt bingy
Q.N¢.“ P:Iﬁ: by
pr HeUhon, »ﬂAﬂuLJ1ﬁ~SA??
[».Rinwwvml. Cntert |
H Committee on %BfFebruary approved proposals for a White
Paper on data protection legislation. I now enclose a draft
White Paper which follows the lines of the paper considered

at H Committee and has been discussed at official level by
the Departments concerned.

DATA PROTECTION

The Home Secretary thinks it is important that we should
publish the White Paper as soon as possible, so as to allow
time for public reaction'53-33?-3?3§3§§T§‘59fore legislation
is prepared. If your Secretary of State or any colleagues
have any comments on the enclosed draft we should be glad to
have them by not later than 26 March.

I am copying this letter and enclosure to Private Secretari

to the Prime Minister, other members of the Cabinet, Chief
Whips. (Lords and Commons) and to Sir Robert Armstrong.

“?/,\MM

/Ar44~* <ijuu'“h.

I

A P JACKSON

Brendon O'Gorman, Esq.




DRAFT WHITE PAPER 11/3/82
DATA PROTECTION

The Government's intention to introduce ation on data protection was

sl
anmounced in the Home Secretary's statement of 19 March 1981 The object

of this White Paper is to explain the proposals and the background to them

in more detail.

Background to the Government's proposals

2 There are two main reasons why legislation is needed. First. because
of the threat to privacy posed by the ranid growth in the use of computers,
with their ability to process and linkst high speed information about
individuals. There have neen few reported instances in this country
of information held on computers being misused so as to threaten the personal
privacy of individuals. But the ease and scale of misuse which the
versatility of computers makes possible is significantly greater than with
manual records. Secondly, without legislation firms operating in the United
Kingdom may be at a disadvantage compared with those based in countries
which have data protection legislation. When the Council of Rurope Data
Protectjon Convention comes into force it will confirm the right of countrie
with data protection legislation to refuse to allow personal information

to be sent to other countries which do not have comparzble safeguards.

could threaten firms with intermational interesis operatins in this countr:
and the activities of British computer bureaux which increasingly process
data for customers in many different countries. Accordingly, in order to
conform with international standards of privacy protection and to avoid
possible barriers to trade, the Covernment has decided to introduce
legislation which will apply throughout the United Kingdom and will enable
United Kingdom to ratify the Convention. The legislation will be designed

to impose no greater burden on our resources than is necessary.

3. The Younger Committee on Privacy was zppointed by the Government o
the day in May 1970 and reported in 1972. It set out certain principles
in regard to computer privacy which were intended as general guidelines to
computer users in the private sector. The Government believes that with

suitable adaptation, and taking account of the text of the Convention, these




principles form a ing poi f Y cea > Tules of law applying to

both the private and

4. In 1975 the Covernment of the day announced in a White Paper ("Computers
and Privacy", Cmnd 6353 and its supplement, "Computers: Safeguards for
Privacy", Cmnd 6354) its decision to prepare legislation setting out the
standards governing the use of computers that process personal information
and establishing a statutory data protection authority to oversee the use

of computers with regard to privacy. A Data Protection Committee under the
chairmanship of Sir Norman Lindop was appointed to advise on the legislation.
The Lindop Committee reported in 1978 (Cn "Al). The report contains very
helpful background information and a valuable analysis of ways of overcoming

the problems involved

5e In the meantime the Council of Europe has prepared a Convention on Data

Protection* which was opened for sigsnature in January 1981 and was simmed

by the United Kingdem in May of that year. In addition the Organisation for
and Development has prepared guidelines on privacy

o

ansborder data fiows which the United Kingdom endorsed in

Convention and the Cuidelines are reproduced as
uropean States (Austria,
France, Denmark, Iceland, Luxembourg, Norway, Sweden and the Federal Republic

of Oerma%y) now have data protection legislation in force, and others

(includi , the Netherlands and Switzerland) are about to introduce

legislative propes-ls Fleven States /.'\“1"""‘", Dermark, ™

=

. o

Norway, Sweder 1rke; he Fedaeral Republic of Germany, Portugal,

Kingdom and Spain) have signed the Council of BEurope Convention, but none has
S o> 1

yet ratified it, and the Convention has not yet entered into force. It will

do so when five States have ratified it.

The generzl princinles

he general principles set out in the Younger Report (see pzra 3 =bove)
the Lindop Committee and have been embodied in the
Data Protection Convention. The principles (following Articles 5, 7 and 8

of the Convention) are

#The Convention for the Protection of Individuals with rersard




The information shall

.
J 1

fairly and lawfull

-
o

It shall be held for

purpose Or purpos

-

adecquate, relevant, and not excessive

1

to the specified purposes;

vw.r} -~ * “r -
and, where necessary, kept up

kept in name linked form for mo longer

than is necessary for the specified purposes;

The data subject shall have access to information held

441

ot him and be sth",‘?l\hr“ 10 ite rrection ™
200110 i alla . Calb Ll UL o U 1T8 correcilion 01

where the legal provisions safesuarding personal

have not been complied wi

Apprepriate security measures must
unauthorised acce
accidental

destruction

Te The Government propos that these principles should be

the legislation Subject any exemptions permitted by the

or by regulations made under it, data users will

with the princirples. 'he term 'data user!
dzta, collate or othery

data.

Some 50 or more codes

of situations in




£.R.

processed aut ice The Government sees the value of codes of
practice in this field and expects that some professional bodies, trade
associa ns & other organisations will wish to prepare such codes as
a guide to their members. But the Government does not consider that
these codes should have the force of law or that it would be practicatle,
without imposing an unacceptable burden on resources, to cover the whole
field of personal data systems with statutory codes of practice within
any reasonable timescale. The Government accepts, however, that in some
para 14 below) the general principles will need to be

resulations

The Registrar

9. The central feature of the Government's proposals will be a
requiremerit that all users of data systems which process automatically
information relating to identifiable individuals should register. This
requirement to register will apply to data users in both the public and

the private seciors. The Lindop Committee found that registration schemes
were a common feature of data protection legislation in other countries.

A public register should go a long way to meet the objective that the
existence and purpose of computerised personal information systems should
be publicly known. The requirements for registration will

as possible and it is expected that most applicants

without question. The data user will normally be reaquired to provide brief
particulers identifying him, the information he uses,

from and to whom it is discl

He will also be required to register any changes in these particulars

The Registrar will have power to make enquiries, to inspect

to require modifications to a system. In extreme cases he may need to
refuse ”eglftr tion on the ground that the applicansarrangements do not
comply with 2 al pri He will also be empowered if the cas
varrants it, to strike a data user off the register, and to take proceedings
against data users (see paragraph 19 below).

Lo
10. The Registrar will be appointed by the Crownm, t is propaosed that he

should serve for five years in the first instance. Wi required to

s pa : sndevendent
make an ammual report to Parliament. He and his staff will be independen




of the Government, but the Government will

o . : :
for rendering assistance to other Parties to

clude com

n
after

resources to

Appeal Tribunal

12. The Registrar will have wide

1

h would

'nrrl ot ‘rng'v-l

same wav as

mirnoses for wh

v

arrangemenvs

it
Parliament may exy

Convention prohibi th - :sing data revealing racial

political opinions or religious or other beliefs,




and criminal convictions unless the law provides appropriate safeguards.

Some of these categories of data (and in particular medical records) may

well need to be covered by 1 which might
special restrictions on the collection, processing, holding or

of informetion from such records.

15. The collection 2 se ita solely T statistical or research
purposes f not threat ] privacy ¢ ata subject provided that in
processing and disse . sults steps are taken against revealing
information about an identifiable individual. For this reason, t!
principle that the data subject should have access

about him need not apply to records held solely * these purposes, nor
need the information be absclutely accurate and ur a2t This should
apply equally to data specizlly coll ed » statistic or research
purpose and to data originally collected for admiristrative or other
purposes

16. The collection of information for the purvoses of public records
other archives is already governed by specific legislation.

intended that the data protection legislation should inhibit

preservation of historically valuable data for these purposes.

17. The Convention permits derogation from the general princ

in relation to measures to ensure the security of sy

"a. protecting State
monetary interests of

of criminal offences;

b. protec the data subject or the ri

freedoms of others."

In accordance with the provisions
legislation
purposes of

the matters




These exemptions will include some data needed by the police for the
prevention and detection of crime. Similarly, registered data users who
make information available to the authorities in connection with these
matters will not be required to ter such disclosures of information.
To register them would tend to defeat ti se for which they are made.
But the intention will be to keep exemptions registration to the
minimum that is consistent with the proper functioning of the law
enforcement agencies. The provisions at b. above are likely to apply
in the case of medical records and possibly in certain other areas such
as sensitive information recorded by social workers. In such cases the

+

uger will have to be registered but it may be appropriate to restrict

access by the data subject.

18. Those who use computer bureaux will have to register, as will the
bureaux themselves. The latter will, however, be exempt from compliance
with some of the general principles because it is not normally the bureau
ut the user who controls the purpose, collection, dissemination, and

accers to the data.

and civil sanctions will be tailored to fit the general

the scheme and to complement the powers given to the Registrar.

to make it an offence 7o make a fzlse statement to the
process personal information automatically without being
registered or exempted from registration; or
served by the Registrar regarding a defect to be
part the general principles are not expressed in
it appropriate for their breach to constitute a2 crim
for consideration whether provision should he made
uses or disseminates
subject without good czuse, or

nformation for a purpose which is not registered.

20. The main purpose of the civil remedies will be to ensure that data
subjects who have s -3 mage because of a breach of the reguirements

governing data use Y nre Compe ion, although injunctions will be




available %« strain breaches a statutory recuirement where
anticipated but has not yet been suffered. It is not envisased
Registrar will have any role to play in relation to civil proceedings,
which will be the responsibility of the individuzl who alleges he has
suffered damage. It is for consideration what form the liability should
ake. Liability dependent upon proof of fault would present difficulties
for the plaintiff who would not often be in a position to adduce
detailed technical evidence about the data user's overations. From the
point of view of the plaintiff, some form of strict liability would be
most effective. The form is again oven for consideration: for instance,
whether statutory def might be available to the user, allowing him
to avoid or limit liability where he had done 2ll that was reasonahble in
the circumstances or could, perhaps, establish that he had noi been at

fault.

2l. If complaints about public sector data systems relate to
maladministration, whether or not they involve a breach of data protection,
1 to be investigated by the Parliamentary Commissioner for

Commissgioner for

Administration or where appropriate the Parliamentary
thern Ireland or the Commissionsr for Complaints in Worthern Ireland.
Where the relevant i ion applies complaints may also be taken up
£

with the Health Services Commissionez ;he Commissioner for Local

Administration as

Tranafer of data
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of information to specified countries whose laws do not provide
-

comparable safemuzréds for the privacy of computerised personzl information

in the catepories concermed.

Costs

. ——

23. TIn accordance with the Covermment's obiective of keening the burden

on resources 10 a mluiruﬂ’evn*f*hi‘? possible will be done to ensure that

neither the legislation or the resulations made unde it impose unnecessaril:

costly remiirements. In *he myblic secitor coste 2nd 111
STLY € 117 ne Publll 8SEeCTOoY DSV , } oY 111

be contained within existing planned totals, even if this m 5 deferring

1




pplication of the legislation in some areas he initial cos the
order
fees

the Registrar will recover his costs, including those of

e o~ T o .
register. Every effort w be made to keep costs

and the registration fees will represent only a2 minuie proportion

total cost of a data system.

information relatin:
normally be required to pay a fee designed to offset the
access. The zccess fee is a2 common feature of all Furcpean

Tt should be large enocugh to deter friveleus or repeated

for access, but not excessive in relation to the circumstances

RS

2ase

ensure

nformation,

Advisory Committee

7. Once the legislation is in force it might be appropriate to appoint

the Covernment on the preparation of
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Ref. A07255

MR UNWIN

Thank you for sending me a copy of your minute of 25 January to
Mr Rickett about data protection.

2. I wonder if I might refer you to paragraph 4 of my minute of 16 November
1981 (Ref. A06001), addressed to Deputy and Under-Secretaries. The relevant
paragraph read as follows:

"As for requests from No 10 for advice on an ad hoc basis, I have
agreed with the Prime Minister that these should in the first
instance be directed to my office. I can then decide whether
to submit the advice myself (on the basis of a draft commissioned
from the Secretariat) or to ask one of you to do so direct,"

3. I do not disagree with the advice which you gave in your minute of
25 January, but I should have preferred to have had a chance to see it, and if
necessary comment on it,before it went to No 10, I should be grateful if, as a
general rule, you could be guided by the relevant paragraph of my minute of
16 November 1981,

4, I am sending a copy of this minute to Mr Whitmore.

ROBERY ARMSTRONG

ROBERT ARMSTRONG

26 January 1982




Civil Service Department
Whitehall London SW1A 2AZ
Telephone 01-273 3000

The Rt Hon William Whitelaw CH MC MP

Secretary of State

Home Office

Queen Anne's Gate s
LONDON SWAH QAT | 12 May 1981

\ ~
2
DATA PROTECTION

I have seen the letters of larch from John Nott and £ April
from Humphrey Atkins about the need to safeguard data collected
for national security purposes.

There is a need also to preserve the confidentiality of those
procedures that draw, for the purposeC of national security,
on data banks whose prime raison d'etre is not national
security. This was CCHSlOE*aj by an official committee (the
Personnel Security Committee) in 1979 in the context of the
Lindop Report, and the points made then to your officials are,
I believe, still wvalid.

ter to the recipients of John Nott's and




NORTHERN IRELAND OFFICE
GREAT GEORGE STREET

LONDON SWIP 3AlJ

SECRETARY OF

FOR

NORTHERN IRELAND a April 1081

The Rt Hon William Whitelaw CH MC
Secretary of

Home Office

Queen Anne's

London SW1H

DATA PROTECTION

In his letter to you of 17 March the point that

information should be
any legislation on data protection.

de f‘)"n" e computers 13 (ﬂjl Aine

exemnt fro m

imilar considerations on the grounds of security would of

course be necessary in resvect of some data held by the RUC

» % 4 - >v " . . " -
in Northern Ireland, and I would endorse the importance-of
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Il am copving this letter to the recipients of John Nott'!'s letter

and to John Nott himself
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From: THE PRIVATE SECRETARY

HOME OFFICE
/QUEEN ANNE'S GATE LONDON SWiH gAT

N AN

18 March 1981
ﬂm Nmuia

Th< Al o{uhm
DATA PROTECTION SCkmumd Lwéé 7,

The Home Secretary has considered the comments
the draft statement circulated with his letter of 1l March /61
to the Secretsry of State for Social Services. I how enclose
a copy of the statement, which has been revised to take
account as far as p0531b1e of those comments.

The question of importance, which the Secretary of State
for Industry and Mr. Ibbs raised, was whether the statement
should declare at this stage the Government's intention not to
set up an independent data protection authority. The Home
Secretary took the view that questions were bound to be asked
about the Government's intentions in this respect, which would
have to be answered, and that it would be better to declare the
position now than to appear to admit it reluctantly later. I
understand that Sir Keith Joseph and the CPRS have accepted
that the statement should make the position clear.

An arranged Question is being tabled today and will be
answered tomorrow at 3.30 p.m.

Copies of this letter and its enclosure go to the Private
Secretaries to the members of H Committee, the Foreign and
Commonwealth Secretary, the Secretary of State for Industry,
the Secretary of State for Defence, Sir Robert Armstrong and

Mr. Ibbs.

)
[mm/’ NN

M. A. Pattison, Esq.
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MINISTRY OF DEFENCE WHITEHALL LONDON SW1A 2HB

TELEPHONE 0O1-218 8000

2111/3

DIRECT DIALLING Ol1-218

MO 26/2/1 17th March 1981

Do Gty

DATA PROTECTION

Thank you for copying to me your letter of 11th March to
Patrick Jenkin,

I have only one Departmental point to make. You will
readily understand that there are significant defence interests
involved here, and we will need to seek appropriate safeguards
to ensure that our interests are adequately protected. In
particular, I think defence computers holding classified
information should be exempt from the proposed legislation.
This point will need to be pursued further by officials, and

it is important that it is resolved by the stage when we would
ratify the Convention.

I am sending copies of this letter to the Prime Minister,
to other members of H, to the Foreign and Commonwealth Secretary,
the Secretary of State for Industry, the Secretary of State for
Trade; and to Sir Robert Armstrong and Mr Ibbs.

m%

John Nott

v

The Rt Hon William Whitelaw CH MC MP

RESTRICTED




CABINET OFFICE
Central Policy Review Staff

With the compliments of

J. R. Ibbs

70 Whitehall, London SW1A 2AS

Telephone 01-233 7765




CABINET OFFICE
Central Policy Review Staff

70 Whitehall, London swia 2as Telephone 01-233 7765

From: J. R, Ibbs

Qa 05287 16 March 1981

2 ) ol /
Dear Jecrc.-;//7 C:/\/I/,,,,,(,/

Data Protection

Thank you for sending me a copy of your letter of 11-March to the
Secretary of State for Social Services enclosing a draft statement on

data protection.,

I have one significant concern and several minor suggestions,

My concern relates to the sentence at the end of page 1, where it
might be better to omit the words "and it does not therefore propose
to set up an independent data protection authority". First, it is a
sound principle to avoid saying what the Government will not do
until it is in a position to say what it will do. Second, we may yet
find that the other members of the Council of Europe will press us to
establish an independent authority to provide equivalent protection to
theirs, if we are not to be at a severe disadvantage through being

denied international data flows.

I attach for your consideration a possible re-draft which uses the
language of information technology somewhat more precisely and tries

to avoid giving unnecessary hostages to the civil liberties lobbies.

I am sending a copy of this letter to the recipients of yours.

/!

//V/'J By Vil b
// / /
o //(/,

J R Ibbs X

The Rt Hon William Whitelaw CH MC MP
HOME OFFICE
SWi1




.;«‘I' WRITTEN QUESTION AND ANSWER

To ask the Secretary of State for the Home Department whether the Government proposes
to introduce legislation to safeguard personal information whioh is handled
automatically and to make a statement.

DRAFT REPLY

The Government has decided fo introduce legislation for this purpose’

as soon as an opportunity offers,

The Government is satisfied that developments in information technology make it
desirable to provide statutory protection for personal information whioch is handled
automatically. In reaching this conclusion the Government has had regard to develop=-
ments internationally and, in particular, to the guidelines on this subject adopted
last autumn by the Organisation for Economic Co=operation and Development and to the
Convention concluded by the Council of Burope. The legisation to be introduced will
be intended to enable the UK to endorse the OECD guidelines and to ratify this
Convention. In the meantime, the Government proposes to sign the Conveition at an

early dates

The Government accepts as a starting point the prinociples fomulated by the Younger
Committee in its report on Privacy (Cmnd 5012 paras 592-599), Its intention is that
the legislation should incorporate and give effect as far as possible to these prin-
oiples. Consultations following the publication of the report of the Data Protection
Committee, under the Chairmanship of Sir Norman Lindop (Cmnd 7341) showed broad
acceptance of the need for some statutory control but less agreement about the
machinery of oontrols One of the Government's objectives will be that the arrange—
ments should keep additional demands on both Government's and businesses resources

to a minimum. Another objective will be that the arrangements should be sufficiently
flexible o allow for differences between automatic processing methods, the purposes

of systems and the information they contain.

The basis of the Government's proposals will be the establishment of a public
register which will be built up in stages. Owners and operators of systems whioch
handle personal information automatically will be required to register their

systems and to comply with various other requirements.

The intention is that registration should require, as a minimum, a desoription of

the system and of the purposes for whioh it was, or was intended to be, used and




a declaration that it would be operated according to a published code of practice.

Provision will be made to ensure that adequate security measures were taken to

protect data from unauthorised access. There will also be provision for data

subjects to gain access to information about themselves if appropriate. There
will be further consultation with trade assoociations and other relevant bodies
about the progressive implementation of the requirement to register. Legislation

will provide for appropriate sanctions to ensure compliance with these requirements.
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10 DOWNING STREET

From the Private Secretary 16 March 1981

The Prime Minister has seen a copy
of the Home Secretary's letter of 11 March
to the Secretary of State for Social Services,
about the proposed Government statement on the
principle of legislation to set up a scheme for
data protection.

She is content, subject to drafting
points which may be raised by colleagues.,

I am copying this letter to
David Wright (Cabinet Office).

A. P. Jackson, Esq.,
nome QOffice.
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/ As you know, the Home and Socizl Affairs Committee decided on
10¥h February that it agreed in principle to legislation to set up 4/
a scheme for data protection on the lines of my proposals. It

invited the Home Uifice to circulate to the Committee the draft of

a Government statement on the subject.

hY

My officials have consulted officials in your Department and in
other Departments concerned. The enclosed draft statement takes
account of their comments, although it has not been possible to
adopt 2ll of them. 7You will see that the statement does not refer
to the National Health Service. I ought to say, however, that having
decided to announce our acceptance in principle that legislation on
data protection is desirable I do not see how we could ratify the
Convention without being prepared in due course to apply the
relevant legislation to the National Hezlth Service.

As you will see, I propose to announce that the Government
intends to sign the European Convention at an early date. The
implication of this is that we ought to proceed to signature as soon
as possible after the announcement has been made. Having decided
to bring forward legislation with a view to ratifying the Convention
there seems no point in continuing to keep options open and
considerable advantage in making clear the genuineness of our
intentions by signing the Convention. Unless you or any of the
other recipients of this letter indicate to the contrary, therefore,
we will assume that your concurrence in the statement announcing
an intention to sign the Convention shortly extends to going ahead
with the signature itself in the next month or so.

There would be adventage in an _early annou ient. I should
therefore like to be able to take it tﬁa% you, and others to whom
I have copied this letter and enclosure, are content if I do not
hear from them by close of play on Monday 16th March.

I have sent copies of this letter and enclosure to the
Prime Minister, to other members of H, to the Foreign and Commonweszlth
Secretary, Secretary of State for Industry, Secretary of State for
Defence, Secretary of State for Trade, and to Sir Robert Armstrong
and Mr. IbbDs.

The Rt. Hon. Patrick Jenkin, M.P.
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DRAFT REPLY

Government has decided, in principle, to introduce legislation

this purpose as soon as an opportunity offers.

The Government is satisfied that developments in information
technology make it desirable to provide statutory protection for
personal information which is handled automatically. In reaching
this conclusion the Government has had regard to developments
internationally and. in particular, to the guidelines on this

subject adopted last autumn by the Organisation for Economic
Co-operation and Development and to the Convention concluded by the
Council of Europe. The legislation to be introduced will be intended
to enable the UK to endorse the OECD guidelines and to ratify this
Convention In the meantime, the Government proposes to sign the

Convention at an early date.

The Government accepts as a starting point the principles formulated
by the Younger Committee in its report on Privacy (Cmnd 5012

paras 592-599). Its intention is that the legislation should
incorporate and give effect as far as possible to these principles.
Consultations following the publication of the report of the Data
Protection Committee. under the Chairmanship of Sir Norman Lindop
(Cmnd 7341) showed broad acceptance of the need for some statutory
control but less agreement about the machinery of control. .

the Government's objectives will be that the arrangements should

keep additional demands on resources to a2 minimum and it does not
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sufficiently flexibl llow for differences between

rocessing methods, ‘ 3 s of systems and the information
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ntain.

The basis of the Government's proposals will be the establishment

of a public register which will be built up in stages Users of
computerised personal data will be required to register and to

comply with various other requirements.

The intention is that registration should require, as a minimum,

a description of the system and of the purposes for which it was

used and the publication of the code of practice followed by the

user Provision will be made to ensure that adequate security
arrangements are observed by registered users. There will also be
provision for securing access to information by data subjects as
appropriate. There will be full consultation with trade associations
and other interested bodies about the progressive implementation

the requirement to register. The legislation will provide for

appropriate sanctions to ensure compliance with these requirements.




PRIME MINISTER

You were interested in all three items at this H

= —— e W
meeting.

The committee decided to go for data protection

legislation. Details and timing are far from settled, but

the importance of the decision is that the principle has
now been agreed and can be announced. This will help to
protect us against loss of industries to countries which

— —

are already taking steps in this direction.

—

The committee agreed to resist the application to the
T,

European Human Rights Commission over the Leasehold Reform

Act 1967. / —

The Home Secretary has already reported to you on the

discussion of management of public sector higher education.

The minutes record in more detail the concerns of those who

oppose Mr. Carlisle's scheme. I am told that the minutes have

been drafted to convey a greater sense of balance in the

—

/1

discussion than was actually present.

12 February 1981
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E Committee is to discuss information technology in about

PRIME MINISTER

10 days time. I know that Robin Ibbs and John Ashworth will be

asking for an opportunity to talk to you for 10 minutes in advance

of the meeting, because they are concerned that there is no

effective central grip on this field in Government yet.

Another information technology problem is currently being

handled in H Committee. This is the matter of possible

r—

B ¥

legislation on data protection. The forum is an unfortunate

one because few of those who attend really understand the

—————,
implications. I think it would be useful for you to be aware

of the issued raised. I attach a note from John Hoskyns
describing his researches about the state of the discussion,

————————
together with the minutes of the H discussion.

/1

————

5 December, 1980.




4 December 1980

MR PATTISON

H MEETING ON DATA PROTECTION

You asked for comments on the minutes of H Meeting on 2 December.

From the minutes, it seemed to be auyeculiar discussion, blowing

warm with Raison, backed up by Downey, blowing cold in discussion

and then luke warmcggain in conclusions (that Trade and Industry
should consider further with CPRS).

I talked to Gordon Downey who said that it was indeed a peculiar

meeting and that the Home Secretary was obviously dissatisfied that
Trade and Industry had not been properly represented at the meeting.
H is full of .non-Industry people who were not properly briefed, did

not really understand the issues.

Data protection is very important. There almost certainly will be
international penalties if our data protection code/legislation is

not in line with that of other countries (apparently the Americans

are already running into trouble), but it is really a Government-

to-Government incompatibility that we have to worry about. The

———————— ——

fact that, as yet, individuals don't really fuss too much about it

is not the point. Of course some systems (eg the police system at
Hendon with which my own old company was heavily involved) are highly
sensitive, but there should be no difficulty in excluding certain

———
systems from codes/legislation where national interest applies.

The Home Office are always very conservative about this sort of

thing, and no doubt worry that they might be losing control in

such sensitive areas. But the trade penalties could be real.

Conclusion i. in the minutes shows that the door is open. Trade

and Industry will be doing further work with CPRS and expect to
produce a paper demonstrating with chapter and verse that some

legislation will be necessary.

J

JOHN HOSKYNS
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