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10 DOWNING STREET
LONDON SW1A 2AA

From the Principal Private Secretary

SIR ROBIN BUTLER
REVIEW OF THE D NOTICE SYSTEM

Thank you for your minute of 7 July, which the Prime Minister has seen and
noted.

I am copying this minute to Andrew Cahn (Office of the Chancellor of the
Duchy).

ALEX ALLAN
13 July 1993
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Ref: A093/2225 7’0 sepg

MR AL Ny

REVIEW OF THE D MOTICE SYSUEN

The Prime Minister and the Chancellor of ti.. Ouchy
Lancaster may wish for an update on the progress of ‘e s

of the D Notice system.

2 As Andrew Cahn explained in his letter of 2 Februar;

you, EREIBINBEICEICOMITtenindttated A Fhvisn Br i sy
The review was conducted by a working gr

including two media representatives from the D Not

committee. The group has now complsted its report
be considered by the Committee on 19 July.

3. The main recommendations are that:

/m (ie with both Governs and medi

representatives) . PR TR R ST T




the system

Tasl tha working group’s repor-)
y 1 gdjyand it should be made clear
that the D Notice Secrstary would consult
Government Departments as appropriats before
offering advice to the media;

the MOD should remain the lead Department for the

system.

4. The working group could not reach agreement on whather to
adopt new nomenclature or to stick with the familiar
terminology of ‘D Notices’. The full Committes will therefore
have to take a view on thia.

5. As you know, mwmﬁsa’»:m. White

1 0pé) SEfMEntel In the light of the Prime
Mznxster s comments, as set omt in your lstter of 30 June
Andrew Cahn, the relsevant paragraph has been strengthened.
attach a copy of the final version.

6. I am copying this minute to Andrew Cahn (Chancellor of
the Duchy of Lancaster’s Offioce).

&_Q.B.

SIR ROBIN BUTLER




PASBAGE IN WHITE PAPER @

he D Notice system is currengly being reviewed. The eight D
Notices provide written guidance for editors on defence and
security matters on which publication could be damaging to
national security. The Notices are issued by the Defence
Press and Broadcasting Committes (DPBC), which comprises
senior Government officials and media representatives. The
DPBC commissioned its review last year, and will be meeting
shortly to consider its recommendations. Thé' i of thall
@7 DiNotice system caniba made wore
tHESTIght "ot interiational change.
openness in government. -
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CABINET OFFICE
70 Whitehall, London SW1A 2AS
Telephone: 071-270 0400

Chancellor of the Duchy of Lancaster
Minister of Public Service and Science

Kb0187

Alex Allan Esq

Principal Private Secretary to

the Prime Minister

10 Downing Street

LONDON

SW1A 2AA 2 February 1993

Dew

D NOTICE SYSTEM

Thank you ror your letter of 25 January enclosing one from
Stewart Purvis of ITN about the D Notice System. You said that
the Prime Minister would be grateful for a quick view from the
Chancellor of the Duchy on whether a reform of the D Notice
System would be a useful part of a package on openness.

The Chancellor of the Duchy has discussed this with Sir Robin
Butler. Sir Robin explained that the D Notice Committee had
itself decided last October to initiate a review of the system.
A number of practical ideas for reform have already been put on
the table; indeed, Stewart Purvis’ letter was his own personal
input to the review, which is expected to be completed by April
or May.

Depending on the exact timing of the White Paper on openness, the
Chancellor of the Duchy considers it would be a very useful
addition to refer to the review or, if possible, include its
outcome. The Cabinet Office will be keeping in close touch with
this review, and so there appears to be no need ror a separate
exercise.

A ﬂjy/
A T CAHN

Principal Private Secretary

RESTRICTED
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10 DOWNING STREET
LONDON SWIA 2AA

From the Principal Private Secretary

25 January 1993

D NOTICE SYSTEM

I attach a letter from Stewart Purvis about the D Notice system, which he
passed on to the Press Office here.

The Prime Minister would be grateful for a quick view from the
Chancellor of the Duchy about whether reform of the D Notice system might be
a useful component of a package on openness. The intention would not
necessarily be that material currently covered by D Notices would henceforth be
published, but that alternative means might be found for protecting the relevant
information, based on a system which might be more acceptable to all
concerned.

If the Chancellor of the Duchy thinks that an initiative on these lines
looks promising, we would need to take it up with the Ministry of Defence,
Foreign and Commonwealth Office, Home Office, etc.

ALEX ALLAN

Andrew Cahn, Esq.,
Office of the Chancellor of the Duchy of Lancaster.
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200 Gray's Inn Road
London WC1X 8XZ

Telephone: 071 833 3000
Mr Jonathan Haslam £

Depu ess Secretary Tel: 0714304307

No 10 Downing Street / Fax: 071430 4262
London ( i L/a
SW1 I :

December 21, 1992

%v hooy b HTETED T der

s ( /°\ A/"“j/ P"/«-VG

Dear Jonathan é\é ey VLJWM/ /@1;@

I thought my proposed evidence to the D Notice Committee might be of interest @ /
you.

With best wishes

Yours sincerely

LRl

Stewart Purvis
Editor-in-Chief

Enclosure

Registered Office:
200 Gray's Inn Road
London WC1X 8XZ
Registered Number:
548648 England




200 Gray's Inn Road
London WC1X 8XZ

: 00
Rear Admiral D M Pulvertaft, CB Telephone07ABS2IEs

Secreta Tel: 071430 4307
Defence?’l’ras and Broadcasting Committee LAl
Room 2235, Ministry of Defence

Main Building December 18, 1992
London SW1A 2HB

Dear Rear Admiral Pulvertaft

I am grateful for this opportunity to submit views on the D Notice system. In my
years at ITN I have both observed and participated in our relations with Government
on matters of national security. I have also been a member of the Committee for two
years. However, I have had increasing doubts about its effectiveness and welcome
this chance to rehearse those doubts and offer some thoughts about future
arrangements.

One of the penalties paid by a state as officially secretive as our own is that anything
to do with “secrets’ or ‘state security” inherits its own twilight world of manufactured
myth and rumour. The D Notice Committee suffers accordingly, with many people
believing that its role is to censor the media on matters of national security - a
censorship with which the media are believed to comply. We know that the reality is
somewhat different. The Committee is an advisory body with no statutory powers of
enforcement and no direct link with the Official Secrets Act. However, any Editor
who publishes information which is the subject of a D Notice knows the Government
regards that information as secret and that publication risks prosecution under the
Act. On the other hand, Editors also know that if they follow advice from the
Secretary of the D Notice Committee this does not grant them any immunity from
prosecution.

In many ways it seems quite remarkable that such a quintessentially English
arrangement has lasted for most of this century. But the case for change has, in my
opinion, become overwhelming. Whilst the D Notice system was established in 1912,
its current procedures were broadly framed in the post-1945 Cold War. For most of
that time it has operated in a world where two superpowers confronted each other;
where the skies and seas were crowded with nuclear missile carrying engines; and
where the “Great Game” had been transformed into the professional and ruthless
trade of international espionage. The collapse of the Soviet empire has profoundly
changed that post-War landscape and it is right that we should question attitudes and

Registered Office:
200 Gray's Inn Road
London WC1X 8X2
Registered Number:
548648 England




o
systems rooted in the decades before the Berlin Wall was demolished.

But I believe emphatically that those who do question have to recognise that issues of
national security exist in democratic societies and must be addressed responsibly by
their media. My contention is that we need a different and more open system in this

country.

It has to be said that the history of the D Notice Committee in recent years has not
been one of total self-confidence. In 1980, the New Statesman published a series of
articles by Duncan Campbell on telephone tapping, despite being warned by the
Secretary of the D Notice Committee that they contravened a D Notice. The
Government took no action - a decision which many thought undermined the D
Notice system. In 1987, the BBC prepared a radio programme ‘My Country Right or
Wrong’ which the D Notice Committee reviewed. The Secretary of the D Notice
Committee declared that the security services raised no objections to the programme.
However, the Government disregarded the D Notice Committee and successfully
sought a court injunction to prevent the programme being broadcast on the grounds
that officials who had participated had broken their obligations to lifetime confidence.

If this were not enough, the antiquity of the system was shown by the Prime
Minister’s decision to disclose the names of the Heads of both MI5 and MI6. This was
a welcome announcement, particularly as it reflected in a highly public way the
declared commitment to open government. We would like to see this openness
developed even further. Ironically, however, Mr Major’s disclosure would appear to
contravene the D Notice system as it operated prior to that announcement.

But the current is not flowing all one way. With the end of the Cold War, the D
Notice on Terrorism represented a clear move to extend the role of the system to
matters of internal security. The current IRA campaign against targets in mainland
Britain has lasted for 20 years and during that time I am not aware of any sustained
criticism of the British media for acting irresponsibly, or in a way which hampers the
fight against terrorism. Yet the D Notice on Terrorism represents a significant shift of
policy undertaken without any parliamentary, let alone, public debate. This
reinforces my view that the present structure has to change.

The fundamental flaw in the D Notice system is that the Press and Broadcasting
Members of the Committee mostly represent nobody other than themselves. I do not,
and cannot, speak for the ITV regional companies, Independent Radio, Channel Four,
or Sky News. Members from the Press do not claim to represent other newspapers.
And, given the fact that the Committee works in secret and all its documents have
been marked “Private and Confidential”, I seriously doubt whether Members discuss
them outside the Committee.

So, what is our purpose? It could be the modest but important role of providing
officials with feedback and advice on the issues of concern to the Committee. But I
believe that what underpins the structure is the implicit assumption that by their
participation the Press and Broadcasting Members give legitimacy to the D Notice
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system on behalf of all the media. In the harsh words of Rupert Allason, in 1989: “The
media representatives are there as patsies. They give an enfeebled Whitehall
mechanism an air of respectability.” If we give anything along these lines then it is at
best a “false” air of respectability for the reasons outlined in the previous paragraph.
The truth has always been that we do not speak for the entire media and I believe we
need to conduct our future affairs on a proper basis.

In September I offered some thoughts on the future of the D Notice system to the IPI
Seminar at City University. I tentatively volunteered an alternative system in which
the D Notice Commiltee is abolished and relevant Government departments publish a
joint Guidance to Editors on Matters of National Security. The document would have
no legal force nor would it purport to represent a media consensus. It would then be
for each Department to deal with the media and be responsible for initiating advice as
necessary.

In part this simply recognises that the Government already has a large array of
powers at its disposal. Acts of Parliament and recourse to the Courts give the U.K.
Government more opportunities to restrict its media than most other democratic
societies. Also, there are numerous examples of voluntary media co-operation with
the authorities. We have always responded well to requests for “news blackouts”
from the police in cases of hostage-taking or kidnaps. Many editors, myself included,
can recount occasions when we have responded to direct requests not to transmit
certain information, or show certain faces, because of security risks. All of the above
exists outside the D Notice System.

In terms of international comparisons, both Australia and Canada historically
followed the D Notice pattern, but it would appear that any decision to issue a Notice
now in either country would require a large number of cobwebs to be removed first.
We could similarly allow our own system to atrophy but I believe there is a more
positive alternative.

Perhaps there is a less drastic way of achieving the objectives I set out at the IPI
Seminar. The D Notice system could evolve in the following manner: the present
procedures and membership of the Committee could be changed so as to provide a
forum for discussion on security matters which would not compromise any of the
participants. I'suggest that this could be achieved by establishing a panel of advisers
drawn from different sections of the media who would offer their advice on the press
and broadcasting implications of national security issues. The existence of the panel
would be publicly acknowledged, as would the identity of the panel members.
However, the decision to issue a D Notice would be entirely and publicly the
responsibility of the appropriate Whitehall Department.

In addition, acknowledging the useful role which the D Notice Committee Secretary
plays as a contact for the press and broadcasters, I would propose a further
development. A Defence Department official should be appointed to continue that
function. But, again, there should be no ambivalence, the official would speak for the
Government.
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My object in outlining the above proposal is to offer a constructive way forward. It is
undeniable that issues involving national security will always exist and that the
media has a responsibility to handle them sensitively. However, the Government is
responsible for national security and it is surely long overdue that we drop the
pretence at the heart of the D Notice system that it does not represent the Government
(I believe the country will survive the shock). And neither the Government nor the
media is served by the present arrangement which seems designed to imply that
agreement on individual D Notices is reached between both parties. Now really is
the time to define clearly the respective roles of those who currently meet twice a year
in room 6170 in the Ministry of Defence and allow them to operate a system which
reflects both the enormous changes which have taken place in recent years and the
growing consensus about the need for more open government.

I hope this is helpful.

Yours sincerely

LA

STEWART PURVIS
Editor-in-Chief
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From: T)-nz PRIVATE SECRETARY

C '\i l )} E;\iTlALoME OFFICE

QUEEN ANNE'S GATE
LONDON SWIH 9AT

5 February 1988

OD(DIS)(88)11: THE D NOTICE SYSTEM
OD(DIS)(88)12: *"C; - THE SECRET LIFE OF
SIR STEWART MENZIES' BY ANTHONY CAVE BROWN

The Home Secretary has seen both these
papers and is content with the recommendations
made in each.

Copies of this letter to go the Private

Secretaries to other members of OD(DIS) and to
Sir Robin Butler.

P J C MAWER

Sir Christopher Mallaby, KCMG

CONFIDENTIAL




MINISTRY OF DEFENCE
MAIN BUILDING WHITEHALL LONDON SWI1A 2HB

Telephone 01-218.2193.. (Direct Dialling)

01-218 9000 (Switchboard)

PERMANENT UNDER-SECRETARY OF STATE

SIR CLIVE WHITMORE KCB CVO 5th February, 1988.
PUS/Vv88/148 C =
(46/1)

.P(cc z
NS

Dy &Mn&q*d \

FUTURE OF THE D-NOTICE SYSTEM

Following the Prime Minister's approval of the draft
letter attached to OD(DIS)(88)11, I have written to Ramsden
today. A copy of my letter is attached.

i I have agreed with Ramsden that the complete exchange of
correspondence between him and me should be released today,
and this is being done by Bill Higgins.

3l I am sending copies of this letter to Brian Cubbon,
John Boyd, Nigel Wicks and Michael Saunders.

jir% e
M

Sir Christopher Mallaby, KCMG,
Cabinet Office,

70 Whitehall,

London, .SW1.



MINISTRY OF DEFENCE
MAIN BUILDING WHITEHALL LONDON SWI1A 2HB

Telephone 01-218 2193. (Diect Dialling)

01-218 9000 (Switchbuard)

PERMANENT UNDER-SECRETARY OF STATE
SIR CLIVE WHITMORE KCB CVO 5th February, 1988.

PUS/V88/146
(46/1

) SR WO

Thank you for your letter of 2nd February.

2. I have taken note of the response of the media members
of the Defence Press and Broadcasting Committee to my letter
of 21st January in which I explained why the Government

placed great value on the D-Notice system and hoped that

the system would continue in being. 1 have drawn your letter
to the attention of those in the Government who are concerned
with these matters.

O
s

J. M. Ramsden, Esq,
Vice-Chairman,
Defence Press and Broadcasting Committee.
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10 DOWNING STREET

From the Principal Private Secretary

SIR ROBIN BUTLER

THE D NOTICE SYSTEM - OD(DIS)(88)12

The Prime Minister has seen this paper about
the reply from the Chairman of the D Notice
Committee, Sir Clive Whitmore, to the

; Committee's Deputy Chairman.

She is content with the draft reply suggested
in this OD(DIS) paper.

I am sending copies of this minute to
) the Private Secretaries to members of
OD(DIS) and to Mr. Mallaby.

N

N. L. WICKS
4 February 1988

CONFIDENTIAL




MINISTRY OF DEFENCE
MAIN BUILDING WHITEHALL LONDON SW1A 2HB

Telephone 01-218 2193 (Direct Dialling)

01-218 9000 (Switchboard)

PERMANENT UNDER-SECRETARY OF STATE

SIR CLIVE WHITMORE KCB CVO 22nd January, 1988.\
PUS/V88/81 F ot Py V@S
(46/1) N e
O £ R
s =
gD =
e
A~

¥1 / THE D NOTICE SYSTEM

ollowing the Prime Minister's approval of the draft
er submitted by Christopher Mallaby with his minute of

I'8th January to Nigel Wicks I have now written to Mike Ramsden,
. and a copy of my letter is attached.

2. ' I have discussed with Ramsden the handling of the
pubiication of the letter. We have agreed that there will

be no release of the text of the letter, nor of the fact that
the letter has been sent, until the media members of the
Committee have had an opportunity to consider it and agree
their reaction. A copy of the letter will be sent to the
other media members on Monday on this basis. They are likely
to need a few days to reach agreement on their line, following
which I will settle with Ramsden precisely when we here will
publish the letter.

3% I am sending copies of this letter to John Boyd,
Christopher Mallaby, Nigel Wicks and Michael Saunders.

Sir Brian Cubbon, GCB,
Home Office,
Whitehall,

London, SW1.




MINISTRY OF DEFENCE
MAIN BUILDING WHITEHALL LONDON SWI1A 2HB
Telephone 01-218 2193 (Direct Dialling)

01-218 9000 (Switchboard)

PERMANENT UNDER-SECRETARY OF STATE
SIR CLIVE WHITMORE KCB CV O 21st January, 1988.

PUS/V88/75
(46/1)

M Mﬁ_ ;

At the special meeting of the Defence Press and Broadcasting
Committee which we held on 21st December to discuss the Government's
actions in respect of the BBC 4 programme "My Country Right or Wrong'

you made the following statement on behalf of the media members
of the Committee:-

"We deplore the Government's resort for the second time
this year to legal action in cases where the D Notice
procedures have been scrupulously followed by the
Press side of the D Notice Committee. The D Notice
system rests on mutual trust between Government and media.

, This trust is now seriously at risk, putting into
question the continued relevance of the D Notice Committee.
In the light of the injunction against the BBC Radio 4
programme "My Country Right or Wrong" we seek an early
statement clarifying the Government's attitude towards
the D Notice system.'

208 The main point that I wish to make in this reply is that the
Government continues to place very great value on the D Notice
system. It has served the country well. 1t has done so because
there has been a general recognition on the part of the media,

as well as the Government, that publication of certain material
could or would prejudice national securily and that it is in the
national interest to avoid its being made public. The Government
continues to hold that view and hopes that the media continue to
share it.

&l The Government wishes to continue to operate the D Notice
system on the established basis. As your statement above says, its
continued value will require trust on both sides. The Government
hopes and expects that the media will continue to discuss freely
and fully with the Secretary of the DPBC any material within the
Scope of the D Notices, so that the Secretary can be in a position
to provide clear and full advice.

4. The D Notice system deals with information in specific
categories, as set out in the D Notices themselves. It is advisory
and voluntary. It does not deal with the question of breaches

of the duty of confid it members and former members
of the security and i es to the Crown, a matter
which therefore falls outside the remit of the DPBC Secretary.

=




The Government's position, expounded at length in the

Peter Wright case, is that members and former members of the
security and intelligence services owe a lifelong duty of
.confidentiality to the Crown, and that the upholding of that
duty is essential to the effectiveness of these services and
thus to the overall security of the country. If advice on a
question in this field is desired, the Treasury Solicitor
would always be glad to provide it.

5. The D Notice system will continue only if both the
Government and the media regard it as worthwhile in the national
interest. Whatever disagreements there have been and may continue
to be in other areas, nothing has changed, in the Government's
view, with regard to the value of the system. The Government
hopes very much that the media will agree with this and will
continue to participate in the system.

508 z""“”“’,
Aoie  Flbmnre.

J. M. Ramsden, Esgq,
Vice-Chairman,
Defence Press and Broadcasting Committee.

=9







CONFIDENTIAL

10 DOWNING STREET

: From the Principal Private Secretary

MR. MALLABY,
CABINET OFFICE.

Q THE D NOTICE SYSTEM

I have shown the Prime Minister your minute of 18
January with which you enclosed a revised draft
letter to Mr. J. M. Ramsden, Vice-Chairman of the
Defence Press and Broadcasting Committee.

The Prime Minister is content with this revised
draft.

I am sending a copy of this letter to the Private
Secretaries to the Foreign and Commonwealth
Secretary, the Home Secretary and Defence
Secretary and to the Legal Secretary to the Law
Officers.

N. L. WICKS

19 January 1988
CONFIDENTIAL
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PRIME MINISTER

THE D NOTICE SYSTEM

Christopher Mallaby's draft letter below

deals with your two points of concern:

(i) it makes clear that the Government

will continue to uphold the duty of confiden-
¥ T el v e e s i

tdadacty but

_

(ii) the draft avoids giving any assurance

o ey

that information given by the media to the

DPBC Secretary will be used only for deciding

what advice the Secretary should give about

the national security implications of the

material.

The draft has been approved by the Attorney.

Are you content with it?

s et

YR e g

(N.L. WICKS)

18 January 1988
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The D Notice System
W N ?
As foreseen in your letter of Wﬁ/hanuary to Mr Hawtin,
I attach a revised draft of the letter from Sir Clive Whitmore
to Mr Ramsden, the Vice Chairman of the DPBC. The draft has
been approved by the Attorney General, Sir Clive Whitmore and

the Departments concerned.

25 The draft does not take issue with the media members of
the DPBC on the history of the BBC Radio 4 programme "My
Country Right or Wrong". What the media members of the

Committee have requested is "an early statement clarifying the

Government's attitude towards the D Notice system". To re-tell

the BBC story might well cause Mr Ramsden to differ with us on
the facts. That would divert attention from our main purpose,
which is to make the D Notice system work in the national
interest. The draft therefore seeks to set out some of the
principles concerning the working of the system but without

relating them to "My Country Right or Wrong".

38 The fourth paragraph of the draft deals with the duty

of confidentiality and its relevance to national security. The

importance of that duty is made clear, and the draft seeks to
convey, clearly but not threateningly, that the Government will

take action whenever necessary to uphold the duty of

confidentiality of members and former members of the security

and intelligence services.

1
CONFIDENTIAL




CONFIDENTIAL

4. I am sending copies of this minute to the Private

Secretaries of the Foreign and Commonwealth Secretary, the Home

Secretary and the Defence Secretary; and to the Legal

Secretary to the Law Officers.

/s

C L G Mallaby

18 January 1988

2
CONFIDENTIAL




Draft letter to Mr J M Ramsden, Vice-Chairman, DPBC

At a special meeting of the Defence Press and
Broadcasting Committee which we held on 21 December to discuss

the Government's actions in respect of the BBC Radio 4

programme "My Country Right or Wrong" you made the following

statement on behalf of the media members of the Committee -

"We deplore the Government's resort for the second time
this year to legal action in cases where the D Notice
procedures have been scrupulously followed by the Press
side of the D Notice Committee. The D Notice system
rests on mutual trust between Government and media.
This trust is now seriously at risk, putting into
question the continued relevance of the D Notice
Committee. In the light of the injunction against the
BBC Radio 4 programme "My Country Right or Wrong" we
seek an early statement clarifying the Government's

attitude towards the D Notice system."

25 The main point that I wish to make in this reply is
that the Government continues to place very great value on the
D Notice system. It has served the country well. It has done
so because there has been a general recognition on the part of
the media, as well as the Government, that publication of

certain material could or would prejudice national security and




that it is in the national interest to avoid its being made

public. The Government continues to hold that view and hopes

that the media continue to share it.

3. The Government wishes to continue to operate the

D Notice system on the established basis. As your statement
above says, its continued value will require trust on both
sides. The Government hopes and expects that the media will
continue to discuss freely and fully with the Secretary of the
DPBC any material within the scope of the D Notices, so that
the Secretary can be in a position to provide clear and full

advice.

4. The D Notice system deals with information in specific
categories, as set out in the D Notices themselves. It is
advisory and voluntary. It does not deal with the question of
breaches of the duty of confidentiality owed by members and
former members of the security and intelligence services to the
Crown, a matter which therefore falls outside the remit of the
DPBC Secretary. The Government's position, expounded at length
in the Peter Wright case, is that members and former members of
the security and intelligence services owe a lifelong duty of
confidentiality to the Crown, and that the upholding of that
duty is essential to the effectiveness of these services and
thus to the overall security of the country. If advice on a
question in this field is desired, the Treasury Solicitor would

always be glad to provide it.




5. The D Notice system will continue only if both the
Government and the media regard it as worthwhile in the

national interest. Whatever disagreements there have been

may continue to be in other areas, nothing has changed, in

Government's view, with regard to the value of the system. The
Government hopes very much that the media will agree with this

and will continue to participate in the system.
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DRAFT LETTER TO MR. J.M. RAMSDEN, VICE-CHAIRMAN, DPB

At the special meeting of the Defence Press nndABroldcnsting
Committee which we held on 21st December to discuss the Government's
actions in respect of the BBC Radio 4 programme "My Country Right
or Wrong" you made the following statement on behalf of the media

members of the Committee:-

"We deplore the Government's resort for the second time this
year to legal action in cases where the D Notice procedures
have been scrupulously followed by the Press side of the

D Notice Committee., The D Notice system rests on mutual
trust between Government and media. This trust is now
seriously at risk, putting into question the continued
relevance of the D Notice Committee. In the light of the
injunction against the BBC Radio 4 programme "My Country
Right or Wrong" we seek an early statement clarifying the
Government's attitude towards the D Notice system,"

2 Let me leave you in no doubt that the Government continues to
place very great value on the D Notice system which has served the
country well. What, if anything, is between us is not the way in
which the system has always worked in avoiding inadvertent publication
of specific matters which would prejudice national security. Rather,
it is whether action taken by the Government to uphold the duty of
confidentiality by its servants should bear on the working of the
system, Although such action may give rise to disagreement between
the Government and the media, it is something quite separate and
distinct from the working of the DPBC and the D Notice system,

Some or most of the media may disagree with the Government's
position on the duty of confidentiality - which has been expounded
at length in the Peter Wright case - and will make their views known
very forcefully, but this should not, in the Government's view,
compromise the quite separate function of the Committee which,

1 repeat, is to seek to ensure that information is not published

which would damage national security.

** TOTAL PAGE




y (" 3. The D Notice system is voluntary and advisory and as such,

as the media members of the Committee have observed, must rest on
mutual trust between the Government and the medis. In this context
I can repeat the assurancg that any information given by the media
to the Secretary of the DPBC ~will be used by the Government
solely to decide what advice to give the Secretary about the

risk, if any, to national security which the material would

represent if it were published.

4. The D Notice system will continue only if both the Government
and the media regard it as worthwhile in the national interest.
Whatever disagreements there have been and may continue to be

in other areas, nothing has changed, in the Government's view,

with regard to the value of the system. The Government hopes very
much that the media will agree with this and will continue to

participate 1in the system.

** TOTAL PAGE.BE **
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LS ”DRAFT LETTER TO MR. J.M. RAMSDEN, VICE-CHAIRMAN, DPBC

At the special meeting of the Defence Press and Broadcasting
Committee which we held on 21st December to discuss the Government's
actions in respect of the BBC Radio 4 programme "My Country Right
or Wrong" you made the following statement on behalf of the media

members of the Committee:-

"We deplore the Government's resort for the second time this
year to legal action in cases where the D Notice procedures
have been scrupulously followed by the Press side of the
D Notice Committee. The D Notice system rests on mutual
trust between Government and media. This trust is now
seriously at risk, putting into question the continued
relevance of the D Notice Committee. In the light of the
injunction against the BBC Radio 4 programme "My Country
Right or Wrong' we seek an early statement clarifying the
Government's attitude towards the D Notice system.'

2. Let me leave you in no doubt that the Government continues to
place very great value on the D Notice system which has served the
country well. What, if anything, is between us is not the way in
which the system has always worked in avoiding inadvertent publication
of specific matters which would prejudice national security. Rather,
it is whether action taken by the Government to uphold the duty of
confidentiality by its servants should bear on the working of the
system. Although such action may give rise to disagreement between
the Government and the media, it is something quite separate and
distinct from the working of the DPBC and the D Notice system.

Some or most of the media may disagree with the Government's

position on the duty of confidentiality - which has been expounded

at length in the Peter Wright case - and will make their views known
very forcefully, but this should not, in the Government's view,
compromise the quite separate function of the Committee which,

1 repeat, is to seek to ensure that information is not published

which would damage national security.




3. The D Notice system is voluntary and advisory and as such,
as the media members of the Committee have observed, must rest on

mutual trust between the Government and the media. In this context

I can repeat the assurance that any information given by the media

to the Secretary of the DPBC -will be used by the Government
solely to decide what advice to give the Secretary about the
risk, if any, to national security which the material would

represent if it were published.

4. The D Notice system will continue only if both the Government
and the media regard it as worthwhile in the national interest.
Whatever disagreements there have been and may continue to be

in other areas, nothing has changed, in the Government's view,

with regard to the value of the system. The Government hopes very
much that the media will agree with this and will continue to

participate in the system.







10 DOWNING STREET
LONDON SWIA 2AA

From the Press Secretary 14 January 1988

JNWW ,

D-NOTICES
Herewith my covering note to Nigel Wicks for which you asked.

In the course of the meeting I drafted the attached insert (for
inclusion in Annex I at the star) in an attempt to bridge the gap.
When I waved it in front of Sir Clive Whitmore he didn't think it

would do the trick.

BERNARD INGHAM

Christopher Mallaby Esq




MR WICKS

D-NOTICE SYSTEM

We discussed the proposed letter to Mr J M Ramsden, Vice Chairman,
Defence Press and Broadcasting Committee. I voiced my concern
about the draft because it does not answer the point made in the
very first sentence of the statement by the media members of the
committee: "We deplore the Government's resort for the second
time this year to legal action in cases where D-Notice procedures
have been scrupulously followed by the Press side of the D-Notice
Committee".

It might help if I set out, as I see it, the basis of the D-Notice
system. The system stands or falls by the recognition on the part
of the media that publication of some material could or would
damage the interests of the nation and on their willingness to
avoid such publication.

It is now doubtful whether this is accepted in some sections of
the media. Indeed, only this morning we find The Guardian, The
Independent and The Times naming the new Head of MIS.

The system stands or falls, secondarily, on the degree of mutual
confidence between journalists and Government representatives on
the Committee.

This, too, is manifestly in doubt in view of the terms of the
media members' statement and in view of -the practices of the
media. a

Conseguently, it is not only the media members who are justified
in seeking a clarifying statement; the Government is also
justified in seeking clarification of media attitudes. In these
circumstances, a statement will serve its purpose only if it
addresses the situation frankly.

This means facing up to a number of difficult questions:

can the Government give an ungualified undertaking that
information gleaned through the D-Notice system will not be
used directly or indirectly as a basis for action, whether
legal or otherwise, outside the Committee?

if it cannot give that assurance, is there any tasis at all
for confidence in the system?

alternatively, i \ 30 as at all feor cer dence in
thesyst 1. £ 5the / cegnisi that th

o




national interest, object when information gleaned through
the system leads to action outside the D-Notice Committee to
achieve the ends which the D-Notice Committee is supposed to
serve?

I believe that the D-Notice Committee is a further impending
casualty of the increasing anarchy in journalism. It will be
rescued, if that is now possible, only by facing up to the facts.

In the light of this I have suggested an alternative draft to the
proposed letter starting from Paragraph 2. This is at Annex I.

BERNARD INGHAM
13 January 1988




ANNEX I

Let me leave you in no doubt that the Government continues
to place very great value on the D-Notice system. It has
served the country well. It has done so because there has
been a general recognition on the part of the media that
publication of certain material could or would prejudice
national security and that it is in the national interest to
avoid its being made public inadvertently. It hopes the
media continue to hold that view.

For that reason the Government believes it is important that
there should be a clear understanding of the new situation
which has arisen over recent months where the Government has
felt obliged to act to uphold the duty of confidentiality of
its servants. While this action may touch on the working of
the D-Notice system, the Government believes it should be
seen as something quite separate and distinct from the
operation of the system and the DPBC.

Some or most of the media may disagree with the Government's
position on seeking to enforce a duty of qonfidentiality
which has been expounded at length in the Peter Wright case.
The Government fully and readily acknowledges the media's
right freely to express whatever views they may hold on this
issue. But that is a quite separate matter from the working
of the DPBC and D-Notice system. The Government believes
that it cannot - and should not =-affect the shared
objective, explicit in the media's membership of the DPBC
and support for the D-Notice system, of avoiding the
publication of information which would damage national
security.

The Government must retain its freedom to uphold the duty of
confidentiality by its servants and that freedom should not
be circumscribed by D-Notice machinery designed to achieve a
different objective.

The D-Notice system is of course voluntary and advisory
and, as as such, as the media members of the Committee have
observed, must rest on mutual trust between the Government
‘F and the mediass It will continue only if both the Government
and the media regard it as worthwhile in the national
interest. Whatever disagreements there have been and may

continue to be in other areas, nothing has changed, in the
Government's view, with regard to the value of the system.




The Government hopes very much that the media will agree
with this and will continue to participate in it. .After
all, the joint objective is, to repeat, to serve the
national interest.




INSERT

In this context I can say that information given by the media to
the Secretary of the DPBC will, as in the past, be used by the
Government to decide what advice to give the Secretary about the
risk, if any, to national security which the material would
represent if it were published. What I cannot say is that the
Government will never in particular cases seek to enforce the duty
of confidentiality by its servants simply because the media has
had recourse to the D-Notice system. Nor, I suspect, would you
expect me to do so since, as I have pointed out, two different
issues are involved.
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10 DOWNING STREET
LONDON SWIA 2AA

From the Principal Private Secretary

14 January 1988

)

THE D NOTICE SYSTEM

/

The Prime Minister discussed this morning your letter of
5 January with the Secretary of State for Defence, the Foreign
Secretary, the Home Secretary and the Attorney General.
Sir Robin Butler, Sir Clive Whitmore (Chairman of the Defence
Press and Broadcasting Committee (DPBC)), Sir Christopher
Mallaby and Mr. Bernard Ingham were also present. The meeting
had before it, besides the draft letter to the Vice Chairman
of the DPBC attached to your letter, draft passages for the

letter by the Attorney General, Sir Christopher Mallaby and
Mr. Ingham, all of which are attached for ease of reference.

In discussion it was argued strongly that the D Notice
system provided a valuable and tested means for restraining
the publication of information damaging to national security.
Even though certain sections of the media refused to
co-operate with the system, other sections acted responsibly,
seeking and following the Committee's Secretary's advice.

In further discussion, two general criticisms were made
of the draft letter to the Vice-Chairman of the DPBC which was
attached to your letter:

(i) The draft ignored the undoubted overlap between
national security and the duty of confidentiality owed
by members of the security and intelligence services
and others. The Government insisted on this duty in
order to ensure the effectiveness of the security and
intelligence services and thus protect national
security. But the relevant D Notice 6 took no account
of the need to preserve confidentiality; and thus did
not regard breaches of confidentiality as damaging to
national security. There was obvious difficulty in
securing the DPBC's agreement to the Notice's
amendment in this regard. An alternative course was
to state clearly in the letter to the Committee's
Vice-Chairman that the Government reserved the right
to take action if national security was damaged,
because of a breach of confidence, even if the
Secretary of the Committee had raised no objection to

CONFIDENTIAL
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publication. The letter could also make clear that
the Secretary could give no advice on the duty of
confidentiality and that if the media wanted guidance
on that aspect, they should contact the Treasury
Solicitor.

Attention was drawn to the sentence in paragraph 3 of
the draft letter attached to your letter which read:

"I can repeat the assurance that any information
given by the media to the Secretary of the DPBC
will be used by the Government solely to decide
what advice to give the Secretary about the risk,
if any, to national security which the material
would represent if it were published."

It had been suggested that the opening words should be
amended to read:

"I can repeat the assurance that any information
given by the media to the Secretary of the DPBC
about the contents of any forthcoming publication
willbet oo™,

It was argued that even with the amendment, the text
would put the Government into an untenable position.
The Government should not be estopped from preventing
- if necessary by action in the courts - any
publication of information damaging to national
security or breaching confidences. The Government
needed to be in a position to use all the powers and
information available to it to safeguard national
security. On the other hand, the first time that the
Government used, for such purposes, information
provided to the DPBC, the D Notice system would
collapse. Moreover, the Government might be put on
notice in such cases only by information provided
through the D Notice system. If the system had
collapsed, there would be less prospect of the
Government knowing about such damaging information
before it appeared in the media. Warning through the
D Notice machinery would always give the Government
the opportunity to try to discover, through different
channels, about the information; knowledge so gained
could be used as a basis for legal action without
infringing the confidences of the D Notice system.

Some particular points were raised on the drafting of the
material suggested for the letter. "Submitted" in line 13 of
paragraph 2 of the Attorney General's redraft would better
read "fully disclosed". This change was intended to make the
point that the media's practice of reading material to the
Secretary over the telephone gave an insufficient basis for
assessing with any confidence whether the material infringed
national security. Such a judgement could only properly be
made if the Secretary saw the material in writing. The
Secretary would be well advised to avoid giving opinions,
except in the most qualified terms, on material which he had

CONFIDENTIAL
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not seen in writing. The draft letter needed to make clear
that the Secretary had not seen nor given an unqualified
judgement upon the script of "My Country Right or Wrong". The
Government could maintain the required degree of freedom to
use DPBC material as it wished by making the assurance
referred to at (ii) above, "Subject to the Government's

overriding duty to preserve national security ...".

Finally, it was agreed that it was very important to
ensure that Government servants were the subject of proper
contractual arrangements which included a term imposing a duty
of confidentiality.

Ssumming up the discussion, the Prime Minister said that
the Cabinet Office should redraft the letter to the Vice
Chairman of the DPBC in consultation with the Attorney
General, Sir Clive Whitmore and interested Departments, taking
account of the points made in the discussion. The Cabinet
Office should then submit a revised text to Ministers for
their decision.

I am sending copies of this letter to the Private
Secretaries to the Foreign and Commonwealth Secretary, the
Home Secretary, and the Attorney General, and to Sir Robin
Butler, Sir Clive Whitmore, Sir Christopher Mallaby, and
Bernard Ingham.

Brian Hawtin, Esq.,
Ministry of Defence.

CONFIDENTIAL




10 DOWNING STREET

@\Q .o







MR WICKS
D-NOTICE SYSTEM

We discussed the proposed letter to Mr J M Ramsden, Vice Chairman,
Defence Press and Broadcasting Committee. I voiced my concern
about the draft because it does not answer the point made in the
very first Sentence of the statement by the media members of the
committee: "We deplore the Government's resort for the second
time this year to legal action in cases where D-Notice procedures
have been scrupulously followed by the Press side of the D-Notice
Committee" . e pan ey

It might help if I set out, as I see it, the basis of the D-Notice
system. The system stands or falls by the recognition on the part
of the media that publication of some material could or would
damage the interests of the nation and on their willingness to
avoid such publication. e Ty

It is now doubtful whether this is accepted in some sections of
the media. Indeed, only this morning we find The Guardian, The
Independent and The Times naming the new Head of MIS.

The system stands or falls, secondarily, on the degree of mutual

rnatls

confidence between journalists and Government representatives on

This, too, is manifestly in doubt in view of the terms of the
media members' statement and in view of the practices of the

media. RN e T |

—_

Consequently, it is not only the media members who are justified
in seeking a clarifying statement; the Government is also
justified in seeking clarification of media attitudes. In these
ciréumstances, a statement will serve its purpose oniy if it
addresses the situation frankly.

This means facing up to a number of difficult questions:

can the Government give an unqualified undertaking that
information gleaned through the D-Notice system will not be
used directly or indirectly as a basis for action, whether
legal or otherwise, outside the Committee?

if it cannot give that assurance, is there any basis at all
for confidence in the system? T

alternatively, is there any basis at all for confidence in
-

the system if the media, recognising that the objective of

the system is to avoid publication which would damage the




national interest, object when information gleaned through
the system leads to action outside the D-Notice Committee to
achieve the ends which the D-Notice Committee is supposed to

serve? S ——

e
I believe that the D-Notice Committee is a further impending
casualty of the increasing anarchy in journalism. It will be
\rescued, if that is now possible, only by facing up to the facts.
- —

s A W S e iy RS

In the light of this I have suggested an alternative draft to the
proposed letter starting from Paragraph 2. This is at Annex I.

BERNARD INGHAM
13 January 1988
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10 DOWNING STREET
LONDON SW1A 2AA

From the Principal Private Secretary
12 January, 1988.
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THE D NOTICE SYSTEM

I have shown the Prime Minister your letter of 5 January
in which you seek her approval to send to the Vice-Chairman of
the Defence Press and Broadcasting Committee (D Notice
Committee), Mr. J.M. Ramsden, a letter responding to your
statement of 21 December. I understand that, subsequent to
your letter, it was agreed between Departments that the last
sentence of the third paragraph of the draft should begin as
follows:

"I can repeat the assurance that any information given by
the media to the Secretary of the DPBC about the contents

of any forthcoming publication will be ...".

The Prime Minister is unhappy with the draft, even with
the amendment suggested above. She believes that the text of
the letter needs to be scrutinised with the utmost care since
its every word will be subject to rigorous analysis. Her main
concern is that the draft letter attempts to separate the
issues of confidentiality and national security. In her view,
these two issues are not separate, but overlap; and it is
wrong to draw the distinction referred to at the end of
paragraph 2 of the letter; i.e. between ensuring that there is
no publication of information damaging to national security,
and the preservation of the duty of confidentiality.

I suggest that the best way of carrying this matter
forward would be for your Secretary of State, together with
the Foreign and Commonwealth Secretary, the Home Secretary and
the Attorney General, to meet soon to discuss the issue raised
by the Prime Minister and to settle the text of the letter to
Mr. Ramsden. Our diary secretary is already in touch with
yours about a possible meeting after Cabinet on Thursday.

CONFIDENTIAL QNMN“V/




»

CONFIDENTIAL

2

I am copying this letter to Tony Galsworthy (Foreign and
Commonwealth Office), Philip Mawer (Home Office), Michael
saunders (Law Officers' Department) and Trevor Woolley

/g
gt Ll

N.L. Wicks

B.R. Hawtin, Esg.,
Ministry of Defence.

CONFIDENTIAL




SIR CHRISTOPHER MALLABY'S DRAFT

Amended paragraphs 2 and 3 of the draft letter to Mr Ramsden,

Vice-Chairman of the D Notice Committee

2. Let me leave you in no doubt that the Government
continues to place very great value on the D Notice system
which has served the country well. What, if anything, is
between us, is not the way in which the system has always
worked in avoiding inadvertent publication of items of
information which would prejudice national security. Rather,
it is whether action by the Government to maintain the
effectiveness of the security and intelligence services by
upholding the duty of confidentiality of members and former
members of those services should bear on the working of the

D Notice system. The Government's position, expounded at
length in the Peter Wright case, is that members and former
members of the security and intelligence services owe a
lifelong duty of confidentiality to the Crown and that the
upholding of that duty is essential to the overall security of
the country. Some or most of the media may disagree with the
Government's position on the duty of confidentiality; they

will no doubt make their views known very forcefully

Aforoseiy¥. But the difference between the Government and the




media on that matter should not compromise the distinct
function of the D Notice system which, I repeat, is to seek to
ensure that specific information is not published which would

damage national security.

3 The D Notice system is voluntary and advisory and as
such, as the media members of the Committee have observed, must
rest on mutual trust between the Government and the media. 1In
this context I can repeat the assurance that any information
given by the media to the Secretary of the DPBC about the
contents of any forthcoming publication will be used by the
Government solely to decide what advice to give the Secretary
about the risk, if any, to national security which the material
would represent if it were published.|/ (The fact that the
Sectetgry of the DPBC only passes limited information to a £ew

L sbcted Gtk -

[_\experts in Government means that the Government as a whole is

not aware of it, and may 4% need to take steps,[t rough the

Treasury Solicitor, to obtain information about a publication

which could involve breaches of the duty of confidentiality.)




MR. INGHAM'S DRAFT

Let me leave you in no doubt that the Government continues
to place very great value on the D-Notice system. It has
served the country well. It has done so because there has
been a general recognition on the part of the media that
publication of certain material could or would prejudice
national security and that it is in the national interest to
avoid its being made public inadver}ently. It hopes the
media continue to hold that view.

For that reason the Government believes it is important that
there should be a clear understanding of the new situation
which has arisen over recent months where the Government has
felt obliged to act to uphold the duty of confidentiality of
its servants. While this action may touch on the working of
the D-Notice system, the Government believes it should be
seen as something quite separate and distinct from the
operation of the system and the DPBC.

Some or most of the media may disagree with the Government's
position on seeking to enforce a duty of confidentiality
which has been expounded at length in the Peter Wright case.
The Government fully and readily acknowledges the media's
right freely to express whatever views they may hold on this
issue. But that is a quite separate matter from the working
of the DPBC and D-Notice system. The Government believes
that it—Gahnot - and should not - affect the shared
objective, explicit in the media's membership of the DPBC
and support for the D-Notice system, of avoiding the
publication of information which would damage national
security. ST
e

The Government must retain its freedom to uphold the duty of
confidentiality by its servants and that freedom should not
be circumscribed by D-Notice machinery designed to achieve a
different objective. B o
_—
The D-Notice system is of course voluntary and advisory
and, as as such, as the media members of the Committee have
observed, must rest on mutual trust between the Government
and the media. It will continue only if both the Government
and the media regard it as worthwhile in the national
interest. Whatever disagreeméﬁfE’TEEfe have been and may
continue to be in other areas, nothing has changed, in the
Government's view, with regard to the value of the system.

T R e




The Government hopes very much that the media will agree
with this and will continue to participate in it. After
all, the joint objective is, to repeat, to serve the
national interest.




ATTORNEY GENERAL'S DRAFT

It continues to work well as a means whereby inadvertent
publication may be avoided of matters specifically
identified in a ‘D’ Notice as being particularly
sensitive for reasons of national security.

As regards the British Security and Intelligence

Services the relevant Notice is No. 6, as last revised

in December 1981 [re-issued in January 1982]1. The duty of
confidentiality which is owed to the Crown by members

and former members of those Services is not referred to in
‘D’ Notice No. 6. Because the Government believes,
however, that the observance of that duty is necessary

in the interests of national security it will wish, in an
appropriate case and in default of agreement, to seek its
enforcement in the civil courts by means of an injunction
restraining publication, notwithstanding that the
particular, material sought to be published may already
have beeﬁf;ﬁgmi?Egﬁ‘?g the Committee, and attracted no

Nl
adverse comment. It is appreciated that disagreement
exists between the Goverenment and some within the media

as to the Government’s policy in regard to the duty of
confidentiality in this context. That can, and no doubt
will continue to be a matter for separate debate. It
need not and should not, however, in the Government’s

view, prejudice the operation of the ‘D’ Notice Committee
in relation to matters falling within the ambit of ‘D’

Notice No. 6, or any other Notice.
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The draft letter from Sir Clive Whitmore to the senior
Wedia representatives on the D Notice Committee, enclosed with

Mr Hawtin's letter of 5 January to you, included the following

sentence:

"I can repeat the assurance that any information given
by the media to the Secretary of the DPBC will be used
by the Government solely to decide what advice to give
the Secretary about the risk, if any, to national

security which the material would represent if it were

published."

2. That sentence is a fair description of our policy and
—

practice, in that we would not go to law on the basis of

— —_— s

information obtained only through the D Notice system that a

ey s oy

particular publication was on the way; and in that any

information provided through the D Notice system would not be

e
used by the Government (1§ €vidence in any case we initiated
—_— b
on the basis of separate information. (In the case of Nigel
West's "A Matter of Trust", we learned of the forthcoming

publication through Arthur Martin, its main insider source. 1In

the case of West's "Molehunt", the D Notice Secretary drew the
— —_—
publisher's attention both to new information damaging to
—_—
national security and to information damaging to national
security which had been removed from "A Matter of Trust®." It
BTy o e
is true that this letter from the D Notice Secretary was
—_—
followed by contact between the Treasury Solicitor and West;
_—
but it was the latter who initiated the contact.)

—

1
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3. In one narrow sense the sentence from the draft letter,

quoted above, is not complete. It could be that we obtained

our first information on 4 forthcoming publication through
P - =
the D Notice system and responded that we had no particular

e ™
advice with regard to the national security remit ¢/ that

system. Having done that, however, we might rack our brains,

i

if the forthcoming publication contained material in breach of

—_—

confidence, for another way of obtaining knowledge of it, so

——— —

that the Treasury Solicitor could approach the publishers.
e mgideae e s b e

Precisely because we would seek information from a separate

source before the Treasury Solicitor took action, the role of

the D Notice system in the background should not be visible to

—
the publisher and author concerned. But, in order to avoid any
want of accuracy in the sentence quoted above, I have obtained
—_—
Sir Clive Whitmore's agreement to an amendment to the opening

words:

"I can repeat the assurance that any information given
by the media to the Secretary of the DPBC about the

contents of any forthcoming publication will be...".

This amended wording is in line with what Sir Clive Whitmore
said on the matter at the meeting of the D Notice Committee on
21 December 1987.

M

C L G Mallaby
8 January 1988
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MINISTRY OF DEFENCE
MAIN BUILDING WHITEHALL LONDON SW1

Telephone 013030X7032 24181 ‘21113

MO 23/1L 5th January 1988

THE D NOTICE SYSTEM

There were a number of indications before Christmas that the
media were proposing to withdraw from participation in the D Notice
system: they were contemplating this step because they felt strong
doubts about whether they could continue to co-operate in the system
while the Government was taking legal action against the media to
uphold the duty of confidentiality. A meeting of the Defence Press
and Broadcasting Committee was held on 2lst December to consider the
situation, and although the discussion was protracted and at times
difficult, it served its immediate purpose of dissuading the media
members from withdrawing from the Committee. In the course of the
meeting, however, the media members made the following statement:

"We deplore the Government's resort for the second time this
year to legal action in cases where the D Notice procedures have
been scrupulously followed by the Press side of the D Notice
Committee. The D Notice system rests on mutual trust between
Government and media. This trust is now seriously at risk,
putting into question the continued relevance of the D Notice
Committee. In the light of the injunction against the BBC Radio
4 programme "My Country Right or Wrong" we seek an early
statement clarifying the Government's attitude towards the
D Notice system."

The official members of the Committee have been giving some
thought to how best to respond to the request for an early statement
on the Government's attitude to the D Notice system and they have
concluded that this might be done in a letter from Sir Clive
Whitmore, Chairman of the DPBC, to Mr J M Ramsden, Vice-Chairman and
leader of the Press side. I attach the draft of such a letter which
the Defence Secretary has seen and approved .

Nigel Wicks Esg
10 Downing Street




Mr Younger's minute of 16th December to the Prime Minister set
out his reasons for believing that the D Notice system has an
important role to play in preventing breaches of national security
and that there is no simple and obvious replacement for it. We are
in no doubt that the media representatives on the Committee share
this view, but they have reacted strongly to the Government's recent
actions to uphold the duty of confidentiality and they have allowed
their feelings to cloud the important distinction between the two
issues. The draft, therefore, aims to set out clearly this
distinction, while at the same time confirming the Government's
belief in the value of the D Notice system.

Officials believe that a letter on the lines of the attached
draft should be sufficient to dissuade the media from withdrawing
from the D Notice system, though there is no certainty of this. I
should be grateful to know whether the Prime Minister is content with
the draft.

I am sending copies of this letter to Tony Galsworthy (Foreign
and Commonwealth Office), Philip Mawer (Home Office), Michael
Saunders (Law Officers' Department) and to Trevor Woolley (Cabinet
Office).

(B R HAWTIN)
Private Secretary
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PRIME MINISTER

THE D NOTICE SYSTEM N.C.

(77 S iy Y
In the light of our consideration last weekend of possible

action against The Observer and of the current action against the
BBC, I thought it might be helpful if I were to circulate agﬂgge
about the D Notice system. I believe thé-g;;;;;r:;r;E_;;;giderable
vaiEE-EEE_TE_IE_TEEBrtant that we consider carefully any action which
mig sult in its downfall.

i Vel N R

2. The D Notice system provides the means by which advice can be

e

sought on the implications for national security of material which

might be published or broadcast. It also enables the Government and

its agencies to discover more about books and stories they have heard
about covertly. The system is overseen by the Defence Press and
Broadcasting Committee, which is chaired by the Permanent Under
Secretary of the Ministry of Defence and consists of a further three
senior officials and eleven influential representatives of the media.
Day-to-day work is the responsibility of the Secretary of the
Committee. It is a YSEEEEEEZ_EXEESELunder which an editor or author
can accept or reject the advice the Secretary of the Committee gives
him after consulting the Government Department or agency concerned.
In most cases agreement is reached between the Secretary and the
media. Only rarely do issues arise which need to be put to
Ministers. I attach as a Annex to this minute some examples of the
sort of cases which the Secretary has dealt with over the last year

or so. In addition, there is a steady flow of work from reputable
o e e i il

aerial survey firms to safeguard photographs of defence

installations.

_
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3. Inevitably, a voluntary system, and particularly one which

e .
operates in such a grey area, is not watertight. It depends for its
success on confidence and trust, and the rglationship between the

ARy Sm S P T Y, & -~ . v
Secretary of the DPBC and the media is a delicate one. It 1s
important that the advice the Secretary gives is based on grounds of
—_— 3

national security alone, and he must be seen to be truly independent

R A T~ o &
of Government. Confusion about his relationship with Government 1S
o e s LSS s

at the heart of the present difficulties with the D Notice system.

4. As the Annex shows, this voluntary system does work. Without it
there would be no simple and obvious way in which we could seek to
prevent the publication of information damaging to national security;
we should have to rely entirely on the uninformed discretion of
editors. And without the early warning the system provides of
articles and broadcasts which might cause difficulties, we should be
faced more frequently than now with decisions on whether to take
legal action after the event and after the damage had been done. As
the events of last weekend demonstrated, if we allow the system to
work it frequently does so to the advantage of the Government.

5. I am sending copies of this minute to the Foreign and
Commonwealth Secretary, the Home Secretary, and the Attorney General

(ol

and to Sir Robert Armstrong.

Ministry of Defence
|6 December 1987

CONFIDENTIAL
2




42 EXAMPLES OF D NOTICE BUSINESS

a During negotiations for changes to be made to David Hooper's
book "Official Secrets" it was revealed that a publisher held a copy

of either Sethia's diary or the manuscript of his book.
R

b. Discussion of a book about the IRA with publishers revealed

that there was no intelligence dimension.

C. Amendments obtained to two articles on cryptography to be

published in the Intelligence and National Security Journal.

d. Measures to prevent photography of sensitive areas during mass

trespass at the Clyde Submarine Base agreed with BBC, ITN and TVAM.

e. Chapter on Bletchley Park in book of memoirs considered and

no advice offered.:

£, Advice sought by Penrose (Sunday Times) in connection with

Blunt.

g, Anglia TV withdrew team trying to obtain photograph of

Sir Arthur Franks.

h. Addresses and telephone numbers removed from newspaper articles

about a BT muddle over Security Service telephone bills.

2l SIS suspected The Sun was to publish an article on "Security
Chiefs". Editor denied this and undertook to warn Sec DPBC if the

article materialised and to safeguard addresses.

G Radio Falmouth dissuaded from publishing information about

emergency oil installations.




L TIA

k. First approach to BBC on '"Secret Society' series made by
Sec DPBC; resulted in advice being sought from Government on
ZIRCON and from Sec DPBC on two other episodes and one change

accepted.

15 Sunday People sought advice on a story of activities of

Otto Klempf.

m. In conjunction with T Sol numerous amendments achieved to
West's MOLEHUNT. Express's serialisation started with unexpurgated

text. Early action taken in respect of second and subsequent extracts.

n. At request of FCO, manuscript of book about OPEC obtained

and read. No advice.

()5 At Security Service request, ensured Observer was not running

a story about anti-terrorist operations.

p. Routine call on Editor of Daily Express revealed Nigel West

writing a new book.
1

q. Richard Deacon book 'SPYCLOPAEDIA' submitted at request of

Sec DPBC.

r. Impact of Sunday Mirror article about 'C' reduced.

S. Three breaches of D Notice No.6 taken up with Editor of
The Independent. This led to a visit by Chairman and Sec DPBC

at which Editor gave undertaking to consult in future.

t. Breach of D Notice No.6 taken up with Editor of Observer

who apologised and undertook not to repeat.
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DEFENCE, PRESS AND BROADCASTING COMMITTEE

D NOTICE NO 6

FA S

BRITISH SECURITY AND INTELLIGENCE SERVICES

1. The broad functions of the security and intelligence services are widely
knowna. They are responsible for countering threats to the Realm arising from
espionage, subversion and sabotage and for providing HM Government with secret
intelligence concerning foreign powers. These services must work as far as
poseible in conditions of secrecye. The publication of detailed information
about their activities or methods, or the disclosure of jdentities, is likely
to prejudice both present and past operations, and also to make more difficult
the day to day work of persons involved.

L BT e requested therefore that nothing should be publiahed without
reference to the Secretary about:

a. specific operations of the security and intelligence gervices and
those involved with them;

) ;
b. details of the manner in which operational methods, including the
interception of communications, are actually applied and of their targets;

Ce the identities, whereabouts and tagks of persons employed by these
services including details of their families and home addreasess Edi tors
are reminded that such disclosures can lead to the identification of other
members of the services, and of individuals who have at any time aisistad
these services; and that the publication of identities or of pEotogrsjaEE
can Belp a terrorist organisation to jdentify & targety

de the addresees and telephone numbers used by these services;

e. the organimational structures, communications networks, numerical
strengths, and training techniques of these services, and details of the
resources allocated to them;

¢£. technical advances by the security and intelligence gervices, in
relation to their intelligence and counter-intelligence methods, whether
the basic methoda are well known or not;

3. Attempts are sometimes made to prompt disclosures about the work of the
security and intelligence services by planting stories in the British or foreign
presa. It is therefore requested that ostensible disclosures of information
published about these services should not be repeated or othervise elaborated
upon without reference to the Secretary. This includes information purporting to
come from members or former members of these services.

20 March 1986




MINISTRY OF DEFENCE
MAIN BUILDING WHITEHALL LONDON SW1

Telephone 01-3&¥RX 218 6169
D/S of S/4618C 31st March 1982
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I enclose a copy of an Answer we are giving today to
a Parliamentary Question from Geoffrey Johnson-Smith MP on
the conclusions of the review of the D Notice system.

Sir Frank Cooper who chairs the Defence Press and
Broadcasting Committee (The'D!' Notice Committee) has kept
Sir Robert Armstrong informed and he has consulted the
Prime Minister on the form and timing of the public
announcement of the results of the review. As you will know,
it was the Prime Minister who preferred the initial announcement
to be in the form of an inspired Parliamentary Question.

I am also enclosing a copy of the new D Notices which
have been placed in the Library of the House and of the letter
the Secretary of the DPBC sent today to the Chairman of the
Select Committee on Defence.

A copy of this letter and enclosures goes to David Heyhoe
in the Lord President's office.

Tl oee
it

(D T PIPER)

M A Pattison Esq




WEDNESDAY 31ST MARCH 1982

MR GEOFFREY JOHNSON SMITH (CONSERVATIVE)(EAST GRINSTEAD)

67 Mr Johrson Smith To ask the Secretary of State for
Defence, having regard to his
observations upon the third repor
from the Defence Committee for
Session 1979/80 Cmnd 8129,
whether the Defence Press and
Broadcasting Committee has now
reached a conclusion on its
review of the D notice system.

ANSWER
(Mr John Nott)

The Defence Press and Broadcastiﬁg Committee (DPBC) has now
completed its review of the D Notice system and has informed the
Goverimment of its conclusions.

{

The D Notices themselves have been revised and reduced in

number from 12 t9 8. They have been kept in general terms in the

belief that advice on details of application or interpretation can

best be conveyed in consultation with the D Notice Secretary.

D Notices will continue to be advisory and the system will remain
entirely voluntary with no legal sanction. The final responsibility
for the decision whether or not to publish will continue to lie
solely with the editor or publishér concerned.

The Committee is convinced of the continuing need for a system
which seeks to protect information on national security matters
whose publication would be harmful to the nation. It considers
that many of the difficulties and misconceptions concerning the

D Notice system which have arisen in the past have been the result




of a lack of general understanding of its purpose and how it works,

and that it would be of benefit if these were more widely known.
To this end, a description of the system has been included in a
General Introduction to the D Notices and this introduction is being
~widely circulated.
The Government have considered the conclusions of the Defence
Press and Broadcasting Committee's review and give them their full

support.

y! A copy of the new D Notices together with the General

Iutroduction has been placed in the Library.

Ministry of Defence

31st March 1982




e DEFENCE, PRESS AND BROADCASTING COMMITTEE

Secretary: *Rear Admiral W.N. Ash, CB, MVO

Room 6370
Telephones: 'P:Ilh;isgyv]:f Defence
Office: 01-218 2208 : v\fh:‘te:a'” ing
Home: London - 01-431 1633 ’ )
3 4 B
Exoter (0392) 58751 - LonpoN SW1A 2H

Ref.DN/5201/DPBC

18 March 1982

DEFENCE PRESS AND BROADCASTING COMMITTEER

D NOTICES

ERRATA AND CORRIGENDA

It is requested that the following amendments be inserted in the enclosec
copy(i=s) of D Notices dated 12 January 1982:-

Page (iii) - ‘Membershivp of the Defence Preis and Broodcastinz Committee

Neter the entry for J K Donlan, Esq, insert:
G. Evans, Esq, NPA
Managing Editor
The Sunday Telegraph 3 #

Page 5 ~ D NOTICE No 3

Para 2c, 2nd line. Last word should read 'plutonium!

Page € - D NOTICE No 4

Para 3, last line. Second word should read 'operations'

W N ASH

Secretary of the Commitleo
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DEFENCE PRESS AND BROADCASTING COMMITTEE
D NOTICES

The enclosed D Notices dated 12 January, 1982 are issued by the Defence Press
and Broadcasting Committee. Any gfiestions about the D Notices, their
application or interpretation should be addressed to the Secretary, Defence
Press and Broadcasting Committee, (the 'D Notice Secretary'), currently

Rear Admiral W N Ash. He is available at any time and details of how to contact
him are appended.

The D Notices now issued are not confidential, though the Defence Press and
Broadcasting Committee will preserve the ability to issue advice on a
,confidential basis if a need should arise in the future. They are addressed
to editors and publishers personally, but additional copies are freely
available from the Secretary if they wish to circulate them more widely within
their own organisation.

PR

12 January 1982 : Rear Admiral

Secretary of the Committee
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DEFENCE PRESS AND BROADCASTING COMMITTEE

LIST OF CONTENTS

Subject Page No Date
Covering Note : ‘ (i) 15.52
List of Contents (ii) .1.82
Membership of Defence Press and Broadcasting Committee (iii-iv) Q.82

Contacting Secretary to Defence Press and Broadcasting (v) .82

Committee

General Introduction to the D Notice System . 1=2

D _NOTICES

No 1 Defence Plans, Operational Capability,
State of Readiness and Training

2 Defence Eﬁuipment

3 Nuclear Weapons and Equipment

L ‘Radio and Redar Transmission

5 Cyphers and Communications

6 British Security and Intelligence Services
T War Precautions and Civil Defence

8  Photography

January 1982




DEFENCE PRESS AND BROADCASTING COMMITTEE

MEMBERSHIP OF THE DEFENCE PRESS AND BROADCASTING COMMITTEE

The current membership of the Defence Press end Broadcasting Committee is as
follows: 2 .

Representing

Chairman Sir Frank Cooper GCB CMG
Permanent Under Secretary of State
Ministry of Defence

* Chairman, Press J M Ramsden Esq
and Broadcasting Editor-in-Chief
Side Flight International

3 @ Government Sir Brian Cubbon, KCB
Representatives Permanent Under Secretary. of State
Home Office

Sir Arthur Hockaday, KCB, CMG
Second Permanent Under Secretary
of State

Ministry of Defence

Patrick Wright Esq, CMG
Deputy Under Secretary of State
Foreign and Commonwealth Office

Press and J Bishop, Esq
Broadcasting Managing Editor
Representatives Illustrated London News

Windsor Clarke, Esq, CBE

J K Donlan, Esq
Managing Editor, News and Special Reports
The Sun

R Francis, Esq
Director, News and Current Affairs
British Broadcasting Corporation

F J H Grant, Esq
Managing Editor
The Times

D Horobin, Esq
Deputy Editor
Independent Television News Limited




DEFENCE PRESS AND BROADCASTING COMMITTEE

s .
* MEMBERSHIP OF THE DEFENCE PRESS AND BROADCASTING COMMITTEE

Representing

Press and " K Whetstone, Esq NS
Broadcasting Editor

Representatives Birmingham Evening Mail

(Cont)

C Wilson, Esq
Editorial Director
George Outram & Co

Secretary Rear Admiral W N Ash, CB, MVO

'

Associate J B Wright, Esq

Secretary Deputy Chief Press Officer
> Ministry of Defence

12 January 1982




DEFENCE PRESS AND BROADCASTING COMMITTEE

CONTACTING THE SECRETARY

The office of the Secretary, Defence Press and Broadcasting Committee is
situated at: | .

Room 6370
Ministry of Defence
Main Building
Whitehall

London SW1A 2HB

Telephone No. 01-218 2206

The office is normally open from Monddys to Fridays from 0900 to 1700. The
telephone is fitted with an Ansaphone which, out of office hours, gives
information on how the Secretary mey be contacted.

The Secretary will normally be aveilable out of office hours at home on
either 01-U431-1693 or Exeter (0392)-58751. These telephones are also fitted
with Ansaphones and if the Secretary is temporarily absent a message can be
dictated and the Secretary will phone back as soon as he returns.

During the Secretary's longer absence on leave or from other cau , the
Associate Secretary, Mr J B Wright, Deputy Chief Press Officer, Ministry of
Betence telephone number 01-218-3259, will handle enquiries. Out of office

hours he can be reached at home, telephone number Oxford (0865)-66723.
In the event of any difficulty, the Duty Press Officer, Ministry of Defence,

telephone number 01-218 7907, should be consulted. He will always be kept
aware of the movements of the Secretary and Associate Secretary.

12 January 1982




DEFENCE PRESS AND BROADCASTING COMMITTEE

GENERAL INTRODUCTION TO THE D NOTICE SYSTEM

1. The D Notice system applies to certain categories of information which the
government considers that it hes a duty to protect, and which it asks editors
and publishers to refrain from publishing, as being particularly sensitive

for reasons of national security. D Notices are designed to provide gui

on the nature and extent of this information, and are backed up by readily
available advice on their application and interpretation. The criterion used
to establish and administer D Hotices is that they should be strictly confi

to subjects where secrecy is agreed to be necessary. The guidance is not
intended to be inflexible: in particular cases some relaxation may be possible;
but in order to avoid serious risk which may not be apparent editors and

" publishers are asked to consult the D Notice Secretary whenever there may be
doubt . 3

2 The D Notice system is entirely voluntary and has no legal authority: the
final responsibility for the decision whether or not to publish lies solely
with the editor or publisher concerned. The legal aspects of the publication
of official information are covered seperately by the Official Secrets Acts
(see paragraph 8 below).

The Need to Protect Information

3. Hostile intelligence services draw on information from a variety of sources
$oth overt and covert, and by piecing it together can build up a composite
picture of a suwbject. The dissemination of sensitive information can make their
task easier and put national security at risk. It .can also be of value to
terrorist groups who lack the resources to obtain it through their own efforts.
For these reasons there are dangers inherent even in the publication of informa—
tion covered by D Notices which has already appedred elsewhere. It is strongly
requested that there should be no elaboration, nor confirmation or denial, of
the accuracy of items published elsewhere, without reference to the Secretary.

How the System Works 5

4. D Notices are addressed to national and provincial newspaper editors, to
radio and television organisations, and to some publishers of periodicals and
books on defence and related subjects.

5e D Notices may be issued or amended only on the avthority of the Defence Press
and Broadcasting Committee (DPBC). The-Committee is composed Jjointly of

officials from government departments concerned with nationel security, and
representatives of the press and broadcasting organisations. The Chairman of

the Committee is the Permanent Under-Secretary of State for Defence. The press
and broadcasting members select one of their number as Chairmen of their side

of the Committec; he acts as their spokesman at meetings of the Committee and
provides a point of day-to-day contact for the Secretary DPBC (the "D Notice
Secretary"), whose office is thé central point of the system.

6. ' The Secretary, who is normally a retired senior officer from the Armed
Forces, is appointed with the approval of both sides of the C mmittee. He is
the servant equally of the government and press sides of the and he i
available at all times. D Notices are necessarily drafted in somewhat general
terms, and from time to time questions of real difficulty arise as to the °.

1
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application of a D Notice to some particular set of circumstances. t is on
such questions in particular that the Secretary is available to advise. He

is not however invested with any authority to give 'rulings' or judicial
interpretations: this would be at veriance with the basic principle of the
system, which operates throughout as one of free co-operation and consultation.

i In cases where it is thought necessary to issue a D Notice on a specific
matter, the government department conceraed will agree a draft of the proposed
Notice with the Secretary who, from his experience, can advise upon the form
and content which are likely to make it acceptable to the press. The Secretary
will then seek the agreement of both sides of the DPBC to the draft and, if it
is obtained, issue the text as a D Notice in the name of the DPBC as a whole.
New drafts which are challenged or whose texts cannot be agreed are

considered at a full meeting of the DPBC. In very urgent cases the Secretary
is authorised to issue a D Notice at the request of a department on his own
responsibility provided that he can secure the agreement of both sides of the
DPBC, including not fewer than 3 press and broadcasting members. If such an
emergency Notice is issued it has to be reviewed by the full Committee as soon
as possible.

D Notices and the Official Secrets Act 1911-1939

8. There is no direct relationship between the D Notice system and the Official
Secrets Acts. Nothing in the D Notice system relieves an editor of his
responsibilities under the Acts, though D Notices have a useful function in
remindihg editors that publication of the informetion which they protect could
contratene the provisicns of the Acts.

12 January 1982




DEFENCE PRESS AND BROADCASTING COMMITTEE

D NOTICE NO 1.

.

DEFENCE PLANS; OPERATIONAL CAPABILITY, STATE OF READINESS AND TRAINING

als The defensive capability of the United Kingdom, particularly as to broad
policy and overall strategy, is in general terms a proper subject for public
discussion. It is important, however, that such discussion should not disclose
details whose publication could damage British interests by giving a potential
enemy important strategic or operational advantages.

28 It is requested therefore that information of the kind listed below should
not be disclosed without first seeking advice:

a. defence plans or particulars of defence policy which would enable
a potential enemy to deduce details of our intentions at any level of
operations;

b. plans for the allocation, handling and deployment of service resources
to meet particular hostile situations, and other contingency plans;

Yc¢. details of the work carried out at, or the specific function of,
defence establishments, installations or units where such detail has
not been officially released or is not readily apparent;

d. thne state of readiness and detailed operational capability of
individual units or formations;

e. operational movements of individual units or formations (as distinct
from routine peacetime movements) ; 1,
.
i particulars of current or projected tactics, trials, techniques
and training (iucluding anti-interrogation training).

12 January 1982




DEFENCE PRESS AND BROADCASTING COMMITTEE
D NOTICE NO 2

DEFENCE EQUIPMENT

1. Detailed information on defence equipment when prematurely revealed can
help potential enemies to devise effective counter-measures more quickly, or
speed up development of their own weapons and eguipment. This applies to all
stages from research and development to use in service. Even wi major
equipment has been introduced, protection of information about its operational
,use is necessary if it is to retain its full effectiveness.

2 It is requested therefore that detailed information that has not been
officially released about defence equipment should not be published without
first seeking advice. The categories of information referred to are:

a. code names and code numbers;

b. design details, technical specifications, materials and production
methods

¢. trials eand new facilities for them, trials equipment, dates and
results;

performance figures and operational capabilities;

specifics of possible counter-measures;

total numbers ordered, rates of production, and stocks;

5 forecast dates of entry into service;
y °

h. detailed photographic and other pictorial ‘or diagremmatic materiel.
3. Deteiled information about cancelled projects is also subject to the

general request for restraint in publication because it may have rclevance to
other developments.

12 January 1982
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DEFENCE PRESS AND BROADCASTING COMMITTEE

D NOTICE NO 3

NUCLEAR WEAPONS.AND EQUIPMENT

1. Information about the performance and deployment of nuclear weapons and
their delivery systems, including any measures they incorporate to defeat qn’w"
aircraft or anti-missile defences, could be of value to an enemy in formulating
his defence plans and in devising counter-measures. At the same time information
about the design of nuclear weapons and the technology for their manufacture
could assist nuclear weapon states to improve their nuclear capability; non-—

,nuclear weapon states to acquire one; or sub-i -national grouos to produce explosive

nuclear devices.

2. It is requested therefore that information falling in the following
categories should not be published without first seeking advice:

a. the design of specific nuclear weapons, their characteristics
(eg yields and vulnerability); and systems whose purpose is to
enhance their penetration through defences;

b,_‘ the technologies for producing nuclear weapons and the special
nuclear materials used in them;

(0% stockpile quantities, storage arraupcmcnts and deployment plans
for nuclear weapons and the materials used in them, es pecially plzutonium,
urenium and tritium;

d. detailed 1nf0rmdt10n on the ‘arrangements for transpori and
movement _of nuclear veapons, components and fissile material.

°

12 January 1982




DEFENCE PRESS AND BROADCASTING COMMITTEL

D NOTICE NO 4

RADIO AND RADAR TRANSMISSIONS *

1. Radio communications and other electro-magnetic transmissions are
intercepted by potential enemies. Intercepted information mey be of
exceptional value to an enemy, and the unofficial publication of information
which aids interception may be very dameging to national security.

2. It is requested therefore that advice should be sought before the
- publication of details of radio and radar equipments and transmissions used
for defence purposes, unless they have been officially released.

3. Especial caution is necessary in respect of details such as physical
characteristics, frequencies, transmitting times, purpose and location,
particularly when they xelate to equ]pmnnt under dbvelopmcnt or engaged in
defence op’*rathonP and exercises.

12 January 1982




DEFENCE PRESS AND BROADCASTING COMMITTEE

e
D NOTICE NO 5
CYPHERS AND COMMUNICATIONS e

1. There is a need for careful handling of information about HM Government's
communications systems and those of our allies. Publication of details about
these communications could assist potential enemies to penetrate them.

2. It is requested that no details should be published of:
a. HM Government's codes and cyphers and those of NATO and other allies;

b. the operations, organisation and numerical strength of communications
establishments dealing with national security matters.

8% It is also requested that extreme discretion should be used in reporting
ostensible disclosures of information published at home or overseas about
British codes and cyphers and that such information should not be elaborated

- upon without reference to the Secretery. This includes information purporting
to come from people who are or were employed in British communications
establishments.

12 January 1982



DEFENCE PRESS AND BROADCASTING COMMITTEE

D NOTICE NO 6

BRITISH SECURITY AND INTELLIGENCE SERVICES

1k The broad functions of the security end intelligence services are widely
known. They are responsible for countering threats to the Realm arising from
espionage, subversion and sabotage and for nrov1d1ng HM Government with sec
intelligence concerning foreign powers. These services must operate as far
as possible in conditions of secrecy. Their work cen be made much more
difficult, even impossible, by publication of deteiled information about their
activities or methods, since this is likely to stimulate specific counter-

et

- neasures.

2, Tt is requested therefore that nothing should be published without
reference to the Secretary about:

a. specific operations of the security and intelligence services and
those involved with them;

b. details of the manner in which operational methods, including the
interception of communications , are actually applied and of their
targets;.

Co the identities, whereabouts end tasks of persons employed by these
services, including deteils of their families and home addresses.
Editors are reminded that, in addition to possible risks to operations
from disclosures of such matters, former employees and their families
and associates may still be at risk, sometimes for a long period,

after ceasing employment;

d. ‘the addresses and telephone numbers used by these services;

.
e. the organisational structures, communications networks, numerical
strengths, and treining techniques of these aerv1cus, and details of the
resources allocated to them;

nide technical advances by the security and intelligence services, in
relation to their intelligence and counter- intelligence methods, whether
the basic methods are well known or not;

3. Attempts are sometimes made to prompt disclosures sbout the work of the
security and 1ntmlllbence services by planting stories in the British or
foreign press. It is therefore requestcd that ostensible disclosures of
information published about these services should not be repeated or
otherwise elaborated upon without reference to the Secretary. This includes
information purporting to come from members or former members of these
services.

12 January 1982




DEFENCE PRESS AND BROADCASTING COMMITTEE

D NOTICE NO 7

WAR PRECAUTIONS AND CIVIL DEFENCE

1. It is necessary to safeguard’a number of key buildings, structures and
installations, which are essential to national security. Many of them have
peacetime use from which it may be possible to deduce their wartime functio
nevertheless, it would be demaging to the national interest to disclose tr
defence purpose or to publish details or photographs of their precise locat
structure, approaches or identifiable surface work. It is requested there
that disclosure or publication of such detail should not be made without first
seeking official advice.

2. The buildings, structures and installations fall broadly into the following
categories:

a. underground installations for the storage and movement of emergency
reserves of oil;

b. sites of headquarters or communication centres of government above
locel authority level in time of war;

c. ' underground cables or other communications equipment intended for
emergency use;

a. underground flood gates that are not in public view on the London
Underground Railways.

3. Tt iz also requested that the identity or the purpoce of the buildings or
sites earmarked for the Emergency National Grid Control Centre or the NATO

Wartime Civil Agencies for 0il and Shipping, or the capacity of any non-commerciel
0il storages or pipelines, should not be published.

12 January 1982




DEFENCE PRESS AND BROADCASTING COMMITTEE

D NOTICE NO 8

PHOTOGRAPHY | e

1. The wide availability to the public of sophisticated photographic equ
and the use of high definition cameras in satellite and other reconnais
does not remove the need for caution with regard to the publication of
photographs of defence establishments and installations. Such photographs
reveal details of possible targets not otherwise known as available to
potential enemies.

2 It is requested therefore that advice should be sought before the pu
of detailed photographs, films, diagrams and sketches of. defence establi
and installations. This applies in particular to material containing dete
the operational bases of the three Services and of their essential support
facilities including research and development establishments, ranges and
experimental areas, storage and maintenance depots, dockyards and factories,
and to aerial photographs of warships in a nave dockyard or commercial
shipyard. It is not intended however that general views of ai icts %
contain a defence establishment should be withheld from publication, provided
that these do mot clearly distinguish details which would assist in identifying
the purpose of the building or installation.

)

3. See D Notice No 2 concerning the photography, ete, of defence equipment.

12 January 1982




Secretary: Rear Admiral W.N. Ash, cs, MVO
Room 6370
Ministry of Defence
Main Building

Telephones: {
Whitchall
el

Office: 01-218 2208
Home: London - 014311683

Exeter (0392) 58751 LonDON SW1A 2HB

Ref. DN/5201/DPBC

Cranley Onslow, Esq, MP
Chairman, Defence Committee
House of Commons %1 March 1982

Dear Chairman

DEFENCE PRESS AND BROADCASTING COMMITTEE - REVIEW OF THE D NOTICE SYSTEM

1. In their report on the D Notice system (Third Report, Session 1979-80,
(HC773 dated 6 August 1980)), the Defence Committee of the House of Commons noted
that the Defence Press and Broadcasting Committee (DPBC) would be initiating a
full review of all aspects of the existing system. The Defence Committee
subsequently asked that the conclusions of this review should be submitted to them,
50 that they could take them into account in any response to the Government
Observations on their report.

2. The DPBC have now completed their review of the system and, as Chairmen of
the DPBC and of the Press and Broadcasting side of the Committee, we now submit
the Committee's conclusions for the information of the Defence Committee together
with a copy of the new D Notices preceded by a General Introduction.

3. In conducting their review, the DPBC have taken full account of the views
expressed by the Defence Committee in their report and have addressed themselves
in particular to two questions which the report identified as being in need of
consideration: the means by which general understanding and acceptance of the
system should be improved; and second, the form of the advice.

4, In para 18 of their report, the Defence Committee commented that "it is the
perception of the system by the Press rather than its real nature vhich may be
creating unnecessary inhibitions". The DPBC recognise that many of the past
misconceptions about the D Notice system and the difficulties which have, on
occasion, arisen in its administration could be attributed in some degree to mis~
understanding of how the system works. They accept that if the system is to be
recognised and accepted, then the reasons for its existence, the way in which the
advice given is arrived at and made available, and the nature of the advice itself,
should be understood by those whose concern it is. The DPBC believe that to this
end the newly revised General Introduction should be freely and widely disseminated,
o~ As to the new D Notices themselves, there is nothing in them which }s classified

/
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in the official sense and they will no longer be marked 'Private and Confidential'
(though it will be necessary to preserve the ability to issue D Notice advice on
a confidential basis if a need should arise in the future). D Notices will be
addressed to editors and publishers personally, but it is being emphasised that
there need be no security restriction on the extent to which they are circulated
within their organisations.

Se The DPBC felt unable to endorse the Defence Committee's view (para 30 of

their report) that detailed and specific advice on particular matters should be

given in appendices to the D Notices. Such material would inevitably be so
voluminous if it were to be comprehensive that it would confuse and perhaps inhibit
the reader rather than help him. The DPBC concluded that the recipients of

D Notices would be best served by continuing to cover only the general areas of
information where care is necessary, and these areas are defined with as much
precision as possible. It believes that advice on detail will best be achieved by
encouraging consultation with the D Notice Secretary on all matters of interpretation,
or where there is any doubt as to application.

6. It is the Committee's intention to meet at least twice a year. To ensure that
the general advice remains current the DPBC will take formal steps to re-validate
the contents of D Notices annually.

7. The press and broadcasting members of the DPBC have not yet completed their
consultations with the press organisations on the complete composition of their
side of the Committee, but they have taken note of the Defence Committee's views
expressed in para 35 of their report.

8.  The DPBC agree with the view of the Defence Committee (para 36) that it is
essential that the DPBC's Secretary should be seen to be the servant of the whole
Committee and not just of the Ministry of Defence. They believe that this always
has been accepted to be the case by the vast majority of those in the press and
broadcasting, as well as by those in Whitehall, who have contact with the system.

9. The DPBC have considered the proposal that the Secretary should be located in
his own premises away from the main Ministry of Defence building. Clearly there is
an argument in favour of this on presentational grounds, but the DPBC believe on
balance that because the main function of the D Notice Secretary is to assist the
press and broadcasting with up-to-date and immediately available advice on the
interpretation and application of D Notices, he can do this effectively only by
maintaining close day-to-day contact with those responsible for the information
which D Notices seek to protect, and he should therefore remain where he is.

10. The purpose of the D Notice system is to protect information on national
security matters when publication would be harmful to the nation; and that alone.
The DPBC believe that the newly revised D Notices, together with their measures
to increase general understanding of the system, will, with the continued
co-operation of the media, achieve its wider acceptance and as a result serve
this purpose well.
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11. The House of Commons is being informed of the outcome of the D Notice Review
in a written answer to a Parliamentary Question to be made on 31 March 1982 and
it will be communicated to the press immediately thereafter.

J M RAMSDEN FRANK COOPER

Editor-in-Chief Chairman

'Flight International' Defence Press and Broadcasting Committee
(IPC Business Press)

Chairman, Press and Broadcasting Side

Defence Press and Broadcasting Committee
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10 DOWNING STREET

From the Principal Private Secretary

SIR ROBERT ARMSTRONG

REVISION OF D NOTICES

I have shown the Prime Minister
your minute A07911, and she has noted
that the Secretary of State for Defence
will be answering a Question about the
results of the review of D Notices on
Wednesday, 31 March.

NM\I 5

26 March 1982
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Ref. A07911

MR WHITMORE

Revision of D! Notices

In my minutes of 15th December and 8th February I explained the results
of the D! Notice review and described the Ministry of Defence's plans for

announcing those results. On the Prime Minister®s instructions we
subsequently agreed with the Ministry of Defence that the results of the review

would be announced by way of a written answer to an inspired Parliamentary

Question to the Secretary of State for Defence.

2. I have now heard from the Ministry of Defence that this procedure and the
text of the Question and Answer have been agreed with the Press and Broadcas—
ting Committee, and that the Question will be answered on Wednesday, 31lst

March. I attach a copy of the Question and Answer.
—

ROBERT ARMSTRONG

25th March 1982
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Question

To ask the Secretary of State for Defence, having regard to
his observations upon the third report from the Defence Committee
for Session [ ], Cmnd 8129, whether the Defence Press and

Broadcasting Committee has now reached a conclusion on its review

of the D Notice system.

Answer

The Defence Press and Broadcasting Committee (DPBC) has now
completed its review of the D Notice system and has informed the
Government of its conclusions. :

The D Notices themselves have been revised and reduced in
number from 12 to 8. They have been kept in general terms in the
belief that advice on details of application or interpretation can
best be conveyed in consultation with the D Notice Secretary.

D Notices will continue to be advisory and the system will remain
entirely voluntary with no legal sanction. The final responsibility
for the decision whether or not to publish will continue to lie

solely with the editor or publisher concerned.

The Committee is convinced of the continuing need for a system
which seeks to protect information on national security matters
whose publication would be harmful to the nation. It considers
that many of the difficulties and misconceptions concerning the
D Notice system which have arisen in the past have been the result
of a lack of general understanding éf its purpose and how it works,
and that it would be of benefit if these were more widely known.

To this end, a description of the system has been included in a
General Introduction to the D Notices and this introduction is being
widely circulated.

The Government have considered the conclusions of the Defence
Press and Broadcasting Committee's review and give them their full
support.

A copy of the new D Notices together with the General
Introduction [is being] [has been] placed in the library.

IN CONFIDENCE




10 DOWNING STREET
From the Principal Private Secretary

IN CONFIDENCE

SIR ROBERT ARMSTRONG

REVISION OF D NOTICES

The Prime Minister has seen your
minute A07602 of 24 February 1982 and
she agrees that we should now publicise
the results of the review of D Notices
by means of both a press release and a
Written Answer.

o

25 February 1982
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Ref. A07602

PRIME MINISTER

Revision of D Notices

Avs 0 07A e

o A e
On ﬁDecember you approved the revised D Notices drafted by the Defence
Press and Broadcasting Committee (DPBC) and agreed to the texts being published
if the DPBC believed this was necessary.
2 The DPBC, at its meeting on 12 January, formally adopted the new D
Notices and agreed that the results of their review of the D Notice system should

be made available to the House of Commons Defence Committee in the form of a

report signed by Mr J M Ramsden as Chairman of the Press side and Sir Frank
Cooper for the official side, The DPBC also concluded that the results should
be made public by the issue of a Press release with the questions and requests
for interviews which would inevitably ensue being dealt with by the D Notice
Secretary (Rear Admiral W N Ash).

3. In response to my minute A07361 of.8 February, you indicated that you

were content with the draft report to the Defence Committee but said you were

less ready to accept that the DPBC should publicise the results of the review by

means of a Press release (which could stimulate difficult questions) and asked
N —

whether it would be better to make the announcement by means of a written
answer to a Parliamentary Question.

4. I have now taken further advice on this point. The root of the problem
lies in the delicate relationship between the Government and the media inherent

——— —
in the DPBC. The Press and Broadcasting members are perpetually sensitive
—_—

about being regarded as "Uncle Toms'' who co-operate with the Government in
muzzling the freedom of the Press. They like to engender a feeling that the
Committee works in the broad national interest detached from the day-to-day ups
and downs of relations between the Government and the media; and that it is some
kind of independent body justified by the preservation of national security. This

is a fiction constitutionally, since the official members (who represent the Home

—_————
Office, the Foreign Office and the Ministry of Defence) operate under Ministerial
~—

direction. Nonetheless, the Press and Broadcasting members' sensitivities are
—

IN CONFIDENCE
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very real and, if they felt that these were ignored or trodden on, the entirely

voluntary D Notice system would be put at risk, We do not want them to be

embarrassed or to start to distance themselves from the outcome of the review
and lack robustness in their defence of their own contribution and of the new D

Notices. It was they, indeed, who argued for a Press release by the Committee

as a whole with subsequent enquiries being fielded by Admiral Ash who, in spite
——

of having his office within the Ministry of Defence building, is widely recognised
as ''meutral'’.

5% On the other side there are, of course, the sensitivities of Members of
Parliament to be considered. In the circumstances I suggest that we should
continue with a Press release (and answering of enquiries by Admiral Ash) but

also inspire a Parliamentary Question for written answer by the Secretary of

ﬁ-e for Defence on the same day, which would allowhim to indicate the

Government's suppmlusions of the review. This is a slightly

unorthodox approach, but it fits with the unorthodox nature of the D Notice system.
6. 1 should be grateful for your agreement to this revised proposal.

Sir Frank Cooper (the Chairman of the Committee) believes that the Press and

Broadcasting members could be brought to accept it, and the way would then be

clear to obtain their concurrence with the draft report to the House of Commons

Defence Committee.

ROBERT ARMSTRONG

24 February 198

IN CONFIDENCE
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From the Principal Private Secretary

IN CONFIDENCE

SIR ROBERT ARMSTRONG

REVISION OF D NOTICES

The Prime Minister has seen your minute
A07361 of 8 February 1982 and she is content
with the draft report to the Defence Committee
on the review of the D Notice system.

She is, however, less ready to accept
that the Defence Press and Broadcasting Committee
should publicise the results of the review by
means of a press release. She thinks that to
proceed in this way will stimulate some difficult
questions. She would like to know what the
alternatives are and in particular she has asked
whether it would be better to make the announce-
ment by means of a written Question.

I should be grateful if you could let the
Prime Minister have some further advice on this
point.

AL -

9 February 1982
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Ref: A07361

/R\ﬁul
T e Bt wghe~ ¥
=
b “ The Defence Press and Broadcasting Committee (DPBC) ( (sometimes @i
e

) ———
-8 nown as the "D Notice Committee') has been engaged since July 1980 upon 2

M( complete review of the D Notice system and of the Notices themselves. Terms
—_——

of reference for the review were contained in the Government's preliminary
observations, which were published as Command 8129 in January 1981, on the
Third Report from the Defence Committee Review Se ssion 1979-80. The
DPBC was invited to take full account of the Defence Committee's Report in
its current review. :

2. In response to my minute A06936 of 15th D(@ber 1981 you approved
the revised D Notices (now reduced in number from 12 to 8) and agreed to the
texts being published if the DPBC believed this was necessary.

3. The DPBC met on 12th January and gave its formal approval to the new
D Notices, subject to the mom Notice No. 8 (Photography of Defence
ments) of a small amount of explanatory material which they thought

unnecessary. The excision does not affect the degree of protection afforded by
— S
the Notice.
4., The Committee agreed that the D Notices should be addressed

personally to editors and other recipients (for example the people concerned

in the book publishing business) and that there need be no restriction on
circulation within their own organisations as editors and others might wish,
It was also agreed that there was a positive advantage in the purpose and

methods of the system being more widely known, The General Introduction

to the D Notices has been drafted with this in mind and can be widely used.

—_—
5. The Press and Broadcasting members found it difficult to come to a
view about the extent to which D Notices themselves should be disseminated

i s
more widely. They concluded that nothing should be done to encourage open

publication but that they could not object if they became public. The clinching

point was that, since the Notices are not now classified, the Defence Committee
—_—__’

=i
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is perfectly free to make them public when it gets them. There is no doubt

too that some journals will make the contents public, but the Notices were

revised on the basis that they might be published and the effect will be

transitory.

6. The D Notices are now being printed and should be ready for distribution
later in the month, Before this can be done it will be necessary to respond to
the Defence Committee's request that it should be informed of the outcome of
the review. There is an unusual amalgam of both Press and official
involvement in the D Notice system; it seems right that any report on the

review should be seen to come from both sides of the DPBC and that it should

be signed by Mr. J.M. Ramsden as Chairman of the Press side as well as by
s e

Sir Frank Cooper for the official side.

7. Iattach a copy of the draft report from the DPBC for the Defence

Committee, The Defence Committee should be content with the outcome of the
revi ew, and in particular with the resolution of the two questions which the
Defence Committee's Report identified as being in need of consideration: the
means by which general understanding and acceptance of the system should be
irﬂved and, second, the form in which advice can best be made available.

8. With regard to two specific proposals put forward by the Defence
Committee, the draft report -

(a) does _xﬁ_alddress itself to the proposal that compliance with a

D Notice should guarantee immunity from prosecution. The

official side takes the view that the response to this should

<—— come rather from the Government than from the DPBC, and the

Home Office is considering how best to deal with this;
considers the proposal that the Secretary of the D Notice
Committee should be located elsewhere than in the Ministry
— —
of Defence, but comes down in favour of the status quo.
[y
9 There remains the question of how the results of the review should be
made public. The DPBC took the view that it should issuea Press release at
—_—
the appropriate time. This will undoubtedly generate questions and requests
—_— ————

for interviews from the media. It is the DPBC's view that these should be left
v’

S22
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in the hands of the D Notice Secretary who is the central point of the system
———

and can speak for both sides of the Committee.

10. I should be grateful for your agreement to the text of the draft report
to the Defence Committee and to the proposals for publicising the results of
—

the review.

11, Agreement is being sought separately from the Home Secretary, the

Foreign and Commonwealth Secretary and the Secretary of State for Defence.

Robert Armstrong

8th February 1982

IN CONFIDENCE




REVISED DRAFT
flfe‘é{aanley Onslow, Esq, MP '

airman, Defence Commttee
House of Conmons

DEFENCE PRESS AND BROADCASTIi‘lG COM).iiTTEE - REVIEW OF THE D NOTiCE SYSTEM

B their report on the D Notxce system (Third Report. Session 1979-80,
(HC?773 dated 6 Aug 1980)) the Defence Committee of the House of Commons noted :
that the Defence Press and Broadcasting Committee (DPBC) would be initiating a
full review of all aspects of the /existing system. The Defence Committee

subsequently asked that the conclusions of this rev:ew should be submitted to them.

B0 that they could teke them :mto account in any response by the Committee ‘to the"

Government Observations on their report. 35

250 The DPBG have now completed thelr review of the system and, as Chanmen of

the DPBC and of the Press and Broadcastzng side of the Committee, we now submit en
behalf of the DPBC the. fol»lowing report of.the Committee's conclusions fnr the—’
“information of the Defence Comnuttee together \uth a copy of the new set of.

D Noticee p.receded by a General Introduct;on. A further copy ﬁas beeﬂ7 [s beug?
placed in the library of the House o!‘ Commons.

3.’ In conduchng 1ts rev:.ew. the DPBC has taken full account of the views

expressed by the Defence Commttee in their report and has addressed itself in

partxcular to two questmns w}uch the report identxhed as being in need of
ey .
== >
cons1derat10n the means by wh:.ch general understandxng and acceptance of “the system

PR

should be 1mproved, and second, the form in'which adv1ce can best be made ava;lable.
I{.. At para 18 of their report, the Defence Committee commented that "it is the :
perceptlon of the system by the Press rather than its real nature which may be
creating u.nnecessary inhibitions". '.l’he DPBC recognise that many of the

: m1sconcept10ns that have cxisted in the past about the nature and purpose of the
e T
D Notice system and (the dltﬁcultxes that _have, on occasion, ar:.sen in 1ts

admmstratxon) could be attnbuted :m some degree.to a 1ack of genernl understand:ng

of how the syster works. 'ﬂqey agree, that if the’ s;stcn is %o be recognised and

accepted for what it is, then in pnnc:ple the reasons ‘for 1ts ex:.stence, t’he HA‘I

in which the advice given is arrived at and made available. and the nature of the

1




ce itself, should be Videlj understood ‘by those who concern
:lt is. The DPBC believe that to this end the explanation of the purpose and
methods of the system contained in the new General Introduction should be freeiy
and widely disseminated. As to the new Notices themselves, there is nothing .in
them which is classified in the official sense and they will no longer be marked
‘Private _ahd Confidential' (though it will ‘be necessary, for reasons of securit‘y.
1:,0 preserve the ability to issue D ilotice advice on a confidential basis if a need
should arise in the future). D Notlces will be addressed to edltors and pubhshers
personally. but it is be1ng emphaslsed that there need be no restnctxon for aecunty
reasons on the extent to which™they are p1rculated within their organisations.
5 .A!'ter full consideration the D'PBC felt unableto_ﬂise_me_
Committee's view (at para 30 of thelr report) that detailed and specific'advice

on particular matters should be given in appendlces to the D Notices. It- emerge‘d

on examination that such material would inevitably have to be so voluminous if ‘t

; were to be comprehenswe as to confuse and perhsps unnecessanly inhibit the edltor
rather than help them, The DPBC concluded, therefore, that the interests of the

: recxpxents of D Notices \;'ould 'best be served by continued coverage of only the

general areas of 1nfornatmn where care is necessary, though these areas are defined

with as much preclslon as is possible. It believes that adv:.ce on detail will best 3
—

be achie‘ed by encouragmg greater consultation with the D Notlce Secretary than

hltherto on all matters of par‘;:.cular 1nterpretat1on, or where there is any doubt

as to its appiication. It is the Committee's intention to meet in future at. least

tmce a year. To ensurg that the general advice remains current the DPBC will

review the contents of D Notices annually.

6. The press and broadcasting members of the DPBC have not yet completed their

consul tations with the press organisations they repreesent on the future

composition of their membership of the Committee, but they have taken note of the
Defence Commttee 5 views expressed at para 35 of their report.

7. The DPBC agree with the view of the Defence Committee (para 36 of their report)
that it is essential thut the DPBC's Secretary-should be seen to be' the servant

of the whole Committee and not just of the Ministry of Defence. They believe that




: ,15 already, and always has been. accepted to be the case by the vast majority

" ‘f those in the press and broadcastxng. as well as by those in Whitehall, who have
contact with the s_ystem. The DPBC have considered the proposal that the
Secretary should be located in“his own premises away from the main Ministry of
Defence buildiné. Clearly there is an argument in favour of this on presentational -.”-
grounds, but the DPBC believe it to iae outweighed by the consiaera.tion that a main‘
function of the D Notice Secretary is to assist the press and broadcasting \nth :

: up-to-date and immediately avallable advice on the 1nterpretat1on and app11cat10n :
of D Notices. He can only do this effectxvely by mtuntmmng close daw—to-dw

2 Acontact mth ‘those responsible for the informatmn uhu:h D Notxces seekv to protect,
and to remove his office fromvthe MOD would -reduce 'hl_s ability to-keep in touch in -
t.hiAs way, vand thereby diminiéh the sarvice ‘which should be available to>the Press.
They have conclnded. therefore, that on balance it is preferable for the Secretary 5
.otflce to remain where it is.
8. It. is the pazpose of the D Notlce system to seek to protect information on
national security matters whose' pubh-cat;on would be harmful to, the nation':; and

that alone. The DPBC believe: that the newly révised D Notices, together with the :

measures -to be taken to increase the general ;md'erstanding of the purposes and methods

of the system, will, with thé co-operation of the media, achieve its wider

acceptance and as a result serve this purpose well.

"9+ - The Tesults of the DPBC's review will be released to the press on .......', <

Chairman s, e Chaxman
Press and Broadcastlng Side s ; - Defence Press and Broadcastxng Commttee
Defence Press and Broadcasting Committee i




DEFEKCE PRESS NlD BROADCASTING COMMITTEE
D NOTICE NO 8
TOGRAPHY TN
1. The wide avazlatuhty to the publ:.c of sophisticated photographic equlpmcnt
and the use of high del‘lmtlon cameras in satellite and other reconnaissance does
not remove the need for caution with regard to the publication of photographs of
defence establishments ahd inst;allations. Such photographs can reveal details of
possible targets not otherwise known as a\lmlable to potentlal enemies. :
2. It ié requested therefore that advice should be sought before the publicatioxl
of deta.lled photographs, fllms, d1agrams and sketches of defence esta’bhshments and
1nstallatxcns. This applies in partlcular to material contmmng details of the
operational bases of the three Services and of their essential support facilities
*- including research and development establis}ment;. ranges and experimental areas,
; storag'e‘and maintenance depots, dockyards and.factories, and to aerial photographs.
of warships in a-naval dockyard or comeréial shipyard. "It is not intended
however that general vxews of dxstncts w'h)ch contn:m a defence gtabllshman' should

be withheld from pu‘b11cat10n, prov;ded that these do not clearly distinguish details

which would assist in identifylng the purpose of the building or installation.

3. See D Notice No 2 concerning the phbtogiaphy, etc, of defence equipment.

12 January 1982




NS
ljeferrt

10 DOWNING STREET

From the Principal Private Secretary

IN CONFIDENCE

SIR ROBERT ARMSTRONG

REVISION OF D NOTICES

The Prime Minister has seen your
minute A06936 of 15 December 1981 and
has approved the revised D Notices.

She is content for the revised
texts to be published, if the Defence
Press and Broadcasting Committee believe
this is necessary.

A -

17 December 1981




Ref: A06936
IN CONFIDENCE

PRIME MINISTER

Revision of D Notices

The Defence Press and Broadcasting Committee (DPBC) (sometimes
known as the "D Notice Committee') has been engaged since July last year
upon a complete review of the D Notice system and of the Notices themselves.
Terms of reference for the review were contained in the Government's
preliminary observations on the Third Report from the Defence Committee
Review Session 1979-80, which were presented by the Secretary of State for
Defence and published as Command 8129 in January 1981. Contents of the
Notices were last thoroughly reviewed in 1971,

2. In their review, the DPBC pursued three main aims:-
(i) To bring the Notices up-to-date so that they coyexred all the
information, but only that information, in the national
PR —_—
security field which it is essential to protect in present-
day circumstances.
So to arrange the system that it should be possible to

achieve a wider understanding of its purposes and

methods, by the public in general but particularly
vmﬂ\e media; and thus avoid as far as possible the
misconception and misrepresentation of it that have
occurred in the past; and thus

(iid) To preserve the val_uigf the system, and its acceptability
to the media, as a voluntary arrangement for protecting
really sensitive information.

3. The two sides of the DPBC have now reached agreement on the new

form and the content of the D Notices. The wording has been brought up-to-

date; but the general extent of information covered has not been much

altered. Some detail that has been officially released and some that is

—
plainly out-of-date has been eliminated.

1
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4. The number of Notices has been reduced from 12 to 8. Those which

dealt with training in methods of resistance to interrogation (No. 7) and the

whereabouts in Australia of the Russian defector PETROV (No. 12) have been

dropped. Those previously dealing separately with classified weapons and
—

equipment for the three armed services (Nos. 2, 3 and 4) have now been
combined under one heading.

5. The revised list of D Notices is as follows:

s Defence plans, operational capability, state of readiness
and training.

2, Defence equipment,

3. Nuclear weapons and equipment.

4. Radio and radar transmissions.

5. Cyphers and communications.

6. British security and intelligence services.

ity War precautions and civil defence.

8. Photography (of defence establishments).

6. The general aim in preparing the Notices has been to describe in
broad terms the information which requires protection; and to encourage
the Press to seek advice from the D Notices Secretary to a greater extent
than hitherto on matters of interpretation or application where editors may
be in doubt about particular stories.

7. In one or two places the Committee had to bow to pressure from the

il
Press and broadcasting side on the score that information had come so widely

into the public domain that it would be unreglistic to seek to deny the use of it,

or where they made a s trong case that, in present-day conditions, the Press
should not be denied the right to discuss subjects in broad terms. The
official members of the Committee (who represent the Home Office, the
Foreign Office and the Ministry of Defence) believe, however, that, despite
these concessions, phrasing has been achieved that will effectively protect

the really essential matters.

IN CONFIDENCE
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8. The new Notices were also prepared on the basis that they may be

published. For example, Notices No. 5 and No. 6 ("Cyphers and
N——
communications! and 'British security and intelligence services') have been

drafted in a less specific manner than before and do not name the organisations
i b

involved. I doubt whether publication of the contents would bring us closer to

—_— ' t
avowal of the intelligence agencies than we already are as a result of other

developments which I have reported separately. The agencies themselves
—— e e e —

were fully consulted during the revision of the Notices.

9. I attach a copy of the General Introduction and revised D Notices.

The texts have been approved by the Home Secretary, the Foreign Secretary
— i

and the Secretary of State for Defence. The DPBC are due to meet on

17th December in order, subject to Ministers' concurrence, formally to
approve the Notices. That meeting will consider also how widely the
Notices should be disseminated within Press and broadcasting organisations
and whether or not they should be published.

10. I should be grateful for your agreement to the revised texts and to

their publication, if the DPBC believe this to be the right course.

Robert Armstrong

15th December 1981

IN CONFIDENCE




‘ ¥ . 12 Nov 81
; VERSION
GENERAL INTRODUCTION TO THE D NOTICE SYSTEM

1. The D Notice system applies to certain categories of information which the
government tonsiders that it has a duty to protect, and which it asks editors and
publishers to refrain from publishing, as being particularly sensitive for reasons

of national security. D Notices are designed to provide guidance on the nature and

‘extent of this information, and are backed up by readily available advice on their

"application and interpretation. The criterion used to establish and administer

D Notices is that they should be strictly confined to subjects where secrecy is

agreed to be necessary. -The guidance is not intended to be inflexible; in

particular cases some: relaxation may be possible; but in order to avoid serious

risk which may not be apparent editors and publishérs are asked to consultithe -

D Notice Secretary whenever there may be doubt.

2. The D Notice system is entirely voluntary and has no legal authority: the final

responsibility for the decision whether or not to publish lies solely with the

editor or i;ublisher concerned. The legal aspects of the publi‘cation of official
information are covered separately by the Official Secrets Acts (see paragraph 8 below).

The Need to Protect Information

3. Hostile intelligence services draw on information from a variety of sources

both overt and covert, and by piecing it together can build up a composite picture

of a subject. The dissemination of sensitive information can make their task easier

and put national security at risk. It can also be of value to terrorist groups who
lack the res'ourc.es to obtain it through their own efforts. For these reasons there

are dangers inherent even in the publication of information covered by D Notices

_which has already appeared elsewhere. It is strongly requested that there should

be no elaboration, nor confirmation or denial, of the accura.cy of ,items published
elsewhere, without:-reference to the Secretary.

How the System Works
L4, D Notices are addressed to national and provincial ﬂewspaper editors, to radio

and television organisations, and to some publishers of periodicals and books on
v 5

‘defence and related subjects.




;}f‘n Notices may be issued or amended only on the authority of the Defence

Press and Broadcasting Committee (DPBC). The Committee is composed jointly of
officials from government departments concerned with national security, and
representatives of the press and broadcasting organisations. The Chairman of the

Committee is the Permanent Under-Secretary of State for Defence. The press and
——

broadcasting members select one of their number as Chairman of their side of the
COmmttee, he acts as their spokesman at meetings of the Commlttee and provides a
point of dagy-to-day contact for the Secretary DPBC (the "D Notice Secretary"),
whose office is the central point of the system. 5
6. The Secre;:ary, who is normally. al retiré.d senior officer from the Armed Forces,
is appointed wi.th the 'appmval of both sides-of -the’ Committee. - He is the servant
equally of the government and press sides of the DPBC ;nd he is available at all
tiu;es.. D Notices are necevssari.ly drafted in somewhat general terms, and from time
to time questions. of real difficulty a.ris.e as to'the application of a D Notice to
some particu'lar set of circumstances. It is on such questions in particular that
the Secr‘etary is available to advise. He is not however invested with any
authority to glve 'rulings' or judicial interpretations: this would be at variance
with the basic principle of the system, which operates throughout as one of free
'po—operatlon and consultation.

7. In cases where 1t is thought necessary to 1ssue a D Notice on a spec1f1c
matter, the government department concerned will agree a draft of the proposed
Notice with the Secretary who, from his experience, can advise upon the form and
content which are likely to make it ‘accep_table to the press. The Secretary will
.th;n seek the agreement of both sides of the DPBC to the draft and, if it is
obtained; issue the Vtext as a D Notic'e iﬂ the name of the DPBC as a whole. New
drafts which are challenged or whose texts cannot be agreed are considered at a
full meeting of the DPBC. In very urgent cases the Secretary is authorised to
issue a D Notice at the-request.of a department on his own res.ponsibility

pz:ovided that he can secure the agreement of both sides of the DPBC, including




1

ot {qycr than 3 press and broadcasting members. If such an emergency Notice is

issued it has to be reviewed by the full Committee as soon as possible.

D Notices and the Official Secrets Acts 1911-1939

8. There is no direct relationship between the D Notice system and the official

Secrets Acts. Nothing in the D Notice system relieves an editor of his responsibilities
— !
under the Acts, though D Notices have a useful function in reminding editors that

publication of the information which they protect could contravene the provisions

of the Acts.




12 Nov 81
VERSION

D NOTICE NO 1

DEFENCE PLANS, OPERATIONAL CAPABILITY, STATE OF READINESS AND TRAINING

1. The defensive capability of the United Kingdom, particularly as to broad
policy and overall strategy, is in éeneral terms a proper subject for public
discussion. It is important, however, that such discussion should not disclose
details whose publication could damage British interests by giving a potential
enemy 1mportant strategic or operational advantages.

2. It is requested therefore tﬁat information of the kind listed below should

‘not be disclosed without first seeking advice:
—

o defence Plans or particulars of, defence pol1cy whlch would enable
- a potentlal enemy to deduce details of our 1ntentzons at any level of
operations;

Dot plans for the allocation, hendling and deployment of service

resources to meet particular hostile situations, and other contingency

plans;

C. details of the work carried out at, or the specific function ()i
defence establishments, installations or units where such detail has
not been officially released or is not readily apparent;

d. the state of readdnesé and detailed operational capability of
individual units or fo;mations;

€. operational movements of individual units or formations (as
distinct from routine Peacetime movements);

f. particdlars of current or projected tactics, trials, techniques

and training (including anti-interrogation training).




D NOTICE NO 2

DEFENCE EQUIPMENT

1. Detailed informafion on defence equipment when prematurely revealed can help
potential enemies to devise effective counter-measures more quickly, or speed up
development of their own weapons and equipment. This applies té all étages from
research and development to use in §ervice. Even when major equipment has been
introduced, protection of information about its operational use is necessary if
it is to retain its full effectiveness.

. 2. It is requested therefore that detailed in}ormation that has ﬁo£ been
officially released about defenée equipment should not be published wi thout first
seeking adiice. The categories of information referred to are:

a; code ggmes and code numbers;
b. , design details, technical specifications, materials and production
meéhods;
trials and new facilities for them, trials equipment, dateg and results;
performance figures and operatiénal capabilities;
specifics of possible counter-measures;
total numbers ordered, }ates of production, and stocks;
forecast dates of entry into service;
h. detailed photographic and othe; piétor;al or diagrammatic material.

3..' Detailed information about cancelled projects is also subject to the general

r-'réquest for restraint in publication because it may have relevance to other

developments.




DRAFT

D NOTICE NO 3

NUCLEAR WEAPONS AND EQUIPMENT

1. Information about the performanc; and deployment of nuclear weapons and their
de}ivery systems, including any measures they incorporaté to defeat anti-aircraft
or anti-missile defences, could ge of value to an enemy in formulating his defence
plans and in devising counter—measprqs. At the same time information about the
design of nuclear weapons and the lechnology'for their maﬂufacture could assiFt

nuclear weapon states to improve their nuclear capability; non-nuclear weapon

states to acquire one; or sub-national groups to produce explosive nuclear devices.

‘2. © It is requesfed therefore that information falling in the following categories

should not be published without first seeking advice:
a. . the design of specific nuclear weapons, their characteristics
(eg yields and vulnerability); and systems whose purpose is to .

enhance their penetration through defenceé;

b. the technologies for producing nuclear weapons and the special
nuclear materials used in them;

c. stockpile quantities, storage arrangemeﬁts and deployment plans

for nuclear weapons and the materials used in them, especially plutonium,
uranium and'tritiuﬁ;

d. detailed information on the arrangements for transport and

movement of nuclear weapons, components and fissile material.




D NOTICE NO 4

RADIO AND RADAR TRANSMISSIONS

1. Radio communications and other electro-magnetic transmissions are intercepted
by potential enemies. Intercepted information may be of exceptional value to

an enemy, and the unofficial publication of information which aids interception

may be very damaging to national security.

2. It\is requested therefore that advice shoﬁld be<sought before the

publication of details of radio and radar-equipments ana transmission; used for ===
defence purpqses; unless @hey have been officially }eleased. :

3. Especial égution is necessary in respect of deéails'such as physical
;haracteristics; freqﬁencies, transmitting times, purpose and location,
phriicularly when they relate to equipment under development or engaged in

defence operations and exercises.




D NOTICE NO 5

CYPHERS AND COMMUNICATIONS

1. There is a need for careful handiing of information about HM Goverﬁment's

communications systems and those of our allies. Publication of detgils about

these communicationé could assi;t potential enemies to penetrate"them.

2. It is requested that no detail§ should be published of:

a. HM Government's codes and cyphers and those of NATO and other allies;
_b. th; operations, organisation and numerical strength of communications
establishments dealing with national security mat;grs.

B it is alsoArequested that extreme discretion should be used in reporting

_ostensible disclosures of information published at home or overseas about

British codes and cyphers and that such information should not be elaborated upon

without reference to the Secretary. This includes information purporting to come

from people who are or were employed in British communications establishments.




D NOTICE NO 6

% SECURITY AND INTELLIGENCE SERVICES

1. The broad functions of the security and 1nte1115ence services are widely known.
They are respensible for countering threats to the Realm arising from espionage,
subversion and sabotage and for providing HMG with secret intelligence copcerning
foreign powers. These services must opefate as far as possible in conditions of
secrecy. Their work‘can be made much more difficult, even impossible, by

publication of detailed information about their activities or methods, since this

is likely to stimulate specific counter-measures.
2. = It is requested therefore that nothing should be published without reference

to the Secretary about:

a. specific operations of the security and intelligence services and those

involved with them;

b. details of the manner iﬁ which operéfional methods, inéluding the
interception of communicatiohs.-are actually applied and of their targets;
C. the identities, ‘whereabouts and £asks of fersoné employedvby these
services, including details of their families and home addresses. Editors

are reminded that, in addition to possible risks to operations from.

disclosures of such matters, former employees and their families and
associates may still be at risk, sometimes for a long period, after
ceasing employment;

d. the addresses and teleﬁhone nﬁmbers used by these services;

e. the organisational structures, communications networks, numerical

strengths, and training techniques of these services, and details of the
resources alloéated to th;m;
cife te?hnical advances by the security and intelligence services, in

relation t; their intelligence and cpﬁnter—intelligence methods, whether

the basic meth;ds are well known or not; :
3. Attempts are sometimes made to prémpt disclosures about the work of the
security and intelligence services by planting stories in the British or foreign
press. It is therefore requested that‘ostensible disclosures of information
published about these services should not be repeated or otherwise elaborated upon
without referénce to the Secretary. This includes information purporting to come

from members or former members of these services.




D NOTICE NO 7

WAR PRECAUTIONS AND CIVIL DEFENCE

1. It is necessary to safeguard a number of key buildings, structures and
inétallations. which are essential to national security. Many of them have a
feacetime use from which it may be possible to deduce their wartime function;

nevertheless, it would be damaging to the national interest to disclose their

defence purpose or to publish details or photographs of their preéise location,

‘structure, approaches or idéntifiable surface w&rk. It-is requesied therefore
that disclosure or pu£1ication of such detail should not be made without first
seceking official advice.
2. The buildings, structures and installations fall broadly into the following
7 categories:
a. underground installations for the storage and movement of emergency
reserves of oil;
b. sites of headquarters or communicat;on centres of government above
local authority level in time of war;
€. underground cables or Sther communications equipment intended for
emergency use;
d. underground flood gates that are not in public view on the London
Underground Railway;.
3. It is also requested that the identity or the purpose of the buildings or
,sikés earmarked for the Emergency National Grid Control Centre or the NATO Wartime
Civil Agencies for Oil and Shipping, or the capacity of any non—commerciAI oil

étorages or pipelines, should not be published.




. DRAFT

D NOTICE NO 8

PHOTOGRAPHY -
1.  The wide availability to the public of sophisticated photographic equipment

and the use of high definition cameras in satellite and other reconnaissance does

not remove the need for caution with regard to the publication of photographs of

defence establishments and installations. This is because:
a. satellite photography or highly sophisticated reconnaissance systems
- which could show the exact lay-out of military establishments are not
S it
available to all potential enemies; j
— —

b. accurate targetting and the planning of sabotage can be greatly aided

by photographs taken from low or ground. level;

c. high altitude ph_otogréphy is vulnerable to adverse weather conditions
and p}iotographs taken from low or ground level can confirm suspected
activity not previously shown in sufficient detail;

d. " photographs can reveal a previously unknown térget which may be of

interest to an enemy;
m—

e. photographs can suggest the existence of so far unsuspected activity.
2. It is requested therei‘ore that advice should be sought bei‘ore the publication
of deta:lled photographs, lems. dlagrams and sketches of defence estabhshments and
installations. 'I'hls applies in particular to materxal contaznlng details of the
operational bases of the three Serv1ces and of their essential support facilities
including research and development establlshments. ranges and experimental areas,
storage and maintenance depots, dockyards and factories, and to aerial photographs

- of v;u'ships' in a naval dockyard or comme;‘ciai shipyard.- It. is not intended.

however that general views of districts which contain a defence establishment should
be withheld from publication, provided that these do not clearly ‘distinguish details
which would ass.ist in identifying the purpose of the building or installation.

3. See D Notice No 2 concerni'ng the photography, etc, of defence equipment.
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THIRD REPORT FROM THE DEFENCE COMIITTEE

The Defence Committee is appointed under S.0. No. 86A to examine the
expenditure, administration and policy of the Ministry of Defence and asso-
ciated public bodies, and similar matters within the responsibilities of the
Secretary of State for Northern Ireland.

The Committee consists of a maximum of eleven Members, of whom the
quorum is three. Unless the House otherwise orders, all Members nominated
to the Committee continue to -be members of it for the remainder of the
Pariiament.

The Committee has power:
(a) to send for persons, papers and records, to sit notwithstanding any

adjournment of the House, to adjourn from-place to place, and to
report from time to time;

(&) to appoint persons with technical kunowledge either to supply informa-
tion which is not readily available or to eiucidate matters of complexity
within the Committee’s order of reference.

The following were Members of the Committee during the inquiry:

Sir John Langford-Holr (Chairman)

Sir Frederic Eenaett Sir Timothy Kitson
Mr. John Cartwright Mr. Allen McKay
Mr. Bernard Conlan Mr. Michacl Mates
Mr. Bruce George Mr. Cranley Onslow
Rt. Hon. Dr John Gilbert Mr. Patrick Wall
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THIRD REPORT

The Defence Committee have agreed to the following report:-

THE D NOTICE SYSTEM

Genesis and conduct of inquiry

1. We embarked upon an inquiry into the D Notice system as
it relates to defence matters because the system had never
before been reviewed by a Committee of this House and because
it had recently attracted some severe criticism. We invited
written evidence on an individual basis from the principal
organs of the Press and from broadcasting organisations and
jssued a general invitation to submit evidence to anyone who
might wish to do so. The written evidence which we received,
is published as Appendices 1 to 27 of the Minutes of Evidence.
We also took oral evidence from the Chairman (QQ1-123), Vice
Chairman (0Q190-234) and Secretary (QQ124-189; 242-252)of the

D Notice Committse (described in paragraph 3 below) and a
number of organisations, newspapers and individuals (See list
of witnesses).

20 The D Notice system is administered by the
Defence,Press and Broadcasting Committee (hereinafter referred
to as the D Notice Committee). During the course of our
inquiry we were told by the Chairman of the Committee, Sir
Frank Cooper, that the D Notice Committee would be initiating
a full review of all aspects of the existing system.
(Appendix 24 of the Minutes of Evidence). We welcome this as
we welccme the assurance of Sir Frank that the views of this
Committee will be fully taken into account in the forthcoming
review (Q5). At the same time, we cannot accept that the
existing D Notice Committee should have the last word on this
matter; the prescription for the future may be too radical for
the Committee itself to contemplate.




Description and history of the system

319 The D Notice Committee, which has the formal
responsibility for issuing D Notices, comprises senior
Government officials (the Permanent Under Secretary of State,
Ministry of Defence in the chair, the Permanent Under
Secretary of State, Home Office, the Second Permanent Under
Secretary of State, Ministry of Defence and the Deputy Under
Secretary of State, Foreign and Commonwealth Office) and
representatives of the various press and broadcasting
organisations. (A full list of the membership is published at
Appendix 22 to the Minutes of Evidence). D Notices are
circulated to national and provincial newspaper editors, to
radio and television organisations and to editors of certain
periodicals and to some publishers of books on defence and
related subjects. Their purpose is to advise editors and
publishers that the Government regards certain categories of
information as subjects on which secrecy is necessary to
preserve national security, and to 2sk editors to refrain from
publishing such information. An editor or journalist who is
in doubt can get in touch with the Secretary of the D Notice
Committee for advice. It is for editors and publishers to
decide whether they receive D Notices (QQ155, 222) and whether
they will follow the advice of the D Notices as amplified, as
the case may be, by the Secretary to the Committee (QQ50, 83).
The D Notices have no legal force (QQ29, 223) (see Ministry of
Defence Memorandum) .

4. The D Notice Committee was set up in 1912, a year after
the enactment of the Official Secrets Act, 1911. At that
time, the Government was concerned about leaks of government
information and there was also considerable anxiety about
German espionage. The 1911 Act, therefore, significantly
strengthened the provisions of the first Official Secrets Act
of 1889 and the new D Notice Committee provided further
safeguards. The constitution and mecdus operandi of the D
Notice system have been inuch the same from the beginrning
except during two world wars when a system of censorship
operated. The Secretary of the Committee came originally from
the Press Association news agency, but after the 1939-45 war,
the Press asked the Government to provide a secretary and to
pay his salary. Accordingly the post was taken over by Rear
Admiral (Retired) G.P. Thomson who had been Chief Press Censor
at the Ministry of Information during a large part of the war.
The Government have continued to provide the Secretary and pay
his salary and, in recent years, his office has been located
in the Ministry of Defence.



5le The D Notice system was reviewed by the Radcliffe
Committee on Security Procedures in the Public Service which
reported in 1962 (Cmnd. 1681). The Committee was concerned
with a much wider rangs of matters than the D Notice system
but, having made a survey of the arrangements, they concluded
that they had "no hesitation in recommending the continuance
of the system".

6. In 1967, Mr. Chapman Pincher, a journalist on the staff
of the Daily Express, was at the centre of a major controversy
about the working of the D Notice system in connection with a
story which he published in the Daily Express about the
opening of cables and overseas telegrams. One of the matters
at issue was whether or not the publication of the article was
in breach of one or more D Notices. A Committee of Privy
Counsellors was appointed to inquire into D Notice matters and
reported in 1967 (Cmnd. 3309). The Committee concluded that,
on a narrow interpretation of one of the relevant D Notices,
it had not been breached by the Daily Express article. They
also concluded there had been no breach of another relevant D
Notice. On the general question of the D Notice system the
Committee said that there was "not much in the way of
alteration that could usefully be recommended" for the system.
The Government then published a White Paper (Cmnd. 3312)
disagreeing with the Privy Counsellors' findings in the
Chapman Pincher case although they accepted the conclusions of
the Privy Counsellors about the operation of the D Notice
system. Finally an internal Civil Service inguiry resulted in
the Secretary to the D Notice Committee (Colonel Lohan) being
asked to resign.

7% In 1971 Mr. Brian Roberts, the editor of the Sunday
Telegraph, Colonel Douglas Cairne, Britain's senior observer
during the Nigerian civil war, Mr. Jonathan Aitken, a free-
lance journalist, and one other person were charged with
offences under section 2 of the Official Secrets Act 1911.
The prosecution case was that there had been the communication
and receipt of a confidential assessment of the situation in
Nigeria, written by Cairne, a Government official, and which
had passed through various hands to the Sunday Telegraph. The
Ssunday Telegraph approached the Secretary of the D Notice
Committee before publication of their report, and was told
that D Notices did not apply because the report did not relate
to British forces or British defences.




8% At the trial it was established that the report
contained no military secrets. The prosecution failed to
secure a conviction under section 2 and in his summing-up Mr.
Justice Caulfield suggested that section 2 should be
"pensioned off". This was widely interpreted as a call for
the repeal of section 2, but the judge went on to suggest the
replacement of section 2 with new provisions so that there
would be greater clarity about which official information
could be communicated without prosecution. The defendants
were acquitted and awarded costs from public funds.

9. Until the Chapman Pincher and Sunday Telegraph cases,
the D Notices dealt with detailed matters and were subject to
constant amendment. Thereafter they were redrafted in much
more general terms. The present set of D Notices dates from
1971 and, with one exception, they have not been amended since
that date (Q165). There are 12 ‘Notices the coverage of which
ranges from defence plans, details of weapons systems, war
precautions and civil defence to intelligence services. Their
titles are listed in the Annex to the Ministry of Defence
Memorandum published with Sir Frank Cooper's evidence. The
Notices are issued in confidence to the recipients and are
labelled "private and confidential"™ (Q11). This is not a
Government security classification (QQ172-3) and no
restriction is placed on the use made of the sets of D Notices
by editors who receive them. Indeed that is regarded by the
Chairman of the D Notice Committee as fundamental to the
system (QQ8-9). The Notices are not publicly available
although, in response to our inquiry, it was established that
only one sentence of one D Notice contains classified
information (evidence not reported). We were supplied with
copies of the current D Notices by the Ministry of Defence but
we respect their confidential nature and do not propose to
publish them as part of this report.

10. We would emphasise the following aspects of the D
Notice system:-—

(i) it is a system of advice - partly codified (in the D
Notices) and partly ad hoc (as when the Secretary to the D
Notice Committee deals with a particular inquiry).

(ii) it is an administrative arrangement and has no legal
sanction (Q222). Moreover, as far as the Press is concerned,
both participation in running it and the receipt of D Notices
are voluntary, and advice given may be accepted or rejected (a

point repeatedly made in evidence).




(iii) it is administered on a bipartite basis. The Committee
comprises representatives both of Government and ¢f the press
and broadcasting organisations (Appendix 22).

(iv) it is not prima facie an offence under the Official
Secrets Acts, nor a breach of the D Notice system, to publish
the existing D Notices (Q171-3).

Legal background

11. Our inguiry did not extend to reviewing the Official
Secrets Acts as such, but it is necessary to appreciate the
main features of this legislation to understand the D Notice
system. Specifically:

(i) an offence is committed under section 1 of the 1911 Act
by any person who "for a purpose prejudicial to the safety or
interests of the State" obtains or communicates any document
or information "which is calculated to be or might be or is
intended to be directly or indirectly useful to an enemy"
(including a potential enemy) (see the Franks Report on
Section 2 of the Official Secrets Act 1911, published in 1972
(Cmnd. 5104 p.16)).

(ii) an offence is committed under section 2 of the 1911 Act
by any person who communicates official information without
authority or by any person who receives such information or
receives it and discloses it. (See Franks Report op cit ppld4-
15).

12, Foreign Experience

As was pointed out by Sir Frank Cooper in evidence, the
D Notice system is uniquely British (Q50). In only one other
country, Australia, is there a similar system in operation
(Q2). How the disclosure of official information is handled in
other countries is described at length in a report entitled
"Disclosure of Official Information: A Report on Overseas
Practice”, which was prepared by the Civil Service Department
and published in 1979. In some countries like the United
States and Sweden there is a statutory right of access to
many classes of official information, but in both of these
countries steps are taken to protect information, publication
of which would be damaging to national security. For example,
in the United States freedom of access does not extend to
records specifically required by Executive Order to be kept
secret in the interest of national defence or foreign policy.
We heard evidence about United States practice from Mr.
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Leonard Downie, London correspondent of the Washington Post,
to whom we are indebted (QQ707-746). We think his evidence is
sufficiently interesting to be taken carefully into account in
any revision of the Official Secrets Acts.

The case for the D Notice system

13. Section 1 of the Official Secrets Act 1911 clearly
bites on the publication of information about defence matters.
Its definition of sensitive material, however, - "what is
calculated to be or might be or is intended to be directly or
indirectly useful to an enemy" - is in very general terms and
there must be a case for saying that its elaboration would be
helpful to both editors and Government. The D Notices provide
additional guidance to the Press and further detailed advice
is available from the Secretary of the D Notice Committee.

14. It is much more difficult to assess the relevance of
Section 2 to the publication of information which would
endanger national security. Section 2 prohibits the release
without authority of all information about the affairs of
Government and its publication. On the advice available to us
a strict construction of the law would permit information
about defence matters emanating from official sources to be
published only if its release has been authorised. In
practice,a great deal of information is authorised to be
released, whether formally or informally, and defence
correspondents are probably dependent for much of what they
print on authorised releases (Q541). If that was all there
was to the matter, there might be no need for D Notices.
However, journalists also get an important part of their
information about government business from personal
investigation, intelligent deduction and unauthorised leaks
from within Government or the Defence industries. All that is
a widely accepted part of life so far as the generality of
Government business is concerned. The gquestion remains as to
what is to be done about information on defence matters
gathered in these ways, the publication of which might
endanger national security? It has been argued before us that
a neat answer has been provided by the D Notice system.

15. It must be recognised that the majority of those who
responded to our request to submit evidence to the Committee
supported the retention of the D Notice system. While,
understandably, no great enthusiasm was shown in their
submissions, most newspaper editors accepted the need for the
system. The editor of the Sunday Mirror went so far as to say
that "the D Notice system is one of those quaintly British




institutions which should be preserved as long as possible ...
it works well" (see Appendix 16). The system as it operated
before 1967 when arrangements were changed, ‘was regarded by
one leading practitioner Mr. Chapman Pincher as working very
well (Q425). The Ministry of Defence who are the principal
users of the system clearly wish to see it remain in being
(1) .

16. A further argument for the system, as it stands, is
that it is designed to prevent publication of information
which might be potentially damaging to national security. In
this respect, it is an additional  safeguard not provided by
the Official Secrets Acts in so far as the operation of the
latter is in most cases penal rather than preventative in
relation to publication of damaging material. In this
context, some of the support for the D Notice system in the
press as for example in the submission by the Sunday Mirror
(op _cit) stems from the fear of a worse system being created
in its stead (see also Q541).

Criticisms of the D Notice system

172 Four main criticisms of the D Notice system can be
distinguished in the evidence which we heard. The first was
that the system is a form of censorship. Mr. Chapman Pincher
in his oral evidence emphasised that the system is a form of
censorship though he accepted that some degree of censorship
is inevitable (Q425). Mr. Peter Hennessey in his written
evidence calls the arrangement "a system of self-censorship
operated by the press and government" (Appendix 12). It was
also pointed out by Mr. Jonathan Aitken that the system could
be wused by the Government as a means of suppressing
information, for reasons of administrative or political
convenience, the publication of which would not endanger
national security. (0497). However, we have received no
evidence that this has occurred during the last few years,
though Mr. Aitken drew our attention to a notorious example of
suppression earlier on when a D Notice was used to try to
prevent publication of the details of Philby's treachery
(Q497) .

18. An additional argument made to us, also relevant to
the charge of censorship, was that the D Notices themselves
are now mainly couched in very general terms (Q208). It was
suggested to us that the impression is created in the minds
of some of the recipients of the Government seeking to
prohibit public discussion of defence matters across a very




wide area. In other words, it is the perception of the system
by the Press rather than its real nature which may be creating
unnecessary inhibitions. (QQ547, 654). This impression is
sustained by the fact that Government releases much
information within the ambit of the Notices and that other
information within their ambit becomes, for various reasons,
public property in the course of time.

19. It was also stressed in evidence that no-one is under
an obligation to take delivery of the D Notices or, having
taken delivery of them, to act on them. (QQ50, 83, 155, 222)
In fact they are not distributed to the so-called "fringe"
press, nor to the London correspondents of the non-
Commonwealth press, neither of which groups is represented on
the D Notice Committee (Q724).

20. Secondly, it is urged that the freedom of the Press is
compromised by participation in the system. This was strongly
believed by those in press and broadcasting who opposed the D
Notice system. They are in a minority among those who
- submitted evidence to us but they come from among those
publications which take a serious interest in defence matters.
The written evidence received by the Committee revealed the
New Statesman, Defence magazine (Appendix 7) and London
Weekend Television (under certain conditions) (Appendix 13)
against the system. The editors of the Press Association
(Appendix 11) and of the Guardian and the Sunday Times (Q653)
(but not the staff of these two newspapers) were also against.
Other critical views came from several journalists submitting
evidence in their personal capacities (Appendices 12, 18 and
21) . The fact remains, however, that the majority of the
evidence from the media serves to reflect acceptance of the
system.

21, A third main criticism was that there is confusion
between the D Notice system and the law. Under the Official
Secrets Acts the initiation of prosecution is a matter for the
Attorney General. Mr. Jonathan Aitken M.P. (Q.479 ), Mr.
Chapman Pincher (Q.425) and others made the point to us that
compliance with a D Notice does not preclude prosecution under
the law (Q029-31; 470, 511). It is also true that defiance
of a D Notice does not inevitably lead to prosecution. At the
same time, it is open to anyone prosecuted to call the
Secretary to the D Notices Committee to appear in his defence
and testify that the relevant D Notice was complied with. We
were also told that in recent years there have been few
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breaches of D Notices (085) and our attention has not been
drawn to any prosecutions since 1971 relating to matters
covered by D Notice. It has been suggested in the memorandum
from the Sunday Times and by Mr. Aitken (QQ479, 504) that
compliance with a D Notice should carry an assurance that
there would be no prosecution under the law. We return to
that suggestion in paragraph 40.

220 A fourth criticism was that the system is very little
used and is, therefore, unnecessary (QQ136, 256, 320, 343,
487) . It was suggested to us that this dated from the
controversy in which Mr. Chapman Pincher was involved in 1967
and the prosecution of Mr. Jonathan Aitken and others in 1971
(Q479) . It is true that the D Notices have hardly been
altered in 9 years and that, in a recent 6 month period, the
secretary of the D Notices Committee received only some 30
inquiries and they were of a minor character (QQ136, 141). It
was pointed out to us in evidence that there is in such
circumstances a danger that the D Notices are locked away and
become less and less used as time goes by (Q514).

237 We heard evidence that few editors would publish
anything which they knew would impair national security and,
therefore, there was no need for the guidance of ‘the' D
Notices. A distinction between national security (in the
sense of the defence of the realm) ard the national interest
(in the sense of the overall well-being of the country! seemed
to lie behind this evidence. The argument being put to us was
that wider considerations than the security of defence
information might exceptionally make an editor a better judge
of where the true national interest lies than the D Notice
Committee or the Government (Q567). The Chairman of the D
Notice Committee told us that, in the last resort, the system
left the editor free to judge (Q16). We were also told by
witnesses from the press and broadcasting that the question of
publication had to be judged from the standpoint of the
Official Secrets Acts as well as the D Notices and, for that
purpose, editors would normally take legal advice (0Q443, 459,
519, 520). The extreme point of view put to us was that the
media were best left to judge the gquestion of publication
against the legal restrictions without the intervention of the
D Notice system (Q626).




Conclusions

24, We have taken evidence from a wide variety of interests
and points of view on the D Notice system. From that
evidence, it is clear that the system as at present
constituted is failing to fulfil the role for which it was
created. If, as we were told in evidence, the system is not
used by newspapers (QQ136, 479, 514, 656); if major newspapers
do not know what part of the D Notices is classified (Q523

and have not consulted their D Notices for a number of years;
and, in one case, admitted to having lost them (QQ514, 665);
if some categories of sensitive information are not covered
(QQ67, 242); if both foreign and fringe press are outside the
system (QQ700, 724); if the wording of the D Notices is so
wide as to render them meaningless (QQ488, 671); if the D
Notice Committee only finds it necessary to meet ‘twice a year
(Q058-9, 192) and then does not seriously review the Notices
themselves, having had no single amendment proposed from the
Press side in nearly 10 years we are forced to the conclusion
that as it stands the system hardly serves a useful purpose.
Moreover, the appearance of covert censorship which it conveys
has provoked strong criticism. (QQ425, 624, 626, 654).

253 On the other hand, it is important to prevent the
disclosure of information about defence matters which would be
damaging to national security. The law provides penalties
for such disclosures but the practical difficulty is to know
precisely where the 1line should be drawn between what is
damaging and what is a legitimate matter for public discussion
(Q678) . The Official Secrets Acts are drafted in much too
general terms to provide the necessary guidance.

26. It would be possible to argue that a decision to
publish in any particular case shculd be left to the judgement
of individual editors interpreting the law as best they can
without any official guidance and relying solely on the advice
of their lawyers. Whilst we certainly accept that few editors
in this country would act in an irresponsible fashion we
cannot rule out the possibility that some, whether from
malice or ignorance, might do so. In any case, many defence
questions are of a technical character and it is just not
possible for the layman to know which details are safe to
disclose and which are not.
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2703 We therefore regard it as necessary that advice should
continue to be given to the press and broadcasting on what
cannot be disseminated without damage to national security.
Moreover, we think that a system of ad hoc advice would be
incomplete without some codification, at least to the extent
of laying down general principles. At the same time, it is
not easy to provide advice in a manner which will command the
acceptance and respect of the press and public. As we noted
in paragraph 2 this is a task to which the D Notice Committee
is also addressing itself.

28. There are two main questions - the subject matter of
the Notices themselves and the responsibility for drafting and
promulgating them. There is also the subsidiary question of
where the media should be able to look for ad hoc advice.

297 As to the first question,.although the existing Notices
are very general in character, they are issued under the
heading "private and confidential", and are not published and
not widely disseminated. To our minds there seems to be
little in them which could not be published. As indeed has
been confirmed to us by the Ministry of Defence, only one
sentence in one D Notice contains classified material. It is
this unnecessary secrecy which gives rise to misconceptions
about the system and to the criticisms which are made of it
and makes it difficult for the public to judge whether the
criticisms are justified or not. We would strongly urge the
publication of a document (whether or not it is called a D
Notice is immaterial) which would traverse much of the ground
of the present D Notices and provide in generally accessible
form as much guidance as possible about what is sensitive and
what is not without doing damage to national security.

30 That would open the way to drafting appendices to the
published Notices which would give detailed and specific
advice on particular matters, which would keep abreast of
current developments in the defence field, which would
rigorously exclude anything which had become public property
(whether intentionally or not) and which would not be
published but, as at present, issued in confidence. These
confidential appendices would need to be constantly reviewed,
revised and re-issued.
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3358 That brings us to the question of who should be
responsible for the drafting and issuing 'of such Notices.
Clearly, whatever the precise arrangements, the initiative
must rest with the Ministry of Defence and as appropriate with
the Home Office and Foreign and Commonwealth Office. Only the
Government is privy to the whole range of information about
current defence and other relevant matters and is adequately
equipped to judge the significance of technical details (which
are important in the defence field) from a security point of
view. On the other hand, it would be odd if the Ministry did
not, by some means, consult the Press and broadcasting before
issuing Notices it had drafted. That ought to make the
guidance more acceptable to the media. At present
consultation is done through the standing arrangements of the
D Notice Committee, but it could be done ad hoc.

8223 It seems to us that the main charge against the
existing D Notice Committee is not that there is anything
wrong in principle about bringing the -Press into consultation
but that the Committee is clearly not, at the present time,
commanding the confidence of a significant part of the media
and, even more clearly, is doing nothing actively "to manage
the arrangements for safeguarding national security.

3377 Against this background we have considered the
alternatives (i) of retaining the D Notice Committee and
making certain changes in its procedures additional to those
we have already proposed and (ii) of disbanding the Committee
and transferring its functions to the Ministry which would
implement the changes we have already proposed.

34. In favour of the first alternative is the fact that the
Press themselves have not as a body chosen to withdraw from
the present arrangements. It might be thought by some to be
presumptuous on our part to suggest that they should.

35. Dnder the first alternative we would propose that the
press and broadcasting representatives on the Committee should
comprise editors and journalists from publications which take
an active interest in publishing information about defence and
in discussing it. It would be for the representative bodies
of the Press and for the broadcasting organisations to
consider how this might best be brought about.

_—— |
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36. Ad __hoc advice about the detailed application of the
Notices would continue to be sought from the Committee's
Secretary. It seems to us essential, however, that he should
be seen to be the servant of the whole Committee and not just
of the Ministry of Defence. The last few Secretaries have
been retired Service officers with experience of military
intelligence. A previous connection with intelligence work
does not seem necessary although we accept that the Secretary
needs to have good inside knowledge of the workings of the
Ministry and the Armed Forces. It would however be desirable
that, to emphasise his independence of the Ministry, the
Secretary should be located in his own premises away from the
main Ministry of Defence building.

8573 The second alternative would be to wind up the D
Notice Committee. Published guidance and the confidential
annexes which we have suggested would then be draft:d and
issued solely on the Government's responsibility. Ad_h
advice could still be made available from the Ministries
concerned. The argument in favour of this alternative would
be that the responsibilities would then rest where they
properly belong and the present confusion about the role of
the Press in the whole business would be cleared away. It
would always be open to the Government in the exercise of its
responsibilities, to consult the media ad hoc.

38. As between the alternatives, we have concluded that the
D Notice Committee should be retained at least until there is
a fundamental review of the operation of the Official Secrets
Acts. We wish to emphasise that the Committee will only gain
the necessary degree of acceptance if the changes, which we
have outlined above, are implemented. The reforms we propose
would continue the useful life of a system which at one time
fulfilled a worthwhile role and which could, in the future,
make a continuing contribution to the necessary safeguarding
of the national interest while creating the least possible
constraint on the publication of defence information.

39 With revised D WNotices and revised machinery for
administering them, we would hope and expect that the system
would command wider acceptance among the media. The system
would still be voluntary and it would remain the editor's
right and responsibility to decide, in the last resort,
whether or not to publish and to take the consequences.
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40. There is the question which we noted in paragraph 21 of
whether or not compliance with a D Notice should guarantee
immunity from prosecution or constitute a valid defence in
court. We think that these are logical proposals. Before the
law can be changed, there may be difficulties in providing an
absolute guarantee but meanwhile we think that the Government
should make it clear that prosecution would not normally be
initiated where there had been a genuine attempt to comply
with a D Notice.
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PROCEEDINGS OF THE DEFENCE COMIITTEE

Wednesday 30th April 1980

Members present:
Sir John Langford-Holt in the Chair
Sir Frederic Bennett Rt. Hon. Dr. John Gilbert
Mr. John Cartwright Sir Timothy Kitson
Mr. Bernard Conlan Mr. Allen McKay
Mr. Bruce George Mr. Patrick Wall
The Committee deliberated.

Resolved, That an inguiry be conducted into the D Notice
system.

[Adjourned till Wednesday next
at Ten o'clock

Wednesday 4th June 1980

Members present:
Sir John Langford-Holt in the Chair
Mr. John Cartwright Mr. Allen McKay
Mr. Bernard Conlan Mr. Michael Mates
Mr. Bruce George Mr. Patrick Wall
The Committee deliberated.
Ordered, That, unless otherwise ordered, strangers be admitted

during the examination of witnesses in connection with the
inquiry into the D Notice system.

[Adjoured till Wednesday next
at half-past Ten o'clock
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Wednesday 11th June 1980

Members present:
Sir John Langford-Holt in the Chair

Sir Frederic Bennett Sir Timothy Kitson
Mr. John Cartwright Mr. Allen McKay
Mr. Bernard Conlan Mr. Michael Mates
Mr. Bruce George Mr. Cranley Onslow
Rt. Hon. Dr. John Gilbert Mr. Patrick Wall
The Committee deliberated.

Sir Frank Cooper GCB, CMG, Chairman of the Defence, Press and
Broadcasting Committee, was called in and examined.

In the absence of the Chairman, Dr. Gilbert was called to the
Chair.

Ordered, That strangers do now withdraw.

Sir Frank Cooper was further examined.

[Adjourned till tomorrow
at half-past Ten o'clock

Tuesday 17th June 1980

Members present:
Mr. John Cartwright Mr. Allen McKay
Mr. Bruce George Mr. Michael Mates
Rt. Hon. Dr. John Gilbert

In the absence of the Chairman, Dr. Gilbert was called to the
Chair.

The Committee deliberated.

Rear Admiral W.N. Ash CB, MVO, Secretary, Defence, Press and
Broadcasting Committee, was called in and examined.

Mr. Windsor Clarke, CBE, Vice-Chairman, Defence, Press and
Broadasting Committeee, was called in and examined.

Ordered, That strangers do now withdraw.
Mr. Windsor Clarke was further examined.
The witness withdrew.

Rear Admiral Ash was further examined.

[Adjourned till Tuesday next
at half-past Ten o'clock
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Tuesday 8th July 1980

Members present:

Mr. John Cartwright Mr. Michael Mates
Mr. Bruce George Mr. Patrick wall
Rt. Hon. Dr. John Gilbert

In the absence of the Chairman, Dr. Gilbert was called to the
Chair.

The Committee deliberated.

Mr. Richard Francis, Director of News and Current Affaivrs, and
fr. Alan Protheroe, Editor of Television News, British
Broadcasting Corporation, were called in and examined.

Mr. David Glencross, Deputy Director of Television, and Mr.
Neville Clarke, Senior Tel:vision Programme Officer,
Independent Broadcasting Authority, were called in and
examined.

Mr. David Boulton, Head of Current Affairs, Granada
Television, was called in and examined.

[Adjourned till tomorrow at
half-past Ten o'clock

Thursday 15th July 1980

Members present:

Mr. John Cartwright Mr. Michael Mates
Mr. Bruce George Mr. Cranley Onslow
Rt. Hon. Dr. John Gilbert

In the absence of the Chairman, Dr. Gilbert was called to the
Chazir.

Mr. Chapman Pincher was called in and examined.

Mr. Jonathan Aitken, a Member of the House, was examined.

Mr. Peter Preston, Editor, and Mr. David Fairhall, Defence
Correspondent, The Guardian, were called in and examined.

[Adjourned till Tuesday next
at half-past Ten o'clock




Tuesday 22nd July 1980

Members present:
Mr. John Cartwright Mr. Michael Mates
Mr. Bruce George Mr. Cranley Onslow
Rt. Hon. Dr. John Gilbert Mr. Patrick Wall
Mr. Allen McKay

In the absence of the Chairman, Dr. Gilbert was called to the
Chair.

The Committee deliberated.

Mr. Bruce Page, Editor and Mr. Duncan Campbell, staff writer,
New Statesman, were called in and examined.

Mr. Harold Evans, Editor, and Mr. Peter Harland, Managing
Editor, Sunday Times, were called in and examined.

Mr. Leonard Downie, London correspondent, Washington Post, was
called in and examined.

[Adjourned till tomorrow at
half-past Ten o'clock

Thursday 24th July 1980

Members present:

Mr. John Cartwright Mr. Michael Mates
Mr. Bruce George Mr. Cranley Onslow
Rt. Hon. Dr. John Gilbert Mr. Patrick wall
Mr. Allen McKay

In the absence of the Chairman, Dr. Gilbert was called to the
Chair.

The Committee deliberated.

[Adjourned till Tuesday next
at half-past Ten o'clock
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Tuesday 29th July 1980

Members present:
Mr. John Cartwright Mr. Michael Mates
Mr. Bruce George Mr. Cranley Onslow
Rt. Hon. Dr. John Gilbert Mr. Patrick Wall

In the absence of the Chairman, Dr. Gilbert was called to the
Chair.

The Committee deliberated.

[Adjourned till tomorrow at
Four o'clock

Wednesday 30th July 1980

Members present:

Sir John Langford—H&lt in the Chair

Sir Frederic Bennett Sir Timothy KitSon
Mr. John Cartwright Mr. Allen McKay
Mr. Bruce George Mr. Cranley Onslow
Rt. Hon. Dr. John Gilbert

The Committee deliberated.

Draft Report (the D Notice system), proposed by Dr. Gilbert,
brought up and read.

Ordered, That the proposed Report be read a second time,
paragraph by paragraph.

Paragraphs 1 to 3 read and agieed to

Paragraph 4 read and postponed

Paragarphs 5 to 7 read, amended and agreed to

Paragarph 8 read and agreed to

Pargraphs 9 and 10 read, amended and agreed to
Postponed paragraph 4 again read, amended and agreed to
Paragraphs 11 and 1la read, amended and agreed to
Paragraph 12 read and agreed to

Paragraph 13 read, amended and agreed to

Paragraphs 14 and 15 read and agreed to

Paragraph 16 read and postponed

Paragraphs 17 and 18 read, amended and agreed to
Paragraph 19 read and agreed to

Postponed paragraph 16 again read, amended and agreed to
Paragraphs 20 and 21 read and agreed to

Paragraphs 22 to 25 read, amended and agreed to. -

Further consideration of Report adjourned till Tuesday next.

[Adjourned till Tuesday next
at Six o'clock




Tuesday S5th August 1980

Members present:
Sir John Langford-Holt in the Chair

Sir Frederic Bennett Sir Timothy Kitson
Mr. John Cartwright Mr. Allen McKay

Mr. Bruce George Mr. Michael Mates
Rt. Hon. Dr. John Gilbert Mr. Cranley Onslow

The Committee deliberated.

Consideration of Report (the D Notice system) resumed.
Paragraphs 26 to 28 i1z2ad, amended and agreed to.
Paragraphs 29 to 33 read and agreed to.

Paragraphs 34 to 36 read, amended and agreed to.
Paragraph 37 read, as follows:

"37. As between the alternatives, we have concluded
that the most straightforward answer would be to
dispense with the D Notice Committee and to place
responsibility for the Notices themselves squarely
with the the Ministry of Defence and other

Government Departments. This recommendation is not
designed to undermine the system of guidance about
what should not be published as far as defence informa-
tion is concernsd. It is intended to simplify the
system, and to leave editors with the clear and direct
responsibility, which is theirs already, to decide
what their papers publish. Although we realise
that, with the abolition of the Committee, the
post of its secretary would lapse, this would not
preclude the Government from designating an official
to act as a focal point for guidance. These
arrangements should continue until there is a
fundamental review of the operation of the Official
Secrets Acts."

Amendment proposed,in line 1, to leave out from the word
‘concluded' to end of paragraph and insert the words:

"that the D Notice Committee should be retained at
Jeast until there is a fundamental review of the
operation of the Official Secrets Acts. We wish to
emphasise that the Committee will only gain the
necessary degree of acceptance if the chang&, which we
have outlined above,are implemented. The reforms we
propose would continue the useful life of a system
which at one time fulfilled a worthwhile role and
which could in the future make a continuing contribu-
tion to the necessary safeguarding of the national
interest while creating the least possible constraint
on the publication of defence information." -

(Mr. Onslow).
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Question proposed, That the amendment be made.

Amendment proposed to the proposed Amendment, in line 3, after
the words ‘'operation of' to insert the words 'and need for' -
(Dr. Gilbert).

Question put, That the Amendment to the proposed Amendment be
made.

The Committee divided:

Ayes, 4 Noes, 4
Mr. Cartwright Sir Frederic Bennett
Mr. George Sir Timothy Kitson
Dr. Gilbert Mr. Mates
Mr. McKay Mr. Onslow
Whereupon the Chairman declared himself with the Noes.

Question put, That the proposed Amendment be made.
The Committee divided

Ayes, 4 Noes, 4
Sir Frederic Bennett Mr. Cartwright
Sir Timothy Kitson Mr. George
Mr. Mates Dr. Gilbert
Mr. Onslow Mr. McKay
Whereupon the Chairman declared himself with the Ayes.
Paragraph, as amended, agreed to.
Paragraphs 38 and 39 read, amended and agreed to.

Resolved, That the Report, as amended be the Third Report of
the Committee to the House.

Ordered, That the Chairman do make the Report to the House.

Ordered, That the provisions gf Standing Order No. 85 (Select
Committees (reports)) be applied to the Report.

[Adjourned till Wednesday
29th October at half-past Ten
o'clock
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LIST OF WITNESSES

Wednesday, 1lth June, 1980

Sir Frank Cooper GCB, CMG,
Chairman of the Defence, Press and
Broadcasting Committee

Tuesday, 17th June, 1980

Rear Admiral W.N. Ash, CB, MVO,
Secretary of the Defence, Press and
Broadcastng Committee

Mr. Windsor Clarke, CBE, Vice-Chairman
of the Lefence, Press and
Broadcasting Committee

Tuesday, 8th July, 1980

BBC

Mr. Richard Francis, Director,
News and Current Affairs

Mr. Alan Protheroe, Editor
Television News

INDEPENDENT BROADCASTING AUTHORITY
Mr. David Glencross, Deputy Director
of Television

Mr. Neville Clarke, Senior Television
Programme Officer

GRANADA TELEVISION LTD.
Mr. David Boulton, Head of Current Affairs

Tuesday 15th July 1980

Mr. Chapman Pincher

Mr. Jonathan Aitken MP

THE GUARDIAN

Mr. Peter Preston, Editor

Mr. David Fairhall, Defence Correspondent

Tuesday 22nd July 1980

NEW_STATESMAN
Mr. Bruce Page, Editor
Mr. Duncan Campbell, Staff writer

SUNDAY TIMES
Mr. Harold Evans, Editor
Mr. Peter Harland, Managing Editor

Mr. Leonard Downie, London
Correspondent of the Washington Post

Note: the Minutes of Evidence will be published in due course




APPENDICES TO THE MINUTES OF EVIDENCE

. Letter to the Clerk to the
Committee from The Daily Telegraph (D.19.3)

25 Letter to the Clerk to the
Committee from The Daily Mail (L.19.B)

315 Letter to the Clerk to the
Committee from the Daily Mirror (D.19.C)

4. Letter to the Clerk to the
Committee from the Sunday Telegraph (D.19.D)

Sis Letter to the Clerk to the.
Committee from the magazine Flight Inrernational
(D.19.E)

6. Letter to the Clerk to the
Committee from Thames Television (D.19.F)

7. Letter to the Clerk to the
Commmittee from the magazine Defence (D.19.G.)

8. Letter to the Clerk to the
Commitee from The Financial Times (D.19.H)

9. Letter to the Clerk to the
Committee from The Guild of British Newspaper Editors
(D.19.J)

10. Letter to the Clerk to the
Committee from the Commonwealth Press Union
(D.19.K)

11. Memorandum by the Editor-in-Chief
of the Press Association (D.20)

125 Memorandum by Peter Hennessy,
Whitehall correspondent of The Times (D.22)

1het Memorandum by London Weekend
Television Ltd (D.23)

14. Letter to the Clerk to the
Committee from the Periodical Publishers
Association (D.25A)

15. Letter to the Clerk to the
Committee from The Daily Express (D.25.B)




16. Letter to the Clerk to the
Committee from The Sunday Mirror (D.25.C)

17. Letter to the Clerk to the
Committee from The Newspaper Society (D.28.3)

18. Letter to the Clerk to the
Committee from Mr. Jacob Ecclestone (D.28.B)

19. Letter to the Clerk to the Committee
from the Newspaper Publishers Association
(D.31)

20. Memorandum by The Scottish
Daily Newspaper Society (D.37) g

2153 Memorandum by Louis Heren, Deputy
Editor of The Times (D.42

2230 MEMBERSHIP OF DEFENCE, PRESS AND BROADCASTING
COMMITTEE
Memorandum by the Ministry of Defence (D.21)

2313 COMPARABLE PRACTICES IN OTHER COUNTRIES
Memorandum by the Ministry of Defence (D.27)

24, Letter to the Chairman to the Committee from
the Chairman of the Defence, Press and Broadcasting
Committee (D.54)

25, Letter to The Times from Mr.
Windsor Clarke published on 10th August 1973

26. Letter to the Clerk to the
Committee from the National Union of Journalists
(D.55)

275 Letter to the Clerk to the
Committe from Mr. Tom Pocock of the Evening
Standard (D.57)

Note: the Appendices to the Minutes of Evidence will be
published in due course
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ed a move by the
ce’, or Defence
Broadcasting Comunitte
assert its existence and authority. We
therefore sought to clarify, in correspon-
dence, what role (if any) the Committee
and D Notices “had in the 198!
inquiries were rebuffed.
CAMPB

THE D NOTICE SYSTEM is one of the
greater mysteries of British journalism. Many
members of the public believe it to be a means
for the government to suppress news of their
favourite grievance. Even quite experienced
ijournalists working on a ‘sensitive’ story fear -
absurdly — that their efforts may be frustrat;
lwy the arri ival of the D Notice carrie
Iy from the Ministry
:ience. American and other foreign journal-
ists regard the system of sclf-censorship it
embodies as peculiarly British, a further
xample of placid press complacency.
Ironically, one reason the D Notice system
y with
redia employees
'\dm of \\hat D Notices say, or where

found. ]l they dld know what the D Not
aid, they would be surprised by the a
oracing sweep of censorship which they
No 1 on ‘Defence Plans’,
example, would if obeyed prohibit the
British public from hearing anything not
‘released officially’ or ‘published in another
country” on:
Information relating to . . . defence poli
acmal Service manpower strengths by
cai i des . . . future
mmcmcnlsarmlcmhd destinations of HM Ships
. .current or projected tactics (or) trials. In cases
of doubt, you are requested to scek advice
lhroum the appropriate Government Depart-

Qum cl"arly the press does not in its daily
work suppress all information on defence
which has not been ‘officially released’. It
therefore comes as something of a surprise

t a serious body can issue such a permanent
proclamation and continue to expect to be
taken seriously.

U Notice No 1 is just one of twelve notices

hich have remained unaltered since their
issue in August 1970. Contrary to popular
myth they do not arrive by despatch rider, but
lie gn.hcn g dust in an E
set of notices is contained in a smdll green
loose leaf folder. The folder also contains an
explanation of the system and a list of commit-
tee members. Each folder is numbered and
~l.lmpcd in gold lettering (the NEW STATES-

N is issued with no 51 l)

The members of the D Notice Committee
include four top civil servants and 11 *press
and broadcastin tives. Numer-
cally. it would appear, the Committee is run
by the press. The truth is clearer from a
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‘Group Editorial Consultant’ of Westminster
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the following:

Jon Grant, Managing Editor. The Times; ) H
Donlan. News Editor, t

Editor of Flight magazine; J Bishop, Editor of the
Husirated London News; B Vickers, Editor of the
Scotrish Daily Record; David Chipp, Editor-in-
Chief of the Press Association; T Smith of the
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Editor of the Coventry Evening Telegraph;
Richard Francis, BBC Editor of News and Cur-
rent Affairs; and D Horobin of ITN.
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th ched D Notice 10 (and others). This
did not matier in the slightest; the D Notice
system bears no relationship to the Official
Secrets Act, and it was clear (not least from
the Home Secretary’s recent announcement
on the subject) that telephone tapping was a
matter of considerable public concern, par-
ticularly as it had got so out of hand.
Admiral Ash reflected of! a
awakening public interest when he circulated
a reminder to Editors that D Notices were still
‘in force’ on the 11th of February. D Notices
do not, however, have any ‘force’. They
merely operate by consent and are W ritten to
reflect a presumed consensus. But the system
is now far behind the times, hopelessly
immutable, and ultimately irrelevant. Neither
the NEW STATESMAN nor any other respons-
ible publication would wittingly pubiis!
information which endang life or serious
national interests. In these matters, however,
neither we nor anyone else is usefully gui
by the bl t ban on discussion contained in
D Notices issued by a committee rubber
stamping the views of the vested military and
other civil service interests. Tn these circum-
stances the Editor of the NEW STATESMAN
suggested to Admiral Ash that the disba
ment of the Defence, Press and Broadcasting
Committee would be a worthwhile contribu-
tion to the present government’s crackdown
on unnecessary quangos. The D Notice Com-
mittee is currently intained at public
expense on ihe Ministry of Defence budge
Admiral Ash replied tersely (sce box). His
letter arrived. in true D Notice fashion, by
despatch rider from the the Mini: of
Defence and the envelope is reproduced on

ON CRITICAL OCCASIONS in the past, the
D Notice Comunittee has ill served the press,
and demonstrated who actually calls the shots.
In 1961, the committee cheerfully passed out
a notice which ostensibly banned all unauthor-
ised discussion of any military cquipment
whatsover until ‘officially announced’. An
outery by some alarmed newspapers ulted
in the notice being withdrawn and rew ritten; it
then became (and now re 5) meaningless.
The current equivalent notice (No 2) - *Clas-
sified Military Weapons, Weapons Systems
and Equipment’ - is unhelpful. since it pre-
cludes discussion of ‘classified’ systems
weapons but offers no guidance as to which
are, and are not ‘classified’.

Persons not known for their radicalism,
such as Lord Shawcross and Chapman Pincher
of the Daily Express, have observed that D
Notices were to avoid embarrassment or o
‘protect 3 department rather than national
security’. The worst example of this was in
1967, when a new notice was rushed out 10
prohibit any discussion of traitors living
abroad (Philby, Burgess and Maclean). The
Notice aimed specifically at investigations
into the full extent of Philbys treachery then
being conducted by the Sund Times and the
Observer. Both papers, after some debate,
completely ignored the attempt o SUppress
the Philby story.

Roth thie abortive censorship of the Philby
affair, and the D Notice rumpus of 1967

no value in one area where such a body m
make a positive contribution to journalism

S ——————— Sl
Correspondence between NEW STATESMAN and the D N

Committee

Defence, Press and Broadcasting Committee
Memorandum Ref 11 February 1980
DNB009DPBC &
DN5010DPBC
‘D’ Notice on British Intelligence Services and
Cyphers and Communications

Following the appearance in the Press of
recent articles on the subjects concerned,
enquiries have been received from Editors as
to the continuing validity of D Notices Nos 10
and 11.

The need to protect the information on the
intelligence services covered by these two
notices is unchanged and remains of the first
importance in the interests of national sec-
urity. Editors are requested to be continued to
be guided by the advice contained in them. As
is the case with all D Notices, the guidance in
Notices Nos 10 and 11 is kept under review by
the Defence, Press and Broadcasting Commit-
tee.

The Secretary of the Committee remains
available to Editors at all times for consultat-
ion and advice on any aspect of the D Notice
system.

W. N. Ash, Secretary of the Committee

New Statesman 14 March 1980

Dear Admiral Ash,

After some consideration, we feel that we
should reply in some detail to your letter
concerning D Notices ‘in force'. It is unfortu-
nate that the letter omits to refer to the
General Introduction which is issued with D
Notices, and in particular the observation
therein that the ‘D Notice system is entirely
voluntary and has no legal authority’.

Your letter appears intended to answer
enquiries from other Editors who, following
the recent publication of a number of articles
on intelligence matters, are confused as to the
role of D Notices. it is unfortunate that nothing
in the letter seeks to balance the public inter-
est in these matters with the blanket ban on
discussion contained in the two Notices — Nos
10 and 11 — to which you refer. These Notices,
it is worth observing, are unaltered since their
issue on the 16th August 1971.

You will perhaps be aware from reading
recent NEW STATESMAN articles and other
reports that matters we have recently raised in
the areas concerned are of deep public con-
cern. This, we would suggest, is evident from
the press, parliamentary and public response
10 our discussions of phone tapping, mail
opening or the real cost of the intelligence
services. The Home Secretary, for example,
has recently seen fitto convene an inquiry into
tmenhone tapping.

The D Notice system, the Introduction also
notes, ‘depends on goodwill and in effect very

little else’. There is no reason Not to #x
goodwill to_your: and your ¢
members. There are many r
extend the same silent goodwill to
and organisations covered in the
you mention.

it has always been an op
whether an informal arrangement
exceptional times could be legitim
ded and institutionalised. Today.
said that there is any simple unar
political issues. It must be st
the 1970s the intelligence servi
Western societies have, by their a
attitudes, lost the confidence of larc
of the public. (The fact the €
societies where in which such trus
existed does not affect the point.)

If it is the case that these notices hav
kept ‘under review’, then it is rem
indeed that there has been no change i
to reflect the changes in public knowie
public attitutdes since 1971,

During the 1980s — in our argument
_ there are political and civil liberties
are directly threatened by many
the intelligence and security age
ice No 10) and by those departme:
in communications interception (D
11). No doubt you would take a d ffe
but it would be hard to deny tf
legitimate subject of debate. If t
conducted by your colleague

d to no discernible changes, the v
ask you to consider whether your organis
still serves any useful purpose

It must be plain to you and y¢
that many serious media organisot
give the system littie or no credence
apply instead their own_ best judar
what may wisely be published and w!ot MaS
not. A set of D Notices attempting t S ppress
any real information in the areas erned 1S
of no value.

As a contribution to public undesst c\v\;
we propose to publish edited versions of youl
letter and our reply.

ours sincerely, Bruce P €diter

Defence, Press and Broadcasting Committee
19 March 18£0
Dear Mr Page, 3
[ . .] Your representation of the D Nokiee
system is so tendentious and wide of the marie
that | do not think that anything w uld be
gained by joining issue on it i
You know, of course, that the Period icel
Publishers Association, of which | un e
the New Statesman is a member, ong
these who represent the Press on the ence
Press and Broadcasting Committ
Yours sincerely, W N Ash

and the public interest, That is the administra-
tion of the Official Secrets Act and the open-
ing up of the processes and activities of gov-
ernment. Two cases under the Official Scerets
Act have show that obeying D Notices pro-
vides no protection whatsoever to journalists.
In the 1970 Sunday Telegraph case, both the
newspaper and journali Jonathan Aitken
had cleared their articles entirely (which made
use of an alleged official report on British
arms supplics to Nigeria at the time of Biafra)
with the D Notice Committee. It was of no
avail.

imilarly, in the 1977 ABC casc, where the
present author and another journalist inter-
viewed a former soldier with intelligence
experience, we were in obedience to the terms
of D Notice No 10, which is only concerned
with the publication, not the gathering, of
information. Once again, aithough the point
was usefully taken in defence, it did not

prevent a long and costly prosecution.
As~ far as opening up governm is

concerned, the Committee as presently consti-

tuted is clearly not interested. To riise
issues, the NEW STATESMAN's Editor !
Page responded to Admiral Ashs areular
th a lengthy comment on the 1sSues, ond On
invitation to debate the maticr (see box)
Admiral Ash has replied that disseussion)
would be ‘tendentious’.
We do not suggest here th
should be ignored and forgotien
the major national media, that
happened to a greater or lesser enieh
publications may continue to be i
But formal recognition should be £1v
actual ending of the system. th
bandment of the Committee
form. It might ideally be rep
genuinely representative inte
Fleet Street and Whitehall whi i
open up the government and
down press investigation. In the me
clearly borders on the farcical 10 §u3gest) *3
Admiral Ash did in February ﬂ‘w/
i i i gal ru TeMOLA WA

ten aon-k
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10 DOWNING STREET

From the Principal Private Secretary

SIR ROBERT ARMSTRONG

The 'D' Notice System

The Prime Minister has seen and noted
your minute AO1869 of 1 April about press

interest in the 'D' Notice system.

2 April 1980




CONFIDENTIAL
Ref. A01869

PRIME MINISTER

The 'D' Notice System

I sent you a minute on 18th Mérch about revived Press interest in the
operation of the 'D' Notice system. I mentioned in particular the request
which the Secretary of the Defence, Press and Broadcasting Committee (DPBC)
had received from 1:,_w’o_'journa1ists, Mz, Ian Mather of the Observer and
Mr. Peter Hennessy of the Times, for an interview. You agreed that
Sir Frank Cooper should give the interviews.

2. Sir Frank Cooper tells me that the interviews went reasonably well,
Mr. Hennessy in particular showed himself to be both well-informed and
perceptive in his questioning. This has now borne fruit in the form of an
article in The Times of 1st April. I attach a copy; it contains nothing
particularly damaging.

35 The New Statesman has released to The Times their correspondence

with Admiral Ash, the Secretary of the DPBC, about which I consulted you in

my minute of 18th March. This correspondence is likely to be published in

tomorrow's Times and also no doubt in Thursday's New Statesman, presumably

s
with editorial comment. I suppose that this may be taken up in the House after
pibushatuhaittetvsin

the Easter Recess.

(Robert Armstrong)

1st April, 1980
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CONFIDENTIAL

MINISTRY OF DEFENCE
MAIN BUILDING WHITEHALL LONDON SW1

Telephone 01030xR® 218 2111/3

MO 22/5 20th March 1980

(
e p
iL(,J-.'

THE D NOTICE SYSTEM

Sir Robert Armstrong sent my Secretary of State a copy of
his minute to the Prime Minister of 18th March.

My Secretary of State is, for his part, content with what
is therein proposed but I understand that it has already been
suggested to the Cabinet Office that the adjective "wildly"
could, with advantage, be deleted from the second paragraph of
the letter to Mr Bruce Page.

I am sending copies of this letter to John Chilcot (Home Office),
George Walden (FCO) and David Wright (Cabinet Office).

e o

(B M NORBURY)
Private Secretary

C A Whitmore Esq

CONFIDENTIAL
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10 DOWNING STREET

From the Principal Private Secretary

Sir Robert Armstrong

pir RO =

The D. Notice System

The Prime Minister has seen your minute A01737 of
18 March, 1980. Subject to the views of the Home Secretary,
the Foreign and Commonwealth Secretary and the Secretary of
State for Defence, she agrees that a letter should go to the
Editor of the New Statesman on the lines of the draft attached
to your minute. She would, however, like to see the word
nywildly" deleted from the second paragraph.

2. The Prime Minister also agrees that Sir Frank Cooper
should give unattributable background briefings to Mr. Ian
Mather and Mr. Peter Hennessy.

& I am sending copies of this minute to Mr. Chilcot,
Mr. Walden and Mr. Norbury.

G AN

20 March, 1980.

CONF IDENTIAL
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Ref. A01737

PRIME MINISTER

2
Q/\/W/L/W/'The D Notice System amwa 4 Wmess i\ 6 i

You will be aware of the existence of the D Notice system. 4w

2, Under this system a series of notices are put out to the Press and
broadcasting authorities drawing their attention to matters which national security
requires should not be the subject of treatment by the Press. The notices protect
mainly national defence material, but there are also two D Notices covering. the
intelligence services and ciphers and communication (D Notices Nos. 10 and 11).
All D Nctices are issued on the authority of the DME, Press and Broadcasting
Committee (DPBC). This Committee consists of representatives of the
Government and of the Press. Its Chairman is the Permanent Under Secretary,of
State, Ministry of Defence; its Vice-Chairman is a representative of the Press side
(at present Mr. Windsor Clarke of the Westminster Press).

33 The Secretary of the Committee is the man who effectively runs the system
from day to day and is the point of contact for any queries from the Press about
the application of D Notices in particular cases. The present Secretary is
Rear Admiral W.N. Ash,

4. Shortly after the New Statesman began its recent series of articles about
the igfil.genpe and security services, the Secretary of the DPBC, with the
agreement of the V;ice-;(;haix:man, is}}led a memorandum to the Press and
broadcasting authorities reminding them of the continuing v—alidity of D Notices
Nos. 10 and 11.

5. This reminder has resulted in thoglevelopments.

6. First, the Secretary of the DPBC has received separate requests from two
respectable journalists for interviews. Mr. Ian Mather of the Observer has a;:;d
for a background interview for a factual piece, and Mr. Peter Hennessy of the

Times has asked for an "on-the~record' interview.

~ANIECINENT
CONFIDENTIAL
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T The Secretary has also received a long letter from the Editor of the New

Statesman, of which I attach a copy. The letter demands a reply, which the

Editor proposes to publish with his letter in the New Statesman.
8. I have discussed with Sir Frank Cooper how to respond to these approaches.

9o We are agreed that the Editor of the New Statesman should be sent a brief
pu e

reply, on the lines of the attached draft.

10. We should see some advantage in giving interviews to the two respectable

journalists who have asked for them, subject to two points:

i

(2) Since all D Notices are themselves confidential, we think that neither
interview should be 'on the record'; both should be for background only
and unattributable.

(b) We should see some advantage in the interviews being given by
Sir Frank Cooper, as Chairman of the DPBC, rather than by the

.Secretary, This does not betoken any lack of confidence in the

Secretary (though he has in fact been doing the job for only a relatively
short time); but we both have vivid memories of the publicity that

surrounded one of his predecessors, Colonel "Sammy" Lohan,_ and we

think that it would be better for the time being that he should run no risk

of compromising his role as custodian of the D Notice system by getting
11, I should be grateful for your agreement that we should proceed accordingly,
subject to the views of the Home Secretary, the Foreign and Commonwealth
Secretary and the Secretary of State for Defence, to whom I am sending copies of

this minute.

ROBERT ARMSTRONG

18th March, 1980

CONFIDENTIAL
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Cables: Newstat, London WCI

14.3.80

Rear Admiral W. N. Ash, CB, MVO,

Secretary to the Defence, Press and Broadcasting Committee,
Room 6370

Ministry of Defence,

Main Building,

Vhitehall,

London, SW1A 2B,

Dear Admiral Ash,

After some consideration, we feel that we should reply in some detail
to your letter of the 11th February, 1980 concerning D Notices 'in
force'. It is unfortunate that the letter omits to refer to the
General Introduction which is issued with D Notices, and in particular
the observation therein that 'the D Notice system is entirely voluntary
and has no legal authority'.

Your letter appears intended to answer enquiries from other Editors who,
following the recent publication of a number of articles on intelligence
matiers, are confused as to the role of D Notices. It is unfortunate
that nothing in the letter seeks to explain the voluntary role of the
system, or to balance the public interest in these matters with the
blanket ban on discussion contained in the two Notices — Nos 10 and 11 -
to which you refer. These Notices, it is worth observing, are
unaltered since their issue on the 16th August, 1971,

You will perhaps be aware from reading recent NEW STATESMAN articles and
other reports that the matters we have recently raised in the areas
concerned are of deep public concern. This we would suggest is evident
from the press, parliamentary and public response to our discussions of
phone tapping, mail opening, or the real cost of the intelligence
services. The Ilome Secretary, for example, has recently seen fit to
convene an inquiry into telephone tapping.

The D.Notice eystem, the Introduction also notes, 'depends on goodwill
and in effect very little else'. There is no reason not to extend all
goodwill to yourself and your committee members. There are many
reasons not to extend the same silent goodwill to the matters and
organisations covered in the D Notices you mention.

Circumstances have changed very considerably since the D Notice system
was introduced during the.Second World War. For the duration of a war —
and a war whose clearly-defined purpose was shared by almost every
significant eection of the commnity - many curtailments of 1liberty may
be acceptable. Ot is no doubt true that it was to the credit of the
British political system that this necessary purpose was achieved without
any formal censorship.

Jover ...

The S & Nation Publishing Company Ltd
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But it has always been open to question wheiher an informal
arrangement made in such exceptional times could be legitimately
extended and inslitutionalised, Today, it cannot be said that

there is any such simple unanimity about political issues as

existed in the time when the British people, and democrats everyvhere,
were united against Nazism. Tt would be wrong to expect it to exist -
for peace, however fragile it may be, is a time for debate. And in
particular, it must be stressed that during the 1970s the intelligence
services in many Vestern eocieties have, by their actions and
attitudes, lost the confidence of large sections of the public.

(The fact that there are other societies in which such trust has never
existed does not affect the point).

Today, there can be little justification for the tone of your letter -
which effectively suggests that editors should feel themselves under
an injunction to refrain from entering into any decbate about the nature
and usefulness of expensive intelligence operations.

Ve must ask, respectfully, whether your letter is sent with the full
knowledge and support of the entire D Notice Committee. If it ie the
case that these notices have been kept 'under review', then it is
remarkable indeed that there has been no change in them to reflect the
changes in public knowledge and public attitudes since 1971.

During the 1980s - in our argument at least - there are political and
civil liberties which are directly threatened by many activities of the
intelligence and security agencies (D Notice No. 10) and by those
departments engaged in communications interception (D Notice No. 11).

No doubt you would take a different view, but it would be hard to deny
that this is a legitimate subject of debate. If the 'reviews' conducted
by your colleagues and yourself lead to no discernible changes, then we
would ask you to consider whether your organisation still serves any
useful purpose.

It seems especially regrettable that your letter was marked 'private

and confidential'. Nothing in the letter or its contents calls for
privacy, or would, if revealed, endanger any part of the national interest.
You ruet be personally aware of the public mystification which already
surrounds the D Notice Cormittee; aggrieved members of the public
frequently complain to you, to us, or to members of Parliament about you
when their particular grievance is not aired in the National Press,
believing that you have intervened with fearsome official powers of
censorship. Even some experienced journalists still believe that

D Notices arrive suddenly by dispatch rider from the Ministry of Defence
as & sensitive story nears the deadline. We know and you know that this
is nonsense.

Yet it is nonsense you promote by marking all such papers as though they
were truly confidential, and tempting recipients thereby into believing
that they carry some greater moral authority. It must be plain to you
and your committee by now that many serions media organisations now give
the eystem little or no credence. They apply instead their own best
Judgment on vhat may wisely be published and what may not. A set of

D Notices attempting to suppress all real information in the areas
concerned is of no value,

Jover ...




As a contribution 1o public undersianding we Propose to pullish
edited versions of your letter and our reply, in this week's
issue of the NEW STATESMAN, We would be obliged if you will
inform us of any objections to this approach, or comments on our
reply, as soon as possible,

Yours sincerely,

Bruce Page
Editor,




DRAFT LETTER TO BRUCE PAGE, ESQ. EDITOR,
NEW STATESMAN

Thank you for your letter of 14th March. I
can, of course, have no objection to your publishing

your letter but you will no doubt have the courtesy to

take regard to the fact that mine was marked Private
and Confidential.

Your representation of the D Notice system is

so &m‘d&y}tendentious and wide of the mark that I do

not think that anything would be gained by joining issue
on it.

You know, of course, that the Periodical
Publishers Association, of which I understand the
New Statesman is a member, is among those who
represent the Press on the Defence, Press and

Broadcasting Committee.






