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PROTECTION OF SECURITY FORCE BASES
IN NORTHERN IRELAND

Thank you for your letter of 28th January about the
threat from mortar attacks on Security Force bases in
Northern Ireland. The Prime Minister's views were of
course conveyed to the GOC Northern Ireland who asked the
Commander Land Forces to prepare a report for the Prime
Minister on this subject. | | -

I attach a copy of Major General Glover's report.

I hope that it will provide reassurance on the one hand that

all reasonable steps are being taken to counter the threat

of mortar attacks, and on the other hand that there has certainly
been no complacency in attitudes to this threat either on

the part of commanders in Northern Ireland or of the MOD

and its R and D establishments which have been working on

this problem.

If the Prime Minister would like to have any of this
material further developed, we would of course be very ready
to arrange this.,

I am sending copies of this letter and enclosure to
Roy Harrington (Northern Ireland Office) and David Wright
(Cabinet Office).

M Alexander
10 Downing Street







MORTAR PROTECTION FOR SECURITY FORCE BASES

BACKGROUND

1. There are a total of 19 'border' Security Force (SF) bases in the
Province, ten of which are police stations in which soldiers are stationed

to provide protection. Each one of these bases is a potential target for

a heavy mortar attack. To date (30 Jan 80) there have been 74 mortar attacks
of all varieties against SF bases throughout the Province, since December
1972. The newest mortar, the Mark 10, was used against RUC Newtownhamilton
on 19 Mar 79, resulting in the death of one soldier and the wounding of 5
soldiers and 2 RUC from shrapnel.

2. In October 1976 the decision was made to provide mortar protection at
RUC Crossmaglen. This decision arose from the mortar attack on the

Crossmaglen base on 31 August 1976 in which 6 members of the SF were injured.
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(Ol The work started in November 1976. One troop of Royal Engineers has
been continually involved in the build since then. Phases 1 and 2 of a b
phase build are now complete. The current phase (3) is the rebuild of the
RUC station on behalf of the Dept of Finance. The complete build is due to
be completed in 1981.
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L. As a result of a mortar attack on RUC Forkill on 23 January 1978 in
which 10 members of the SF were injured, it was decided that mortar proof
accommodation be built there also. To date Phase 1 of a 3 phase build has
commenced. This build is also due to be completed in 1981.

ATM

5. The aim of this paper is to outline the mortar threat to SF bases and
to describe the measures taken to counter this threat. '

THE THREAT

6. The introduction of the Mark 10 mortar, firing a bomb weighing 100 lbs
containing 40 1lbs of explosive, pSEEE'an increased threat to all SF bases.

The blast effect of the bomb is equivalent to 12 lbs INT; the mortar protection
of Forkill and Crossmaglen buildings required some strengthening to counter

the increased kinetic energy of the weapon.

7. The Scientific Adviser to the GOC Northern Ireland (SCIAD) has estimated
that the greatest weight of bomb likely to be used would be about 150 1bs

all up weight and would contain up to 80 1lbs of HME. This would give a blast
equivalent of 24 1lbs TNT. SCIAD has agreed that it would be most unlikely

for technical and supply reasons for PIRA to use commercial explosive for

their mortars. As a result the maximum blast effect which needs to be considered
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is 24 1bs TNT and the maximum weight of the bomb is 150 lbs. These two
parameters constitute the 'design threat".

8. PIRAs use of heavy mortars (Marks 8-10)have been confined to date to
the border areas:

No of attacks

Mk 8 - Mk 9

Crossmaglen

Forkill

Bessbrook

Newtownhamilton

9. Use of the heavy mortar usually starts with a hijacking of a suitable
flat bed lorry and supporting cars in the border area or in the Republic.
The lorry is then fitted out with the mortar, and a prefabricated base plate
and firing mechanism. Within about 3 hours of the hijacking the lorry is
brought to within range of the selected target, an operation that requires
up to 20 men in supporting roles. The lorry is parked at a previously
selected base plate position, the mortar initiated electrically according to
a timed programme and the PIRA team make their escape to the Republic.
Because of the complexity of the operation and the number of men involved,
it is unlikely that a heavy mortar would be used so far from the border

that the escape of the supporting team would be prejudiced.

OPTIONS IN THE LIGHT OF THE THREAT

10. The PIRA mortar threat poses options, which are themselves not mutually
exclusive. These are:

a. To deter an attack.

b. To save lives should an attack occure.

DETERRENCE

11. In considering deterrence, it is first necessary to list the basic
factors that govern whether or not an attack is likely to take place. An
attack is only likely to take place if:
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a. There is a suitable firing point (that is a firing point at the
desired range, with suitable aiming marks, and concealed from view
from those within the base).

b. Terrorist escape routes are clear (that is a route exists offering
a run, free of interference, to a safe point by the time the first
bombs have been fired, or shortly after this time).

12. From these two points it is apparent that a reasonable prediction

may be made of those bases vulnerable to attack, and the way in which they
might be attacked. Deterrent measures may then be considered. Essentially,
such measures will fall into one of two categories:

a. Protective surveillance of probable mortar firing points.

b. The tasking of external patrols and blocks to disrupt any
contemplated attack.

15 The Surveillance Cell HQNI has carried out a survey to assess the
mortar threat to all border bases. An example of such a survey carried
out at Newtownhamilton is at Annex A.

14. These surveys are based on a system of logical analysis:

a. First. Areas of hard standing within mortar range of a base that
could form mortar base plate positions are plotted.

b. Second. Those areas within the arc of fire of occupied sangars
are disregarded.

c. Third. Those positions remaining are examined to see which are
within sight of some aiming mark in the base (such as a radio mast) or
a similar prominent mark on line to the base.

15. From this analysis can be worked out the remaining most likely firing
positions. A combination of patrols, surveillance devices and barriers can
then be deployed to cover these areas or deny access to them.

16. Therefore if deterrent measures are considered carefully, the mortar
threat can be reduced to a low probability. Some element of risk will
always remain, but that risk will be reduced as much as possible.

PROTECTION

17. No deterrent system can offer a guarantee of immunity from attack. It
is therefore necessary to consider how lives may be saved, or injuries
reduced, in the event of an attack. In considering this, the options are:

a. Full mortar protection (vide Crossmaglen and Forkill).

b. Limited protection.

c. Tactical considerationse.
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18. Full Protection. Full protection is expensive in terms of engineer
resources and in terms of real costs; and such a construction programme
takes a long time to complete. This solution has now been rejected for any
base other than Crossmaglen and Forkill; to which regular resupply convoys
carrying engineer stores are deployed. These operations last up to 5 days
and involve major Brigade picket and route clearance operations.

Crossmaglen.

(1) The Phase 1 building has a weldmesh stand-off screen to catch
ana detonate bombs. This screen required strengthening to cope
with the increased kinetic energy of the design threat described.
MVEE designed and trialled a suitable screen consisting of an Smm
mild steel plate supported on 1.7m high scaffolding towers and
covered with a layer of sandbags. The material for the screen

was readily available and cost about £10,000. This cost was met by
Engineer funds already allocated. No additional resources from
outside the Province were needed to complete the project. The
erection of the screen is now complete.

(2) PSA (DCES) who designed the Phase 2 building advised that the
roof of the building would also require sgyengthening to cope with
the design threat. Consequently the MVEE designed screen was
extended over both the Phase 1 and 2 structures.

Forkill.

(1) The walls of the Forkill building were designed to provide
protection against a Mark 9 mortar bomb exploding one metre away from
them. Such a mid-air explosion is considered by RARDEPto be most
unlikely. Without redesign these walls afford complete protection
against the design threat~exploding 2m away. In view of the
unlikelihood of such a detonation it is considered that this level

of protection is adequate.

d

(2) Minor strengthening of the sacrificial storey cladding and
the base blast wall was necessary to meet the design threat.
There will be no significant increase in the cost of the project
and no increase in the time scale.

c. Risk. During the building of the bases above, a greater number of
soldiers are concentrated and therefore at greater risk in the short

term. As the build continues the targef-area increasese.
———— P .

19. Limited Protection. Limited Protection covers a wide range of measures
from construction short of full protection to, at the simplest level, the
provision of blast wall and open shelters. It is clear at once that no
common design could be envisaged as standard protection for any base. It is
also clear that a survey of any base would lead to the suggestion of a

number of simple, effective protective measures which could reduce casualties
in the event of a mortar attack. A study on limited protection was carried
out by Commander Royal Engineers. Work is now complete in providing blast
walls and shelter trenches at all bases assessed to be under threat in that
study.

Notes: a. MOD Military vehicles and Engineering Establishment, Chertsey
b. Royal Armament R & D Establishment, Fort Halstead
Cle This is the threat described in para / above.
d. See plan at Annex B




a SECRET

20. Tactical Considerations. The mortar threat to border bases, particularly
in South Armagh, is treated extremely seriously. In order to reduce this
threat a 24 hour patrol coverage of the immediate area is a standing
operational procedure. In Forkill, for example, this deterrence presence
requires a dedicatedplatoon, and in Crossmaglen two platoons are required.

This manpower, committed purely to the defence of the base, is a permanent
requirement. There is consequently the danger of dissipating one's effort

on purely defensive tasks. Too little local patrolling and the bases are

in danger of mortar attack. Too much patrolling and the patrols themselves,
and not the bases, become the target for snipers and bombs. There is therefore
a fine balance to be drawn on the level of local patrolling carried out.

This balance is the decision of the local commander, based on the threat and
intelligence available at the time.

SAFETY DRILLS

21. Drills required to take cover from a mortar attack are well known to
all soldiers; they are taught during pre-Northern Ireland training and
rehearsed in all the border bases. An attack warning system exists in every
border base. In combination with the simple limited physical protection

of blast waldls and the like, such drills will save lives.

CONCLUSIONS

22 The threat of mortar attack is markedly reduced by selective patrolling
and the use of surveillance devices. The costs are minimal compared to

the costs of full mortar proofed accommodation (something in the order of
£12,000 per base against £900,000 per base).

——
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23. Should an attack occur, casualties are limited by:

a. Simple, low cost protection against blast, as has been used
effectively in the past (as a matter of normal soldiering) against
such a threat.

b. Local patrolling to deter the terrorist or make it necessary for
him to engage the target from an unsatisfactory position.

c. Adopting well thought out and well rehearsed anti-mortar drills
in the event of an attack.

ANNEX
A. Surveillance Survey - Newtownhamilton
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" ANNEX A

__ CONFIDENTIAL-: -

1039/4/1

SURVEILLANCE SURVEY
0/ TO W HALT LTON

[

TINTRODUCTION -

le The Newbtovmhamilton SF bhase was mortared from a lorry parked as shown
on 19 lMar 79 (Annex A).

2¢  Two areas, The Common and Newry Road are considered to be the most likely
mortar firing points as:

ae They cannot he seen from existing sangars.
be = They can see aiming marks within the hase,

cs The lines of fire do not pass over occupied buildings,

3, The firing points in Rathole Lane and the northern end of Armagh Street
are considered possible but unlikely for the lines of fire pass over ocoupied
buildingse.

REQUIREMENT

o 2

4o  The surveillance requirement is to provide observation over The Common
and Newry Road.

PROPOSED CORNER SANGAR

5. 0OC D Company 3 QUEENS has requested that a sangar be built within the base
at the corner at the junction of Shamble Lane and Newry Street:

2.« To improve the view of possible mortar FPs east of the Fire Station.

bse To improve the close protection of the permaﬁent VCP outside the
SF base.

Comment

2s There is already a sangar at ground level on the southwest side of
the junction of Shamble Lane and Newry Streets Its field of view and
fire along both is adequate for the close protection of the VCP. It is
understood however that the sentry is also required to spot for Vengeful
as oo becomes distracted from his primary protective task during periods
of heavy traffice

be  The cover from view screen at the corner is approximately 10 m high,
From its top Newry Road between the shop and the Masonic Hall cannot he
seen. The view onto the corner from a sangar at that height would be
very restricted and a sentry in it would not be able to assist in the
close protection of the VCP, He would be able to see the Newry Road
beyond the lMasonic Hall, but the range of 200 m would prevent him using.
his weapon effectively at targets there.

CONFIDENTIAL
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CCTV

7. From the top of the cover from view screen (10 m above ground level)
ot position A it is possible to see most of The Common (as shown) and the roofs
of cars moving down Newry Road between the Shops and the Masonic Halle

8., A steerable camera on this site, but elevated to 20 m above ground level
would be able to see at street level in this area., Complete coverage of The
Common would still not be possible but +the coverage would be better than nowe

9 To obtain complete coverage of the Common a second camera would be required
in position Be It is understood that this has already been investigated but
that there are legal and CR difficulties over the proposed sitee

10 The CCTV already covering the helipad cannot see any of these areas nor
can it be modified to do soe It is already monitored in the Ops Room, but if
a second TV is to be placed there, the Helipad monitor should be in the Guard Room.

SUMIARY

11. Observation is required of The Common and Newry Road beyond the Fire
Statione

12, The proposed corner sangar would not be able to observe Newry Road.
13. A CCTV camera at A would cover all Newry Road and most of the Commone

14s A CCTV camera at B would cover the whole of the Common but there are
problems in acquiring its site.

15 The security of the VCP could be improved by double manning the sangar
at the junction of Shamble Lane and Newry Street at busy periods; one man
to spot for Vengeful, one man to act as cover sentrye

~ RECOMMENDATION

16, A CCTV cemera (specification at Annex B) should be erected at A to
~ observe Newry Road and most of the Commone

17. As a second priority, and after the installation and evaluation of the
camera at A, the installation of a camera at B to cover the whole of the Common
should be consideredes

18, The control position for the Helipad CCTV should be moved to the Guard
Roome

IMPLEMENTATION

19 This CCTV system will be included in the consolidated requirement under
preparation within this HQ.

GSO 2 Surveillance
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Annexes:

A.  Approaches to Newtownhamilton SF Base. (Map).
- Be  Proposed CCTV Specification = Newtownhamiltone
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= CONFIDENTIY 2
ANNEX A TO 1039/4/1
E I DATED » AFRIL 1979
p NEWTOWNHAMILTON SF
BASE APPROACHES
<
J
LEGEND
Possible mortar Effective SF Base Existing Camera Left Camera Proposed Mortar Area mot
= FPs, not visible Mortar Perimeter Sangars  Position Limit of Position ~Corner  FP used visible from
to existing Range a B Visibility A Sangar 19 Mar 79 proposed
sangars over The & O Corner Sangar
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RESTRICTED

4"’ ANNEX B TO_1039/4/1
"l’ A ok DATED ____APR 79

PROFOSED_CCTV_SPECIFICATION
W TOVN HAIL LION

L

Te Qamerao COTRON NIGHTGUARD.

5., lense .CANON 15 — 150 mm zoom with x 2 converters

3, Remote Controle MOLYNX BOXER pan and tilt heade

/s Environmental Housinge MOLYNX housing with washer, wiper and demisters

Bie llonitore COTRON PM 24B. Monitor and remote control position in Army

155 e

Ops Roome

6. Camera Mountinge The height of the vertical girder at the north end.
of 4he fence beside Shamble Lane, peside the rear gate, should be extended.
ro 20 m above ground level. The camera ghould be mounted on top of it withe

a. _ Traverses As near 360° as possibles Dead arc to be centred on

260° Eride

be Elevatione Plus 30° to minus 80°.

7. Power, lains power ig to be provided to the camerae

8, Video Cable. Approximately 100 m from camera gite to Army Ops Rooms
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