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C A B I N E T 

R E F O R M O F S E C T I O N 2 O F T H E 


O F F I C I A L S E C R E T S A C T 1 9 1 1 


Memorandum by the Secretary of State for the 


Home Department 


1, We undertook in The Queen 1 s Speech to br ing forward a B i l l to 
re form Section 2 . It i s common ground between us and the other major 
Par t i es that r e f o rm should be broad ly based on the scheme proposed by the 
Franks Committee whose report (Cmnd 5 1 0 4 ) was published i n 1 9 7 2 . 

2 . I attach at Annex 1 a summary of my proposa l s . The F r a n k s 
recommendations are attached, for convenience, at Annex 2 . I pa r t i cu l a r l y 
draw m y col leagues ' attention to the following points . 

C A B I N E T P A P E R S A N D I N F O R M A T I O N A B O U T T H E C U R R E N C Y A N D T H E 
R E S E R V E S 

3 . F r a n k s proposed that there should be protect ion for a l l Cabinet 
papers and for information about the cu r rency and the r e se rves the 
disc losure of which would be l ike ly to cause ser ious injury. When Cabinet 
papers contain protected information (eg on defence) they would natura l ly 
receive protection by virtue of that fact , and I do not propose that we should 
include in the B i l l p rov i s ion to protect Cabinet papers as such. On the 
currency and the rese rves I have consulted the Chance l lor of the 
Exchequer and we do not propose that the B i l l should protect any economic 
information as such. On both these points my proposa ls are in l ine with 
those of the previous Admin i s t ra t ion as set out in the White Paper 
Cmnd 7 2 8 5 , 

C E R T I F I C A T I O N O F SERIOUS INJURY T O T H E I N T E R E S T S O F T H E 
N A T I O N 

4, Th i s presents some difficulty. F r a n k s proposed that information 
in the defence and international relations categories should be protected 
only i f its unauthorised d isc losure was l i ke ly to cause ser ious injury to the 
interests of the nation, and that the issue of ser ious injury should not be left 
for the ju ry to determine. We can readi ly accept both points. The 
prob lem is what authority should determine ser ious injury. 
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5. F r anks argued that the only authority that could p rope r l y do the 
job was the responsible Min i s te r , who should persona l ly review the facts 
and, i f satisfied on the point, issue a certi f icate that would be conclusive 
proof of the fact that the information in question met the ' ser ious in jury ' 
test. In Opposition, both las t year and in the proceedings this year on 
M r F r eud ' s B i l l , we took the l ine that the responsible M in i s t e r would be 
seen as acting as judge and jury in his own cause and that an element 
independent of government (in shorthand, " three wise men") should be 
introduced into the cert i f icat ion procedure . 

6. In favour of "three wise m e n " (whether they take the dec is ion or are 
mere ly advisory) it must be said that the arguments we recently used in 
Opposition w i l l be attractive to many elements in a House of Commons that 
we have yet to assess , and i t can be argued that it would be too embar rass ing 
to be seen to change our minds on the issue so soon after entering office. 
Against the idea, there would be dif f iculties in finding acceptable people 
who were both prepared to do the job and whose appointment would not 
provoke controversy; and there could wel l be awkward prob lems on, for 
example, the right to make representations to the " three wise men " when 
much of the Government 1 s own representations could not be revealed, for 
reasons of secur i ty . A l s o , a defendant would not be made defenceless by 
the responsible M in i s t e r (or anyone else) cert i fying the fact of l i ke ly ser ious 
injury; he would under m y proposa ls have available the defence that he had 
no reason to believe that the information was of that nature. 

7. On balance, I r ecommend that we should rever t to the F r a n k s 
proposal that the cert i f icat ion of information as being l i ke l y to cause 
serious injury to national interests should be the business of the 
responsible M in i s t e r alone. 

CONCLUSIONS 

8 . The outline of the legis lat ion I propose i s much the same as the 
previous Administrat ion ' s White Paper . The essent ia l features of the 
structure set out in Annex 1 are as follows (paragraph references are to 
the paragraphs of the annex): ­

i . Only the d isc losure of of f icia l information should be 
penal ised (paragraph 2). 

i i .	 The categories of protected information should be broadly 
those recommended by the F r anks Committee , though with some 
adjustment (paragraphs 3 - 8 )  . 

i i i .	 The protect ion of information should depend on its nature, 
rather than on the c lass i f icat ion of documents (paragraph 10), 
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iv .	 The B i l l should nevertheless contain prov is ions about 
c lass i f icat ion, which i s of evidential value i n a prosecution 
and puts thoae handling c lass i f ied documents on notice about 
their nature (paragraph 11). 

v.	 Separate offences (and available defences) should be 
constructed for C rown servants, Government contractors and 
private cit izens (paragraph 12). 

I invite my colleagues to agree to the proposals in paragraphs 3 and 7 abo 
and in Annex 1, and to approve the preparat ion of a B i l l giving effect to 
these recommendations. 

W W 

Home Office 

20 Ju ly 1979 

3 

SECRET 



ANHEX 1 


DETAILED PROPOSALS FOR THE REFORM OF SECTION 2 OF THE OFFICIAL 
SECRETS ACT 1 9 1 1 

1 . The Franks Report recommended t h a t i n s t e a d of the c a t c h - a l l 
p r o v i s i o n of s e c t i o n 2 - which p e n a l i s e s u n a u t h o r i s e d d i s c l o s u r e 
and r e c e p t i o n of any o f f i c i a l i n f o r m a t i o n - t h e r e should be a much 
narrower measure c o n f i n e d t o i n f o r m a t i o n i n c e r t a i n s p e c i f i e d 
c a t e g o r i e s . 

2 . I t i s envisaged t h a t the p r o t e c t i o n of the c r i m i n a l lav; should 
be a p p l i e d o n l y t o o f f i c i a l i n f o r m a t i o n , which would be d e f i n e d as 
information h e l d at some p o i n t by Crown servants or by Government 
contractors (and these ex p r e s s i o n s themselves would be d e f i n e d i n 
the B i l l ) . There would no lon g e r be an offenc e of r e c e i v i n g 
o f f i c i a l i n f o r m a t i o n , but a c i t i z e n who knowingly d i s c l o s e d 
protected i n f o r m a t i o n without a u t h o r i t y would commit an o f f e n c e . 

Categories of P r o t e c t e d I n f o r m a t i o n 


( i ) Defence and I n t e r n a l S e c u r i t y 


3. As envisaged by Fr a n k s , i t i s proposed t h a t t h e r e s h o u l d be 


p r o t e c t i o n f o r i n f o r m a t i o n about defence and i n t e r n a l s e c u r i t y , 


the d i s c l o s u r e of which would be l i k e l y t o cause s e r i o u s i n j u r y 


to the i n t e r e s t s of the n a t i o n or (and t h i s i s a refinement t o 


Franks f o l l o w i n g the l i n e taken i n debate on Mr Freud's B i l l ) would 


endanger the s a f e t y of a c i t i z e n of the U n i t e d Kingdom and C o l o n i e s . 


This would i n c l u d e i n f o r m a t i o n about such matters as the armed f o r c e s : 


m i l i t a r y weapons and t h e i r development; defence p o l i c y and s t r a t e g y ; 


and plans and treasures f o r the maintenance of ' e s s e n t i a l s u p p l i e s 


and s e r v i c e s , Whether i n time of war or no t , or f o r the maintenance 

or r e s t o r a t i o n of p u b l i c order; and i n f o r m a t i o n about s i m i l a r defence 


matters i n a l l i e d S t a t e s . 


( i i ) I n t e r r ; a t i o n a 1 Re 1at ions 


4-. Again as envisaged by Franks, " i t i s proposed t h a t there should 


be p r o t e c t i o n f o r i n f o r m a t i o n about i n t e r n a t i o n a l r e l a t i o n s , the 


d i s c l o s u r e of which would cause s e r i o u s i n j u r y t o the i n t e r e s t s of 




deserved b l a n k e t p r o t e c t i o n . I t i s proposed t h a t a l l i n f o r m a t i o n 


about -the thr.ee s e c u r i t y . a n d i n t e l l i e e n c e g e n c i e s , and about Work 


done i n support of them' ( f o r example i n the M i n i s t r y of Defence and t h 

Armed Forces) should bo p r o t e c t e d . 


( v i ) I n t e r c e p t i o n of communications 


8. I t w i l l be necessary t o p r o v i d e s i m i l a r b l a n k e t cover f o r 

t h i s category of I n f o r m a t i o n . 


P r o t e c t i v e S e c u r i t y Measures 


9. The pr e v i o u s A d m i n i s t r a t i o n ' s White Paper suggested t h a t i t 

would be necessary t o a p p l y c r i m i n a l s a n c t i o n s t o p r o t e c t i n f o r m a t i o n 


about p r o t e c t i v e s e c u r i t y measures. T h i s was not something 


suggested by Pranks. I t i s proposed t h a t the B i l  l s hould p r o v i d e 


a separate offence p e n a l i s i n g the u n a u t h o r i s e d d i s c l o s u r e of any 

o f f i c i a l i n f o r m a t i o n which c o u l d be used f o r the purpose of o b t a i n i n g 


access to any i n f o r m a t i o n p r o t e c t e d by the B i l l  , i  f the d i s c l o s u r e 

i s made i n circumstances i n which i t would be reasonable t o expect 


that i  t might be used without a u t h o r i t y f o r t h a t purpose. The 


p r o v i s i o n would thus p r o t e c t such matters as cyphers, keys, passes, 


communications equipment and other p h y s i c a l and t e c h n i c a l means of 


preserving the s e c u r i t y of o f f i c i a l i n f o r m a t i o n . 


P r o v i s i o n s about c l a s s i f i c a t i o n 


10. Pranks couched h i s recommendations f o r the p r o t e c t i o n of 

categories such as defence and i n t e r n a t i o n a l r e l a t i o n s (paragraph J 


and 4 above) i n terms of i n f o r m a t i o n which was c l a s s i f i e d : t h a t i s , 

marked as 1 SECI^ET' i n the sense t h a t i t s d i s c l o s u r e would cause 


serious i n j u r y t o the i n t e r e s t s of the n a t i o n . I t i s proposed t o 


adopt the p r e v i o u s A d m i n i s t r a t i o n s app?-oach on t h i s , i e t h a t the 


B i l l should pre v i d e p r o t e c t i o n i n terms of the nature of the 

information, r a t h e r than whether or not i t i s c l a s s i f i e d . T h i s 


should p l u g some of the l o o p h o l e s which a r i s e on the Franks approach 
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the n a t i o n or which would endanger the s a f e t y of - a c i t i z e n of the 


United Kingdom and C o l o n i e s . I n t e r n a t i o n a l r e l a t i o n s would be 


broadly d e f i n e d t o cover r e l a t i o n s between Governments, i n t e r n a t i o n a l 

o r g a n i s a t i o n s and o r g a n i s a t i o n s or people c a r r y i n g on p o l i t i c a l 


a c t i v i t i e s i n other c o u n t r i e s . 


( i i i ) Law and Order 


5. I t i s proposed t h a t t h e r e s h o u l d be p r o t e c t i o n f o r i n f o r m a t i o n 


about law and order i n the sense of: i n f o r m a t i o n which i s l i k e l y 


to be h e l p f u l i n the commission of o f f e n c e s ; or i s l i k e l y to be 


h e l p f u l i n f a c i l i t a t i n g an escape from l e g a l custody or other a c t s 


p r e j u d i c i a l t o p r i s o n s e c u r i t y ; or i n f o r m a t i o n the d i s c l o s u r e of 


which would be l i k e l y t o impede the p r e v e n t i o n or d e t e c t i o n of 


offences or the apprehension or p r o s e c u t i o n of o f f e n d e r s . T h i s 


category i s a l s o on l i n e s recommended by F r a n k s . 


( i v ) Confidences of the C i t i z e n 


6. Franks proposed t h a t t h e r e should be p r o t e c t i o n f o r i n f o r m a t i o n 
given to the Government by p r i v a t e i n d i v i d u a l s or concerns, whether 
given by reasons of compulsory powers or o t h e r w i s e , and whether or 
not given on an express or i m p l i e d b a s i s of c o n f i d e n c e . I t i s 
envisaged - and t h i s has been our p o l i c y s i n c e 1975 - t h a t the B i l l 
should go beyond t h i s and p r o v i d e p r o t e c t i o n f o r i n f o r m a t i o n h e l d 
by the Government. I n d e t a i l , what we propose i s t h a t the c a t e g o r y 
should comprise i n f o r m a t i o n r e c e i v e d by a C r o w servant or Government 
contractor - whether from the s u b j e c t of the information, or not ­
on terms or i n circumstances r e q u i r i n g i t to be h e l d i n confidence 
or i n circumstances i n which i t would be reasonable t o expect i t 
to be h e l d i n c o n f i d e n c e . As Franks proposed, p r o t e c t i o n would be 
l i m i t e d to i n f o r m a t i o n about p r i v a t e c i t i z e n s and p r i v a t e concerns. 

( v ) ^ s c j j r i t y and I n t e l l i g e n c e 


7. Franks d e a l t w i t h t h i s as p a r t of the defence c a t e g o r y , s u b j e c t 


to the " s e r i o u s i n j u r y " t e s t . The l a s t A d m i n i s t r a t i o n r e c o g n i s e d 


that s p e c i a l c o n s i d e r a t i o n s a p p l i e d here, and t h a t the c a t e g o r y 
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over, f o r example, documents which ought t o have been marked as 


c l a s s i f i e d but which are n o t , whether by a c c i d e n t or d e s i g n . But 


although i n f o r m a t i o n w i l l be p r o t e c t e d by the law whether or not 

i t i s c l a s s i f i e d i t i s c l e a r t h a t c l a s s i f i c a t i o n serves a u s e f u l 


e v i d e n t i a l purpose. A Crown s e r v a n t , for' example, who d i s c l o s e d 


a p r o p e r l y marked document would f i n d i t hard t o persuade a c o u r t 


that he had no reason t o b e l i e v e t h a t the i n f o r m a t i o n i n the 


document was p r o t e c t e d . 


1 1 . I t i s t h e r e f o r e proposed t h a t the B i l  l s hould i n c l u d e p r o v i s i o n s 
about c l a s s i f i c a t i o n . I t should l a y down the c r i t e r i o n f o r 
c l a s s i f i c a t i o n ( i e t h a t u n a u t h o r i s e d d i s c l o s u r e would be l i k e l y t o 
cause s e r i o u s i n j u r y t o the i n t e r e s t s of the nation.) and p r o v i d e , 
as Pranks envisaged, f o r r e g u l a t i o n s t o be made about 'the c l a s s i ­
f i c a t i o n and d e c l a s s i f i c a t i o u of documents, which should i n c l u d e 
p r o v i s i o n s on l e v e l s of a u t h o r i t y a t which d e c i s i o n s on c l a s s i f i c a t i o n 
may be taken arid on arrangements f o r r e v i e w and d e c l a s s i f i c a t i o r ' . 

Offences 


12 . Franks envisaged t h a t t h e r e would be t h r e e main o f f e n c e s : 
d i s c l o s u r e by a Grown servant c o n t r a r y t o o f f i c i a l duty; d i s c l o s u r e 
by a Government c o n t r a c t o r when the d i s c l o s u r e was not made f o r the 
purposes of the c o n t r a c t or was made c o a t r a r y t o some r e s t r i c t i o n 
imposed on b e h a l f of the Crown; and d i s c l o s u r e by a p r i v a t e c i t i z e n 
of i n f o r m a t i o n which he knew or had reasonable ground t o b e l i e v e 
reached him as a r e s u l t of a c o n t r a v e n t i o n of the A c t . I t i s 
envisaged t h a t there should be o f f e n c e s on b r o a d l y these l i n e s , 
though the p r i v a t e c i t i z e n offence would not be dependant on the 
c i t i z e n ' s knowledge or b e l i e f t h a t the i n f o r m a t i o n reached him as 
a r e s u l t of a c o n t r a v e n t i o n of the A c t . I n s t e a d t h e r e would be an 
offence of un a u t h o r i s e d d i s c l o s u r e by a p r i v a t e c i t i z e n i n c i r c u m ­
stances when he appreciated, t h a t the i n f o r m a t i o n i n q u e s t i o n was 
protected by the A c t . The B i l l would p r o v i d e t h a t i n the case c f 
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he c i t i z e n the p r o s e c u t i o n would have t o prove beyond reasonable 


oubt that the accused knew or had reasonable cause t o b e l i e v e t h a t 


he i n f o r m a t i o n was p r o t e c t e d ; whereas the Crown servant or 


overnment c o n t r a c t o r would have a defence i  f he c o u l d prove t h a t 


e d i d not have t h a t knowledge or cause f o r b e l i e f . 


3. I t i s a l s o proposed t h a t the B i l  l would c r e a t e , as Franks 


nvisaged, a separate summary of f e n c e of f a i l u r e by a Crown servant 


0 take reasonable care of an o f f i c i a l document p r o t e c t e d by the A c t , 


t i s envisaged t h a t the B i l  l s h o u l d p r o v i d e f o r such an o f f e n c e ­
0 apply to Crown s e r v a n t s , Government c o n t r a c t o r s or c i t i z e n s - and 


tiat the offence should be i n terms of f a i l i n g t o take such care t o 


"event the u n a u t h o r i s e d d i s c l o s u r e of the document as a person i n 


i s p o s i t i o n may r e a s o n a b l y be expected t o t a k e . 


The B i l l would p r o v i d e t h a t i n the case of an a l l e g e d o f f e n c e 


i v o l v i n g i n f o r m a t i o n i n the "law and order' or "confidences of the 


i t i z e n ' c a t e g o r i e s (paragraphs 5 and 6 above) the accused would 


^ve a defence Lf he c o u l d prove t h a t at the time of the a l l e g e d 


fence the i n f o r m a t i o n had been made a v a i l a b l e , or had become a ' r a i l a b l 
1 request, to rjhe p u b l i c or a s e c t i o n c f the p u b l i c * 

?osecution, P e n a l t i e s e t c 


5- Franks proposed t h a t , w i t h one e x c e p t i o n , p r o s e c u t i o n s should 


mounted only w i t h the consent of the A t t o r n e y General. The 


-ception concerned d i s c l o s u r e of i n f o r m a t i o n i n the ' law and order.1 


ntegory when p r o s e c u t i o n would r e q u i r e the consent of the D i r e c t o r 


t" P u blic P r o s e c u t i o n s . These p r o p o s a l s , and the more t e c h n i c a l 


commendations conce r n i n g powers of a r r e s t , p e n a l t i e s and j u r i s - ­
^ - c t i o n , have riot produced c o n t r o v e r s y and i t i s envisaged t h a t a 

11 might f o l l o w the l i n e s Franks proposed. 

own, servants 


I t i s proposed t h a t the B i l  l s h o uld d e f i n e Crown s e r v a n t s as 


e l u d i n g M i n i s t e r s of the Crown, c i v i  l s e r v a n t s , members of the 




armed, f o r c e s , and members of the p o l i c e f o r c e . I t i s a l s o 

envisaged t h a t there should be a p r o v i s i o n e n a b l i n g the S e c r e t a r y 


of State t o designate f u r t h e r i n d i v i d u a l s or bodies whose o f f i c i a l s 


would be Crown s e r v a n t s . The main purpose of d e s i g n a t i n g c e r t a i n 


persons as Crown se r v a n t s i s not to render them l i a b l e t o c r i m i n a l 

sanctions - s i n c e i t i s envisaged t h a t a c i t i z e n who knowingly 


d i s c l o s e s o f f i c i a l i n f o r m a t i o n w i l l a l s o be l i a b l e - so much as 


to d e f i n e , . i n d i r e c t l y , what i s o f f i c i a l i n f o r m a t i o n : t h a t i s 
"jiiat has been 


i n f o r m a t i o n / h e l d by a Crown se r v a n t or Government c o n t r a c t o r by 


v i r t u e of h i s p o s i t i o n as such. 
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ANNEX 2 


FRANKS REPORT 


S P E C I F I C P R O P O S A L S 

The replacement of section 2 

1. Section 2 o f the Official Secrets Act 1911 should be repealed, and replaced 
by narrower aDd more specific provisions. 
(Chapter 7, ie paragraphs 38-100.) 

2. The new provisions which we recommend, in place of section 2. should 
form a separate statute, to be known as the Official Information Act. 
(Paragraphs 101 -3.) 

Information to which the Official information Act should apply: defence, foreign 
relations, currency. 

3. Defence and internal security. The Official Information Act should apply 
to official information relating to matters which concern or affect the defence 
oi security o f the realm, including i n particular those matters set out in the 
subparagraphs below. Information relating to.the defence or security of allied 
Powers, covering matters of the kind mentioned in subparagraphs a. to f. (but 
not g.) should be included in this category:— 

(a)	 the Armed Forces o f the Crown and matters relating thereto; 

(b)	 military weapons, stores and equipment c f al l kinds, including nuclear 
weapons, ships, aircraft, vehicles, communications systems and al l 
means of warfare; 

(c)	 (lie research, development and production of a l l i tem; covered by b.; 

(d)	 defence policy and strategy and other military planning, including 
plans and measures for the maintenance of essential supplies and services 
jn i]'^ event cf war * 

(e)	 intelligence and security services, and information obtained by them; 

(f)	 military treaties and arrangements with other Powers, and negotiation:; 
of such treaties and arrangements; 

(g)	 internal defence and security, and plans and measures relating thereto, 
including plans and measures for the maintenance and restoration of 
public order or of essential supplies and services in contingencies short o f 
war. 

(Paragraphs 122-5.) 

4. foreign relations. The Official Information Ac t should apply to official 
information relating to any matters which concern or affect foreign relations cr 
the conduct of foreign relations. By "foreign relations" we mean the relations 
between the United K ingdom Government and any other Power or any inter­
national body the members of which are sovernmcnts. 
(Paragraphs 125-134.) 

5.	 Currency and the reserves. The Official Information Ac t should apply 
to official information relating to any proposals, negotiations or decisions 
connected with alterations in the value of sterling, or relating to the reserves, 
including their extent or any movement in or threat to them. 
(Paragraph.. 135-9.) 

Provisions on classification 

6.	 The Official Information Ac t should apply to official information within 
e the three categories described in proposals 3, 4 and 5 above if it has been 

classified, in accordance with the provisions of proposal 7 below; on the ground 
that its unauthorised disclosure would cause at least serious injury to the 
interests of the nation. The prosecution should Have, to satisfy the court that the 
information fell within a category, and that it was so classified, but the court 
should not be concerned with the effect of.the disclosure on the interests of the 
nation. 



7. The Ofiicial Information Ac t should contain the following further pro­
visions on classif ication:— 

(a)	 Information should count as "classi f ied" within the meaning of the 
Ac t i f ­

(i) in the case of a document, it is marked with the word S E C R E T 
or words including the word S E C R E T , or it relates to military 
weapons or equipment (as defined in proposal 3 b. and c.) and 
it is marked D E F E N C E - C O N F I D E N T I A L , and in either case 
it has been classified in accordance with the provisions of the Act 
and of regulations on classification made under i t ; 

(ii)	 in the case of a communication by non-documentary means, 
the information relates to the contents of a document which is 
classified in accordance with (i), or is information which, i f it had 
been contained in a document, ought to have been so classified. 

(b)	 The Secretary of State should make regulations about the classification 
and declassification of documents, which should include provisions 
on levels of authority at which decisions on classification may be taken 
and on arrangements for review and declassification. 

(c)	 The unauthorised removal of a classification mark, or the making of a 
copy of a classified document without the mark, should not affect the 
classified status of that document. 

(Paragraphs 150-7.) 

8. Before a decision is taken whether to institute a prosecution for the dis­
closure of classified information within one of the three categories, there should 
be a review of the classification of the information which had allegedly been 
disclosed without authority. This review should be carried out by the responsible 
Minister himself. He should be required to consider whether, at the lime of the 
alleged disclosure, that information was properly classified S E C R E  T or above 
or D E F E N C E - C O N F I D E N T I A L , in the sense that its unauthorised dis­
closure would cause serious injury to the interests of the nation. If he was not 
satisfied on this point, then no prosecution would -ic possible. If he was satisfied, 
he should give a certificate to that effect to the court. This certificate should be 
conclusive evidence of the fact that the information v.as classified within the 
meaning of the Act . A l l other ingredients of the offence should be proved by 
evidence in the usual way. 
(Paragraphs 158-161.) 

9. The Government, and the representatives of the news media and of any 
other interests directly affected, should enter into discussions with a view to the 
establishment of an informal Committee on class;fication of the kind outlined 
in paragraphs 165-6 of the Report. 
(Paragraphs 163-6.) 

Other information to which the Official Information Act should apply 

10. Maintenance of law and order. The Official Information Act should apply 
to official information (including police, prison and Post Office information) 
which comes within one of the three following descriptions:— 

(a)	 it is likely to be helpful in the commission of offences; 

(b)	 it is likely to be helpful in facilitating an escape from legal custody or 
other acts prejudicial to prison security; 

(c)	 its disclosure would be likely to impede the prevention or detection of 
offences or the apprehension or prosecution of offenders. 


(Chapter 10. j.e. paragraphs 170-5.) 


11. The Cabinet. The Official Information Act should apply to Cabinet 
document-;, t int is, documents submitted for the consideration of the Cabinet 
and documen s recording the "proceedings or conclusions of the Cabinet, 
irrespective of subject matter. "Cab ine t " fur liiis purpose includes committees 
of the Cabinet the members of which are Ministers. Cabinet documents to 
which the Act applies should be marked in a manner prescribed by the Secretary 
of the Cabinet. The Act should provide that the communication of a Cabinet 
document means either the transmission of that document or a substantial 
part of it, or the communication of information about the document by other 
means which enable another person to reproduce the document or a substantial 



part of it in verbatim or virtually verbatim form. The provisions in proposal 7.(cj 
about the removal of a classification mark, or the making o f a copy of a classified 
document without the mark, should apply also to Cabinet marks; 
(Paragraphs 182-190.) 

12. The confidences of the citizen. The Official Information Act should 
apply to information giver, to the Government by private individuals or concerns, 
whether given by reasons of compulsory powers or otherwise, and whether or 
not given on an express or implied basis of confidence. 
(Paragraphs 192-200.) 

13. Official information used for private gain. The Official Information Act 
should contain the following provisions, which v. ouid in effect form an extension 
of the existing law on cor rupt ion :— 

(a)	 It should be an offence for a Crown servant, contrary to his official 
duty, to use official information for the purpose of obtaining private 
gain for himself or any other person, or to communicate the ihforma­
tion to any other person with a view to enabling that person or any 
other person to obtain private gain. "Pr ivate g a in " means the making 
of a gain, or the avoidance of a loss, in money or money's worth. 

(b)	 This offence should also cover— 

(i) a	 Government contractor who uses or communicates official 
information for private gain, otherwise than for the purposes of 
the contract; 

(ii)	 a person entrusted with official information in confidence, who 
uses or communicates that information for private gain, otherwise 
than for the purposes for which it was entrusted. 

(c) it should be an offence for a recipient of official information, which 
he knows or has reasonably ground to believe has been disclosed by 
i C rown servant contrary to his -official duty, or by a Government 
contractor or person entrusted with offi ial information in confidence 
xmtrary to (b) above, to use that information for the purpose of obtain­
ing private sain for himself or for another. 

( P a r a g o n s 201-5.) 

Who rhould be liable to prosecution 

14. The Official reformation Ac t should place the primary duty to protect 
offici; 1 information to which it applies u p o n : — 

(a)	 Ministers of the C r o w n ; 

(b)	 members of the Home C i v i l Service and tl .e Diplomatic Service; 

(c)	 members of the Armed Forces; 

(d)	 members of police forces; 

(e)	 members of the A tomic Energy Author i ty and the Post Office; 

if) persons employed by or serving under the direction or control o f any of 
the above classes, and members of the legal profession acting for the 
Crown or for the police in bringing prosecutions; 

(g) former members of anv of the above classes. 
(Paragraphs 208-215.) 

Crown servants 

15. It should be an offence for a Crown servant to communicate infor­
mation to which, the Official Information Act applies, contrary to his official 
duly. 
(Paragraphs 2! 6-7.) 

16. In relation to prosecutions or serving Crown servants for the offence in 



proposal 15, the Official Information Act should provide as fo l lows:— 

(a)	 The prosecution should have to prove that the Crown servant had 
disclosed information to which the Official Information Ac t applies, 
contrary to his official duty. 

(b)	 The Crown servant should have the defence that he believed, and had 
reasonable ground to believe, that he was not acting contrary to his 
official duty. ­

(c)	 The Crown servant should also have the defence that— 

(i)	 in the case of classified information relating to defence or internal 
security, or foreign relations, or the currency or the reserves, he did 
not know, and had no reason to believe, that it was classified; 

(ii)	 in the case of an offence of disclosing a Cabinet document, or 
information covered by our proposals on the maintenance of law 
and order and the confidences of the citizen, he did not know, and 
had no reason to believe, that it was such a document, or was 
information of one of the kinds specified in proposals 10 and 12. 

(Paragraphs 218-221.) 

17. Failure by a Crown servant to take reasonable care of an official 
document or information to which the Official Information Act applies, or 
failure to comply with directions given on behalf of the Crown about the return 
or disposal of such a1 document, or the retention of such a document contrary 
to his official duty, should be offences. 
(Paragraph 222.) 

Government contractors and persons entrusted with official information in 
confidence 

1.8. (a) It should be an offence for a Government contractor to disclose 
information to which the Official Information Ac t applies (other than the 
confidences of the citizen) and which has come into his possession owing to his 
position i s a Government contractor i f  ­

(i) tfcepro visions of the Ac t	 have been drawn to his attention as applying to 
that information or that kind of information; and 

(ii)	 the disclosure is not made for the purposes of the contract or in accord­
ancc with an authorisation given on behalf of the Crown, or it is made 
contrary to restrictions imposed on behalf of the Crown. 

(b)	 A person charged with this offence should have the defences— 

(i)	 that he believed, and had reasonable ground to believe, that he had 
disclosed the information for the purposes of the contract, or in accord­
ance with an authorisation given on behalf of the Crown, or that the 
disclosi re was not contrary to any restriction imposed on behalf of the 
Crown; 

(ii)	 that he fid not know, and had no reason to believe, that the information 
in question was classified, or was of a kind protected by the Official 
Information Act (sec proposal. 16 (c)). 

(c) This offence should also cover a person entrusted with official information 
in confidence by a Crown servant, with the modification that (a) (ii) and (b) (ij 
should refer to the purposes for which the information was entrusted and not 
to the purposes of the contract. 

(d) The offences of failing to take reasonable c; re of official documents and 
information and failing to. comply with directions for the return or disposal of 
such documents (see proposal 17) should also apply to Government contractors 
and persons entrusted with official information in confidence. 
(Chapter 14, ic paragraphs 223-8.) 

The duty of (lie citizen 

19. The mere receipt of official information should no longer be an offence. 
(Paragraphs232-3.) 



20. Where a person knows, or has reasonable ground to believe, that, 
information in his possession has been communicated (whether or not directly 
to him) in contravention of the Official Information Ac t (other than the provi­
sions relating to the confidences of the citizen and private gain) it should be an 
offence for him to communicate that information otherwise than in accordance 
with an authorisation given on behalf of the Crown. The prosecution should 
have to prove (a) that there had been a contra 1 ention of the Act by some other 
pcrscn, and (b) that the information in question was still covered by the Ac t at 
the t.me when the accused communicated it. ard (c) that the accused knew that 
the i (formation had at some earlier stage been communicated in contravention 
of the Act, or that he had reasonable ground to believe that this was the case. 
The accused should have the defence that he believed, and had reasonable 
ground to believe, that he had communicated the information in accordance 
with an authorisation given on behalf of the Crown to h im, or given to some 
other person but in terms applicable to h im. It should not be an offence to 
communicate information for the purpose of obtaining such an authorisation, 
or of delivering a document to a Crown servant or obtaining directions about 
its return or disposal. 

(Paragraphs 230-1 and 234-6.) 

21. Any person corning innocently into possession of a document in one of 
the three categories described in proposals 3-5 which is classified and marked 
S E C R E T should be prohibited from communicating that document to anyone 
except for the purpose of delivering it to a Crown servant or obtaining directions 
what to do with it. The citizen should have the defence that he did not know, 
and had no reason to believe, that disclosure of the document might cause 
serious injury to the interests of the nation. The provisions about classification 
in p oposals 7 and 8 should apply for the purposes of this offence, and no 
offeree should be committed unless the document is prosed to have been marked 
S E C R E T . 
(Paragraph 237.) ­

22. It should be an offence under the Official Secrets Ac t for any person who 
comes into possession of information which he knows, or has reasonable ground 
to believe, has been obtained or communicated in contravention of section 1 of 
the 1911 Act to communicate that information, except by handing it to a Crown 
servant or veiling a C rown servant that he has it. 
(Paragraph 238.") 

23. Where a person lias come into possession of information to which the 
Official Information Act applies by virtue of his position as a Crown servant, or 
a Government contractor or a person entrusted with that information in 
confidence, and has retired or otherwise ceased to be concerned with the matters 
by reason of which he came into possession of the information, it should be an 
offence for h im to communicate that information otherwise than in accordance 
with an authorisation given on behalf of the Crown. He should have the defence 
that he believed, and had reasonable ground to believe, that he had communi­
cated that information in accordance with an authorisation given on behalf of 
the Crown to h im, or given to some other person but in terms also applicable to 
him. 
(Paragraph 239.) 

Control over the institution of prosecutions 

24. N o prosecution should be brought in England and Wales for an offence 
under the Official Information Act relating to law and order (see proposal 10) 
or private gain (,ee proposal 13) except by or with the consmt of the Director of 
Public Prosecutions. 
(Chapter 15, paragraphs 240-8.) 

25. No prosecution should be brought for an offence under the Official 
Information Act relating to defence and internal security (see proposal 3), 
foreign relations (see proposal 4), the currency or the reserves (see proposal 
5), a Cabinet document (sec proposal 11) or the confidences of the citizen (see 
proposal 12) except by or with the consent of the Attorney General, or of the 
Lord Advocate in Scotland. 
(Chapter 16, ic paragraphs 240-256.) 



Ancillary provisions and penalties 
26. Sections 6 and 9 (1) of the Official Secret;. Act 1911, and sections S (3) 

and (4) of the Official Secrets Ac t 1920, should apply to offences under the 
Official lnforrhatioii Act . 
(Paragraph 257.) 

27. Subject to consultations with the other authorities concerned, and to the 
outcome of the Law Commiss ions study of the extra-territorial application of the 
criminal law, section 10 of the Official Secrets A c t 1911 should apply to the 
Offical Information Act . 
(Paragraphs 259- 262.) 

28. The maximum penalties on conviction on indictment o f an offence under 

the Official Information Act should be two years' imprisonment, or a fine with 
no limit on the amount, or both. The maximum penalties on summary convic­
tion for such an offence, other than one of the offences mentioned in proposal 
29, should be six months' imprisonment, or a fine of £400, or both. 
(Paragraphs 266-9.) 

29. The offences of mishandling official documents (see proposal 17) and of 
failing to protect SECPvF,T documents (see proposal 21) should be summary 
offences only, with a maximum penalty of three months' imprisonment or a 
fine of £400, or both. 
(Paragraphs 270.) 

30. The maximum penalties for the offence of communicating information 
which lias been obtained or communicated in contravention of section 1 of 
the 191] Ac t (see proposal 22) should be the same as those in the Official 
Information Act (see proposal 28). 
(Paragraph 271.) 


