CONFIDENTIAL

PRIME MINISTER

WAGSTAFF: OFFICIAL SECRETS ACT

Michael Havers sent me a copy of his minute to you of
28th August.

/i The decision to prosecute Wagstaff was entirely one for
Michael Havers as is his decision not to do so and I would not,
of course, wish to make any comment about that. Nor do I wish
to engage in any controversy about the case. But I think that

I am bound to comment on what Michael has said about the advice
he has received from the Ministry of Defence on our damage
assessment. I think it would be simplest if I were to send

you the enclosed copies of two letters from Sir Frank Cooper

to the latter of which Michael refers, and which is the substance
of the issue. Both letters, that of 21st May an at o

2{st August, make it clear that, although on the face of it the
materlé% on the tapes sounded extremely sensitive, the informa-
tion thus provided was likely to be of limited value to an enemy.
The error to which Sir Frank Cooper referred in his letter of
21st August is unfortunate but it did not materially affect the
assessment the Ministry of Defence gave earlier to the Director
of Public Prosecutions and which was confirmed in the letter of
21st August.

235 I am sending a copy of this minute to the Attorney General.

Ministry of Defence

2nd September 1980
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I thougth'ounht co pick up one point in tne Lttorney General's
letter to yom of 16 IMay.

il In that letter he comments that, from the list of contents of
Tfour of the tapes, as supplied by the Ministry of Defence, there
would secem to be certain items that would be of enormoue value to

an énpmy As you know, our damage assessment arrived at a different
conclusion. I can quite see why, from the subject headings, the
Litorney General has formed the view that he has: on the face of it
the measure titles look extrcwely scensitive. The War Book p2Ees
themselves, however, are much less revealing than the titles zlcone
suggest. Thus, in general, while they do _provide a broad description
of the measure concerned, nt remains my view that that information

is of its clf 11Yely to be of limited valiue, and come as no surprise,
to an enemy. - VWhat the War Book pages do not contain i1s information
about opﬁrdtlonal plans and capao:11u1es - 1f they did then they ‘ould
be as usefll to 2n enemy as thp A Lorney Ge neral su&gect

D It may be helpful actva]ly to c:rcu?ate 1he fcyfs of those of

the measures-wvhich were ticked in the attachment to the Att Corney
General's letter and about which he is, I think, particularly :
concerned. These are attached, 1ogeiher with brlof notes about them
vhere these seem useful. You w111 see from these that the limited
1nforﬂatlou contamned is in most cases further devalued by changes

in code names and/or numberb as well as in the content of the mecasures
themselves. e s T

4, I am sending copies to thc Aluorncy G ﬁLle and io Robert Ar&strongs
Brian Cubbon, and Howard Smnth.- C I R e e v : %
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21 pugust 1980

The Rt Hon Sir Michael Havers (C MP
Royal Courts of Justice
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In my Secretary of State's absence un leave, I am enclosing our
response to your letter to him of 25 Jure, in which you confirmed
your request that the assessment of the damage that resulitocd or
might have resulted from Wagstaflf's alleged actions should be looked
at again from the standpoint of the period between November 1977 and
February 1978w i.a- 2 0 ian SR i v R S S

e The enclosed assessment has been drafted in terms more closely
. linked to the estendard classification gyssem and its definitions
.. than was the assessment which we circulated in April thies year, T
belleve that it also brings out more clearly the extent to which it is
. legitimate to distinguish between the sensitivity of the War Book op :
/i~ the Book of Briefs as a whole and that of individual ‘constituent items
. v over a period of time. I do not bhelleve, however,. that the overall
- conclusions to be drawn differ materially from those of the earlier
e rapgoBament S e s s © e e R e S i st R L e Dl g
2 The enclosed assessment also brings out (and you have had a copy
: of my separate letter to Sir Ien Bancroft about this) that we have now
. 7:) found that we cannot say whether or not the measures which I enclosed.
"y with my letter of 21 May to him were contained in the four erased K
- ~-Vtapes,. The moet we can say with confidence is that the texts which
.1 then clrculated were valid examples of the nature of War Book
heasures - as indeed are the measures, covered by the unerased tape,
which I have enclosed with ny latest letter to Sir Ian, I must, ask
you to accept my apologies for this errovr., =~ .. . IS sl s
R e copying this letter and enclosure to Sir Ian BEnocpoft, |
Sir Robert Armstrong, Sir Thomas Hetherington, and sir Howard Smith.

SRS

i ke ‘ A/ 5, MECE ALa0r ebYy “hor . e s Al
- v drtancdyy ey Treasury Solicitor (Mr Ellis) -
. » : L or@dr G R G Middleton,; Cabinet Qlides
Al
FRANK COOPER
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J B WAGSTAFF + SECOND DAMAGE ASSESSMENT

Actual Damage

1 It is not known whether as a result of Wagstadi's activities
there has been any actual djsclosure of the classified official
information to an unauthorised person, The following points are
relevant in this connection:
a, 'There is no evidence of espionage;
b, the tapes are heaningless unless played back
on the correct word processor; and
Wagstaff is judged to be untidy, badly organised
and irrcsponsiblé,rather than disloyal.
Although tﬁe 5 tapes Wagstaff took to his home were left lying around
unguarded there is no evidei.ce that they ever left his custody and
the material on 4.of them was erased, While therefore the
possibility of compromise éannof be excluded, compromise is
adjudged unlikely. The poténtial damage associated with compromise
'{é discuéged below,

Potential Damage

2, ~The definitions of the three securfty ciaééificafions neferred
to in the following paragraphs are: =

TOP SECRET -~ InfohnatiOn and material the unauthorised

disclosure of which would cause exceptfonally.

gfave damage to the hatioh. % :gﬁ
SECREf }' .Information and material the uﬁauihorised
‘ disclosure of which would cause seriou;
injury to thé interests of the nation;
CONFIDENTIAL - Information and materiai the unauthorisea
'disclosﬁre of which would be prejudicial

to the interests of the nation,

b o
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The overall classification of the current Ministry of Defence
War Books is confirmed as SECRET, There is no re@ason to douﬁt the
correctness of the overall classification of SECRET" when the tapes
were made in 1975/early 1976. Although the War Book does not
contain specific war plans, it describes in.considerable detail the
scope of defence planning in the event of a future war, Its
disclosure would reveal, directly or by infereuce, the structure
-of contingency planning for civil and home defence and.for the.

transition of Govermnment to a war footing, including the

arrangements for the maintenance of the machinery of Government

in war.
4, Nevertheless, while there is no reason to doubt the
correctness of the overall classificatioﬂ of SECRET for the War

‘

Book, it is difficult without detailed knowl%dge of the contents

‘of each tape to assert with confidence that|2he material on any
single tape would by itself have satisfied the description of SECRET
or whether, if this had been true at the time the tape was made,

it would still have been true after the lapse of two years, Thed
War Book is subgect to reguiar rev1s10n in the course of which :
existing measures may be rev1ewed and fresh ones 1ntr6ducéd' ;55
measures that remain may change 1ﬁ quite 51gn1f1cant reSpects.
For example, their serial numbers may change\‘n1cknames and plan
pumbers may be revised, and detalls of actlona to be taPen altered,
JIt follows thdt the value to an enemy both of a part;cular Qeruloq
of the War Book as a whole and of at 1east vome 1nd1v1dua1 passages‘
1.kt w111 decllne over time.

55 Of the £1ve tapes referred to in thc charges aga1nst Wégstaff
the contents of only the one tape which was not erased are known.
The contenfs of this taperinciude referenqerto?évacuation plans

which, although their nickpames and other details have changed|

. :
CONF*DFNIlfT,‘
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ere still classified SECREYL., Even here it is difficult to say with
confidence thit the value of the information on the tape relating
to those plans would at January 1978 have fully satisfied the
definition of SECRET‘set‘ouL above; ne?eftheless their disclosure
woulﬁ have involved at least the degree of prejudice'te the
interests of the nation inherent in the definition of CONFiDENTIAL.
b Since the inscriptions on the labels of the four erased tapes
are believed, by anélogy with the one unerased tape, to re{er not
to War Book measure numbers but to a separate index uyatem thati§is.
no longer available, dt is not known precxbcly what measures they
contain, As with the omne unerased fape,‘hewcver, the residual
value of these tapes wouid certainly have justified at least a
grading'of"CQNFIDENTIAL,ﬁn January 1978; .

7.' Wagseaff is not being prosecuted for his negligence in failing
to look efter other tapes now missing. The total number of tapes
that contained Volume I of the War-Book and the Book of Briefs i
unknown but is unlikely to be less than 80, 30 of these were
returned'ie 1978 and 5 found in Wagstaff’s home in 1979. The
mlss1ng tapes may well not be referred to in court as the charges
relate only to the 5 found in Wagstaff's posse551on. " The owerall
classification of the Book of Briefs at the tlme the tapes were
made is confirmed as TOP SECRET so that had_ghere been unauthor1scd
" disclosure, of the whole Book of Briefs at that time the'demage to |
‘,tbe 1nterests of the nation would have been assessed as ‘iE; :

' cxcept1ona11y grave, The Mlnlstry of DeIence cona1ders tnat in
'lJanuary 1978 the classification is not llkely to have been more

than SECRET,

Concliusion

8. The assessment of the damage 11kely to have resulted from
posslhle disclosure around end 19?7/Par1y 1978 of the tapes in
respect of which Wagstaff is charpcd is not rons1dorod tokdi{Lfex

il |
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from that contained in paragraph 4 of the assessment

circulated in April 1980,
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